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NEW QUESTION # 23
In the New App Viewer under Policy Optimizer, what does the compare option for a specific rule allow an administrator to
compare?

A. Applications configured in the rule with applications seen from traffic matching the same rule
B. The security rule with any other security rule selected

C. The running configuration with the candidate configuration of the firewall

D. Applications configured in the rule with their dependencies

Answer: A

Explanation:

The compare option for a specific rule in the New App Viewer under Policy Optimizer allows an administrator to compare the
applications configured in the rule with the applications seen from traffic matching the same rule. This option helps the administrator
to identify any discrepancies between the intended and actual applications allowed by the rule. The administrator can then optimize
the rule by adding or removing applications as needed1. Option A is incorrect because the compare option does not compare the
running configuration with the candidate configuration of the firewall. That is done by using the Commit > Commit and Push option2.
Option B is incorrect because the compare option does not compare applications configured in the rule with their dependencies.
That is done by using the App Dependencies tab under Policy Optimizer1. Option D is incorrect because the compare option does
not compare the security rule with any other security rule selected. That is done by using the Compare Rules option under Policies >

Security3.

NEW QUESTION # 24
‘What must be taken into consideration when preparing a log forwarding design for all of a customer's deployed Palo Alto Networks
firewalls?

A. Traffic and threat logs will not be forwarded unless the relevant Log Forwarding profile is attached to the security rules

B. App-ID engine will not identify any application traffic unless the "Enable enhanced application logging" option is selected
C. Traffic and threat logs will not be forwarded unless the relevant Log Forwarding profile is selected in

"Logging and Reporting Settings"

D. The logs will not contain the names of the identified applications unless the "Enable enhanced application logging" option is
selected

Answer: A

Explanation:

For log forwarding in PAN-OS, traffic and threat logs require a Log Forwarding profile attached to Security rules (Option B) to
send logs to external systens (e.g,, syslog, Panorama). Without this, logs are stored locally but not forwarded, a critical design
consideration.

Option A (enhanced logging) affects app details, not forwarding, Option C (App-1D) is false; App-ID works independently. Option
D (Logging and Reporting Settings) is incorrect; profiles are rule-based.

Documentation mandates this configuration.

Reference: PAN-OS 11.2 Administrator’s Guide, "Policies" section - Log Forwarding Profiles.

NEW QUESTION # 25

A remote administrator needs firewall access on an untrusted interface.

Which two components are required on the firewall to configure certificate-based administrator authentication to the web UI?
(Choose two.)

A. certificate authority (CA) certificate
B. server certificate

C. client certificate

D. certificate profile

Answer: A,D

Explanation:
Explanation
Generate a certificate authority (CA) certificate on the firewall.



httpsz/docs.paloaltonetworks.comypan-0s/9- 1/pan-os-admin/firewall-administration/manage- firewall-administrators/configure-
administrative-accounts-and-authentication/configure-certificate- based-administrator-authentication-to-the-web- interface. html

NEW QUESTION # 26
Decrypted packets from the website https://www.microsoft.com will appear as which application and service within the Traffic log?

A. SSL and 443
B. web-browsing and 80

C. web-browsing and 443
D. SSL and 80

Answer: C

NEW QUESTION # 27

An administrator needs to determme why users on the trust zone cannot reach certain websites. The only
information available is shown on the following image.

‘Which configuration change should the administrator make?
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A. Option A
B. Option D
C. Option B
D. Option C
E. Option E

Answer: C

NEW QUESTION # 28
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