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Technologies for CyberOps Sample Questions (Q87-Q92):
NEW QUESTION # 87 
A scanner detected a malware-infected file on an endpoint that is attempting to beacon to an external site. An analyst has reviewed
the IPS and SIEM logs but is unable to identify the file's behavior. Which logs should be reviewed next to evaluate this file further?

A. Antivirus solution
B. email security appliance
C. DNS server
D. network device

Answer: A

Explanation:
If IPS and SIEM logs do not give enough insight into a file's behavior, the next logical step is to review the Antivirus solutionlogs.
These logs often provide detailed behavior analytics such as:
* File actions and access patterns
* Registry modifications
* File execution history
The Cisco CyberOps guide emphasizes AV logs as critical forensic artifacts for understanding endpoint-based infections, especially
when beaconing or suspicious activity is suspected.

NEW QUESTION # 88 

Refer to the exhibit. An engineer is analyzing a TCP stream in a Wireshark after a suspicious email with a URL. What should be
determined about the SMB traffic from this stream?

A. It is exploiting redirect vulnerability
B. It is requesting authentication on the user site.
C. It is redirecting to a malicious phishing website,
D. It is sharing access to files and printers.

Answer: A



NEW QUESTION # 89 
A threat actor attempts to avoid detection by turning data into a code that shifts numbers to the right four times. Which anti-forensics
technique is being used?

A. encryption
B. poisoning
C. tunneling
D. obfuscation

Answer: D

Explanation:
Reference:
#:~:text=Obfuscation%20of%20character%20strings%20is,data%20when%20the%20code%20executes.

NEW QUESTION # 90 
An engineer must advise on how YARA rules can enhance detection capabilities. What can YARA rules be used to identify?

A. suspicious files that match specific conditions
B. suspicious emails and possible phishing attempts
C. network traffic patterns
D. suspicious web requests

Answer: A

Explanation:
YARA rulesare designed to identifyfilesthat match specific patterns, strings, or binary characteristics.
The Cisco CyberOps guide states:
"YARA helps researchers and analysts identify and classify malware samples based on textual or binary patterns".

NEW QUESTION # 91 
A new zero-day vulnerability is discovered in the web application. Vulnerability does not require physical access and can be
exploited remotely. Attackers are exploiting the new vulnerability by submitting a form with malicious content that grants them access
to the server. After exploitation, attackers delete the log files to hide traces. Which two actions should the security engineer take
next? (Choose two.)

A. Validate input upon submission.
B. Block connections on port 443.
C. Update web application to the latest version.
D. Install antivirus.
E. Enable file integrity monitoring.

Answer: A,E

Explanation:
* Input validation (A) is a critical countermeasure to defend against command injection and related vulnerabilities, as discussed in the
Cisco guide. Proper validation ensures that malicious commands or payloads are not accepted or executed by the web application.
* File integrity monitoring (E) helps detect unauthorized changes such as log deletion or binary modification, making it a crucial tool
in recognizing and investigating tampering attempts.Blocking port
443 (B) would disable HTTPS and is not a practical solution. Antivirus (C) does not prevent form- based application attacks, and
merely updating the application (D) may not be sufficient without addressing the underlying input validation flaw.
-
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