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Topic 1

Infrastructure Management and CDSS: This section tests the abilities of security operations specialists and
infrastructure managers in maintaining and configuring Cloud-Delivered Security Services (CDSS) including
security policies, profiles, and updates. It includes managing IoT security with device IDs and monitoring,
as well as Enterprise Data Loss Prevention and SaaS Security focusing on data encryption, access control,
and logging. It also covers maintenance and configuration of Strata Cloud Manager and Panorama for
network security environments including supported products, device addition, reporting, and configuration
management.

Topic 2

Network Security Fundamentals: This section of the exam measures skills of network security engineers
and covers key concepts such as application layer inspection for Strata and SASE products, differentiating
between slow and fast path packet inspection, and the use of decryption methods including SSL Forward
Proxy, SSL Inbound Inspection, SSH Proxy, and scenarios where no decryption is applied. It also
includes applying network hardening techniques like Content-ID, Zero Trust principles, User-ID (including
Cloud Identity Engine), Device-ID, and network zoning to enhance security on Strata and SASE
platforms.

Topic 3

NGFW and SASE Solution Functionality: This part assesses the knowledge of firewall administrators and
network architects on the functions of various Palo Alto Networks firewalls including Cloud NGFWs, PA-
Series, CN-Series, and VM-Series. It covers perimeter and core security, zone security and segmentation,
high availability, security and NAT policy implementation, as well as monitoring and logging. Additionally, it
includes the functionality of Prisma SD-WAN with WAN optimization, path and NAT policies, zone-
based firewall, and monitoring, plus Prisma Access features such as remote user and network
configuration, application access, policy enforcement, and logging. It also evaluates options for managing
Strata and SASE solutions through Panorama and Strata Cloud Manager.

Palo Alto Networks Network Security Professional Sample Questions (Q57-
Q62):
NEW QUESTION # 57 
Which component of NGFW is supported in active/passive design but not in active/active design?

A. Configuring ARP load-sharing on Layer 3
B. Route-based redundancy
C. Using a DHCP client
D. Single floating IP address

Answer: D

Explanation:
Single floating IP address(also known as a floating IP or shared IP) is supported only in anactive/passiveHA pair. In active/active
HA, both firewalls are forwarding traffic simultaneously and thus do not share a single floating IP.
"In active/passive HA, a single floating IP address is used for seamless failover. Active/active HA requires separate IP addresses
and does not support a single floating IP." (Source: Active/Passive vs. Active/Active HA) Thissimplifies failoverin active/passive
deployments by using a single shared IP that moves to the active peer upon failover.

NEW QUESTION # 58 
Which two types of logs must be forwarded to Strata Logging Service for IoT Security to function?
(Choose two.)

A. URL Filtering
B. Threat
C. Enhanced application
D. WildFire

Answer: B,C



Explanation:
For IoT Security toaccurately classify and monitorIoT devices, the following logs must be forwarded to Strata Logging Service:
Enhanced application logs- provide detailed application usage and behaviors, essential for profiling device types and roles.
"Enhanced Application logs provide additional context on IoT device behavior and usage patterns, and must be forwarded to Strata
Logging Service for IoT Security to build accurate Device-ID profiles." (Source: IoT Security Logging Requirements) Threat logs-
essential for detecting suspicious or malicious activities by IoT devices.
"Threat logs are critical for identifying potential exploits or suspicious activities involving IoT devices and are required for accurate
threat visibility within IoT Security." (Source: IoT Security Logs) These logs collectively ensure accurate device classification and
real-time threat visibility.

NEW QUESTION # 59 
In which two applications can Prisma Access threat logs for mobile user traffic be reviewed? (Choose two.)

A. Strata Cloud Manager (SCM)
B. Service connection firewall
C. Strata Logging Service
D. Prisma Cloud dashboard

Answer: A,C

Explanation:
Threat logs for Prisma Access mobile users can be reviewed in bothStrata Cloud Manager (SCM)andStrata Logging Service.
Prisma Cloud and service connection firewalls are not directly tied to mobile user traffic logs.
"Prisma Access logs are available in the Strata Cloud Manager and can also be sent to the Strata Logging Service for detailed
analysis and threat visibility." (Source: Prisma Access Administration Guide)

NEW QUESTION # 60 
What are two recommendations to ensure secure and efficient connectivity across multiple locations in a distributed enterprise
network? (Choose two.)

A. Implement a flat network design for simplified network management and reduced overhead.
B. Use Prisma Access to provide secure remote access for branch users.
C. Create broad VPN policies for contractors working at branch locations.
D. Employ centralized management and consistent policy enforcement across all locations.

Answer: B,D

Explanation:
Prisma Access for secure remote access
"Prisma Access extends consistent security and optimized connectivity to branch locations, enabling secure access for mobile and
branch users." (Source: Prisma Access Overview) Centralized management for consistent policy enforcement
"Centralized management using Strata Cloud Manager or Panorama ensures security policies and updates are uniformly applied
across distributed locations, preventing policy drift and security gaps." (Source: Strata Cloud Manager Best Practices) These two
practices are foundational for modern, distributed enterprise networks to maintain security posture and performance.

NEW QUESTION # 61 
In a Prisma SD-WAN environment experiencing voice quality degradation, which initial action is recommended?

A. Review real-time analytics of path performance.
B. Switch all VoIP traffic to backup paths.
C. Request an RMA of the ION devices.
D. Immediately modify path quality thresholds.

Answer: A

Explanation:
Voice quality issues in SD-WAN deployments are typically linked to path performance metrics (latency, jitter, packet loss).
Reviewingreal-time analyticshelps pinpoint root causes and appropriate mitigation.



"When experiencing performance issues, the first step is to analyze real-time performance data. Prisma SD- WAN provides path
quality analytics to identify degradation and ensure informed troubleshooting." (Source: Prisma SD-WAN Monitoring) This data-
driven approach avoids unnecessary configuration changes.

NEW QUESTION # 62
......
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