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Amazon AWS Certified Solutions Architect - Professional (SAP-C02) Sample
Questions (Q48-Q53):
NEW QUESTION # 48 
A company has several AWS accounts. A development team is building an automation framework for cloud governance and
remediation processes. The automation framework uses AWS Lambda functions in a centralized account. A solutions architect must
implement a least privilege permissions policy that allows the Lambda functions to run in each of the company's AWS accounts.
Which combination of steps will meet these requirements? (Choose two.)

A. In the centralized account, create an IAM role that has roles of the other accounts as trusted entities. Provide minimal
permissions.
B. In the other AWS accounts, create an IAM role that has minimal permissions. Add the centralized account's Lambda IAM
role as a trusted entity.
C. In the centralized account, create an IAM role that has the Lambda service as a trusted entity. Add an inline policy to
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assume the roles of the other AWS accounts.
D. In the other AWS accounts, create an IAM role that has minimal permissions. Add the Lambda service as a trusted entity.
E. In the other AWS accounts, create an IAM role that has permissions to assume the role of the centralized account. Add
the Lambda service as a trusted entity.

Answer: B,C

Explanation:
https://medium.com/@it.melnichenko/invoke-a-lambda-across-multiple-aws-accounts-8c094b2e70be

NEW QUESTION # 49 
A finance company hosts a data lake in Amazon S3. The company receives financial data records over SFTP each night from
several third parties. The company runs its own SFTP server on an Amazon EC2 instance in a public subnet of a VPC. After the
files ate uploaded, they are moved to the data lake by a cron job that runs on the same instance. The SFTP server is reachable on
DNS sftp.examWe.com through the use of Amazon Route
53.
What should a solutions architect do to improve the reliability and scalability of the SFTP solution?

A. Place the EC2 instance behind a Network Load Balancer (NLB). Update the DNS record sftp.example.com in Route 53
to point to the NLB.
B. Move the EC2 instance into an Auto Scaling group. Place the EC2 instance behind an Application Load Balancer (ALB).
Update the DNS record sftp.example.com in Route 53 to point to the ALB.
C. Migrate the SFTP server to AWS Transfer for SFTP. Update the DNS record sftp.example.com in Route 53 to point to
the server endpoint hostname.
D. Migrate the SFTP server to a file gateway in AWS Storage Gateway. Update the DNS record sflp.
example.com in Route 53 to point to the file gateway endpoint.

Answer: C

Explanation:
https://aws.amazon.com/aws-transfer-family/faqs/
https://docs.aws.amazon.com/transfer/latest/userguide/what-is-aws-transfer-family.html
https://aws.amazon.com/about-aws/whats-new/2018/11/aws-transfer-for-sftp-fully-managed-sftp-for-s3/?
nc1=h_ls

NEW QUESTION # 50 
A company needs to build a disaster recovery (DR) solution for its ecommerce website. The web application is hosted on a fleet of
t3.Iarge Amazon EC2 instances and uses an Amazon RDS for MySQL DB instance. The EC2 instances are in an Auto Scaling
group that extends across multiple Availability Zones.
In the event of a disaster, the web application must fail over to the secondary environment with an RPO of 30 seconds and an R TO
of 10 minutes.
Which solution will meet these requirements MOST cost-effectively?

A. Use infrastructure as code (laC) to provision the new infrastructure in the DR Region. Create a cross-Region read replica
for the DB instance. Set up AWS Elastic Disaster Recovery to continuously replicate the EC2 instances to the DR Region.
Run the EC2 instances at the minimum capacity in the DR Region Use an Amazon Route 53 failover routing policy to
automatically fail over to the DR Region in the event of a disaster. Increase the desired capacity of the Auto Scaling group.
B. Use infrastructure as code (IaC) to provision the new infrastructure in the DR Region. Create an Amazon Aurora global
database. Set up AWS Elastic Disaster Recovery to continuously replicate the EC2 instances to the DR Region. Run the
Auto Scaling group of EC2 instances at full capacity in the DR Region. Use an Amazon Route 53 failover routing policy to
automatically fail over to the DR Region in the event of a disaster.
C. Use infrastructure as code (IaC) to provision the new infrastructure in the DR Region. Create a cross-Region read replica
for the DB instance. Set up a backup plan in AWS Backup to create cross-Region backups for the EC2 instances and the
DB instance. Create a cron expression to back up the EC2 instances and the DB instance every 30 seconds to the DR
Region. Recover the EC2 instances from the latest EC2 backup. Use an Amazon Route 53 geolocation routing policy to
automatically fail over to the DR Region in the event of a disaster.
D. Set up a backup plan in AWS Backup to create cross-Region backups for the EC2 instances and the DB instance. Create
a cron expression to back up the EC2 instances and the DB instance every 30 seconds to the DR Region. Use infrastructure
as code (IaC) to provision the new infrastructure in the DR Region.



Manually restore the backed-up data on new instances. Use an Amazon Route 53 simple routing policy to automatically fail
over to the DR Region in the event of a disaster.

Answer: A

NEW QUESTION # 51 
A company is running an Apache Hadoop cluster on Amazon EC2 instances. The Hadoop cluster stores approximately 100 TB of
data for weekly operational reports and allows occasional access for data scientists to retrieve data. The company needs to reduce
the cost and operational complexity for storing and serving this data.
Which solution meets these requirements in the MOST cost-effective manner?

A. Move the Hadoop cluster from EC2 instances to Amazon EMR. Allow data access patterns to remain the same.
B. Migrate the data to Amazon DynamoDB and modify the reports to fetch data from DynamoDB. Allow the data scientists
to access the data directly in DynamoDB.
C. Move the data to Amazon S3 and use Amazon Athena to query the data for reports. Allow the data scientists to access
the data directly in Amazon S3.
D. Write a script that resizes the EC2 instances to a smaller instance type during downtime and resizes the instances to a
larger instance type before the reports are created.

Answer: C

NEW QUESTION # 52 
A company hosts a blog post application on AWS using Amazon API Gateway, Amazon DynamoDB, and AWS Lambda. The
application currently does not use API keys to authorize requests. The API model is as follows:
GET/posts/[postid] to get post details
GET/users[userid] to get user details
GET/comments/[commentid] to get comments details
The company has noticed users are actively discussing topics in the comments section, and the company wants to increase user
engagement by marking the comments appears in real time.
Which design should be used to reduce comment latency and improve user experience?

A. Use AWS AppSync and leverage WebSockets to deliver comments.
B. Use edge-optimized API with Amazon CloudFront to cache API responses.
C. Change the concurrency limit of the Lambda functions to lower the API response time.
D. Modify the blog application code to request GET comment[commented] every 10 seconds.

Answer: A

NEW QUESTION # 53
......
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