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PECB NIS-2-Directive-Lead-Implementer Exam Syllabus Topics:

Topic Details

e Cybersecurity controls, incident management, and crisis management: This domain focuses on Security
Operations Managers and Incident Response Coordinators and involves implementing cybersecurity

Topic 1 controls, managing incident response activities, and handling crisis situations. It ensures organizations are

prepared to prevent, detect, respond to, and recover from cybersecurity incidents effectively.

o Cybersecurity roles and responsibilities and risk management: This section measures the expertise of

Security Leaders and Risk Managers in defining and managing cybersecurity roles and responsibilities. It
Topic 2 also covers comprehensive risk management processes, including identifying, assessing, and mitigating
cybersecurity risks in line with NIS 2 requirements.
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¢ Planning of NIS 2 Directive requirements implementation: This domain targets Project Managers and

Implementation Specialists focusing on how to initiate and plan the rollout of NIS 2 Directive requirements.
Topic 3 It includes using best practices and methodologies to align organizational processes and cybersecurity
programs with the directive’s mandates.

e Communication and awareness: This section covers skills of Communication Officers and Training
Managers in developing and executing commumnication strategies and awareness programs. It emphasizes
Topic 4 fostering cybersecurity awareness across the organization and effective internal and external communication

during cybersecurity events or compliance activities.

PECB Certified NIS 2 Directive Lead Implementer Sample Questions (Q77-
Q82):

NEW QUESTION # 77

Scenario 2:

MHospital, founded in 2005 in Metropolis, has beconme a healthcare industry leader with over 2,000 dedicated employees known
for its commitment to qualitative medical services and patient care innovation. With the rise of cyberattacks targeting healthcare
mstitutions, MHospital acknowledged the need for a comprehensive cyber strategy to mitigate risks effectively and ensure patient
safety and data security. Hence, it decided to implement the NIS 2 Directive requirements. To avoid creating additional processes
that do not fit the company's context and culture, MHospital decided to integrate the Directive's requirements into its existing
processes. To mitiate the implementation of the Directive, the company decided to conduct a gap analysis to assess the current state
of the cybersecurity measures against the requirements outlined in the NIS 2 Directive and then identify opportunities for closing the
&p.

Recognizing the indispensable role of a computer security incident response team (CSIRT) in maintaining a secure network
environment, MHospital empowers its CSIRT to conduct thorough penetration testing on the company's networks. This rigorous
testing helps identify vulnerabilities with a potentially significant impact and enables the implementation of robust security measures.
The CSIRT monitors threats and vulnerabilities at the national level and assists MHospital regarding real-time monitoring of their
network and information systerms. MHospital also conducts cooperative evaluations of security risks within essential supply chains
for critical ICT services and systerrs. Collaborating with interested parties, it engages in the assessment of security risks, contributing
to a collective effort to enhance the resilience of the healthcare sector against cyber threats.

To ensure compliance with the NIS 2 Directive's reporting requirements, MHospital has streamlined its incident reporting process. In
the event of a security incident, the company is committed to issuing an official notification within four days of identifying the incident
to ensure that prompt actions are taken to mitigate the impact of incidents and maintain the integrity of patient data and healthcare
operations. MHospital's dedication to implementing the NIS 2 Directive extends to cyber strategy and governance. The company
has established robust cyber risk management and conpliance protocols, aligning its cybersecurity initiatives with its overarching
business objectives.

Based on scenario 2, in order to avoid creating additional processes that do not fit with the company's context and culture,
MHospital decided to integrate the Directive's requirements into its existing processes. Is this in accordance with best practices?

e A Yes, organizations should incorporate the NIS 2 Directive into their existing processes

¢ B. No, organizations should create other processes in addition to the existing processes to ensure full compliance with the
NIS 2 Directive

¢ C. No, organizations should disregard existing processes completely and create new ones to ensure full compliance with the
NIS 2 Directive

Answer: A

NEW QUESTION # 78
To whom should CSIRTSs provide information regarding incidents?

e A Cyber crisis management authorities
¢ B. National competent authorities
¢ C. CRE authorities

Answer: B



NEW QUESTION # 79

Scenario 3: Founded in 2001, SafePost is a prominent postal and courier company headquartered in Brussels, Belguim. Over the
years, it has become a key player in the logistics and courier in the region. With more than 500 employees, the company prides itself
on its efficient and reliable services, catering to individual and corporate clients. SafePost has recognized the importance of
cybersecurity in an increasingly digital world and has taken significant steps to align its operations with regulatory directives, such as
the NIS 2 Directive.

SafePost recognized the importance of thoroughly analyzing market forces and opportunities to inform its cybersecurity strategy.
Hence, it selected an approach that enabled the analysis of market forces and opportunities in the four following areas: political,
economic, social, and technological. The results of the analysis helped SafePost in anticipating emerging threats and aligning its
security measures with the evolving landscape of the postal and courier industry.

To comply with the NIS 2 Directive requirements, SafePost has implemented comprehensive cybersecurity measures and
procedures, which have been documented and communicated in training sessions. However, these procedures are used only on
individual initiatives and have still not been implemented throughout the company. Furthermore, SafePost's risk management team
has developed and approved several cybersecurity risk management measures to help the company minimize potential risks, protect
customer data, and ensure business continuity.

Additionally, SafePost has developed a cybersecurity policy that contains guidelines and procedures for safeguarding digital assets,
protecting sensitive data, and defining the roles and responsibilities of employees in maintaining security. This policy will help the
company by providing a structured framework for identifying and mitigating cybersecurity risks, ensuring compliance with
regulations, and fostering a culture of security awareness among employees, ultimately enhancing overall cybersecurity posture and
reducing the likelihood of cyber incidents.

As SafePost continues to navigate the dynamic market forces and opportunities, it remains committed to upholding the highest
standards of cybersecurity to safeguard the interests of its customers and maintain its position as a trusted leader in the postal and
courier industry.

Based on scenario 3, what type of policy has SafePost established for protecting digital assets and maintaining security?

¢ A. High-level general policy
¢ B. High-level topic-specific policy
e C. Topic-specific policy

Answer: B

NEW QUESTION # 80
According to Article 7 ofthe NIS 2 Directive, what is one of the policies that Member States are required to adopt?

e A. Physical access control policy

e B. Supply chain cybersecurity policy
¢ C. Disaster recovery planning policy

Answer: B

NEW QUESTION # 81
What is the role of the Commission within the Union Civil Protection Mechanism regarding cybersecurity situational awareness?

e A. Develop cybersecurity policies for Member States
¢ B. Provide analytical reports on diverse areas
e C. Coordinate internation cybersecurity collaborations

Answer: B

NEW QUESTION # 82
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