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Questions (Q153-Q158):

NEW QUESTION # 153

You have a Deployment named "my-app-deployment' running a Flask application. You need to configure a rolling update strategy
with a maximum of one pod unavailable at any time. You also want to trigger an automatic update whenever a new image is pushed
to the Docker Hub repository. Additionally, you want to analyze the application logs during the update process to ensure everything
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is working smoothly. How would you achieve this?
Answer:

Explanation:
See the solution below with Step by Step Explanation.
Explanation:
Solution (Step by Step) :
1. Configure Deployment with Rolling Update:
- Update the 'my-app-deployment' Deployment configuration to include the following:
- 'replicas: Set to 2 to ensure a rolling update with a maximum of one unavailable pod.
- 'maxUnavailable: 1': This specifies that a maximum of one pod can be unavailable during the update.
- 'maxSurge: 0': This ensures no new pods are created beyond the desired replicas.
- 'magePullPolicy: Always': This forces the pods to pull the latest image from the repository.
- 'strategy.type: RollingUpdate': Specifies the rolling update strategy.
BPIVErsion: apps ik
kind: Deployment
netadata:
name: my-app-deployment
spec:
replicas: 2
selector:
matchLabels:
app: my-app
template:
metadata:
labels:
appi. - 3pp
speg®
containers:
- name: my-app
image: my-app-image:latest
imagePullPolicy: Always
strategy:
type: ReollingUpdate
rollingUpdate:

maxUnavailable: 1
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2. Apply Deployment Configuration: - Apply the updated YAML file to your cluster: 'kubectl apply -f my-app-deployment.yanmr 3.
Analyze Application Logs: - To monitor the logs of your Flask application, utilize a tool like 'kubectl logs' or a dedicated logging
service like Fluentd or ElasticSearch. - Example using 'kubectl logs' bash kubectl logs -f my-app-deployment-pod-name - During
the rolling update, closely watch the logs for errors or warnings to ensure smooth transitions. 4. Trigger an Automatic Update: - Push
a new image with updates to the 'my-app-image:latest’ Docker Hub repository. 5. Monitor the Deployment: - Use 'kubectl get pods
-l app=my-app' to monitor the pods during the rolling update. 6. Verify Deployment Status: - Check the status of the Deployment
using 'kubectl describe deployment my-app-deployment' . The 'updatedReplicas' field should match the 'replicas’ field, indicating a
successful update.

NEW QUESTION # 154

You have a Deployment running with a specific image tag, and you want to roll out a new version with a different image tag-
However, you want to ensure that the update process is gradual, and only one pod is updated at a time. Additional"' you need to
monitor the performance metrics of the application during the update, and if the performance degrades significantly, you need to
rollback to the previous version How would you implement this using Kustomize and other Kubernetes features?

Answer:

Explanation:

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Create a customization file:

resources :

- deployment. yaml

2. Create a deployment-yam file:



apiVersion: apps/vl
kind: Deployment
metadata:
name: nginx-deployment
RedBddel X
seléctor:/ Of
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:
- name: nginx
image: example/nginx:ivl
resources:

requests:
cpu: “5em"
memory: "1eamMi”
livenessProbe:

httpGet:
path: /healthz
port: 80
initialDelaySeconds: 15
periodSeconds: 20
readinessProbe:
httpGet:
path: /healthz
port: 80
initialDelaySeconds: 5
periodSeconds: 10
imagePullSecrets:
- name: myregistrykey

3. Configure a rolling update strategy: - Edit the 'deployment.yanr file and add the following to the 'spec-strategy' section:

strategy:
type: RollingUpdate
rollingupdaties
mAXSUCES T
maxiinavailable: 1
e LINUX

4. Set up monitoring with Prometheus and Grafana: - Install Prometheus and Grafana on your Kubernetes cluster. - Configure
Prometheus to scrape metrics from your application pods. - Create Grafana dashboards to visualize the relevant metrics. 5. Create
an alert in Prometheus: - Define an alert that triggers if the application's performance degrades significantly - This alert should be
configured to send notifications to your team 6. Create a rollback mechanisi: - 1Jse a script or a tool like 'oubect] rollout undo' to
rollback the deployment to the previous version if the performance alert is triggered. 7. Update the deployment with the new image
tag: - Edit the 'deployment-yanp file and change the 'image’ to 'example/nginx:v2 8. Apply the changes to your Kubernetes cluster:
bash oubect! apply -f deployment-yaml - The 'maxSurge' and 'maxunavailable' settings in the rollingllpdate’ strategy control the
maximum number of pods that can be added or removed during the update process. - Prometheus and Grafana provide a way to
monitor the performance metrics of your application. - The Prometheus alert helps you identify if the performance degrades
significantly during the update process. - The rollback mechanism allows you to revert to the previous version if the performance
alert is triggered. - This setup ensures a gradual update process and provides a mechanism to mitigate potential performance issues.

NEW QUESTION # 155

Context

Anytime a team needs to run a container on Kubernetes they will need to define a pod within which to run the container.
Task



Please complete the following:
* Create a YAML formatted pod manifest

/opt/KDPD00101/podLyml to create a pod named app1 that runs a container named app 1 cont using image Ifcencf/arg-output with
these command line arguments: -lines 56 -F

* Create the pod with the kubect] command using the YAML file created in the previous step

* When the pod is running display summary data about the pod in JSON format using the kubect] command and redirect the output
to a file named /opt/KDPDO00101/out].json

* All of the files you need to work with have been created, empty, for your convenience

When creatung your pod, you do not

1& lﬁ%n‘, a container command ,
}F dr r'al.

tl run appl --image=lfccncf/arg-gutput --dry-run=client -o yaml > /opt/ED

fpodl. ymll

B Readme >_ Web Terminal I THELINUX FOUNDATION

lfccncf/arg-output

appl

ClusterFirst
Always

"/opt/KDPD00101/podl.yml"™ 15L, 242C




B3Readme > Web Terminal THELINUXFOUNDATION

appl

lfcencf/arx

appl




BB Readme >_Web Termih

nginx-configmap 1/1 Running
nginx-s st Running
poller /1 Running
student@node-1:~% kubectl get pods
NAME READY STATUS
appl /1 Running
counter / Bunning
1veness-ht tp Runnai ng
nginx-101 J Running
nginx-configmap 1 Running
nginx-secret /1 Rupiing
poller | HuT thg
student@node-1:~5 |} . ¢ degete pod appl

atudent@ e-1: 150" / /EDPD 01/podl.yml
student@ s =Laz =5 . l create -f /opt/RDPDC
pod/appl
student@node-3¢ 5 get pods
NAME STATUS
appl f1 Running
counter /1 Running

l.'-'.nf-'.:-s:'!‘ht.f.r:— i | Runn g
nginx-101 /1 Bunning
nginx-configmap f1 Running
nginx-secret i Running
poller Running
studentf@n

®Readme  >_ Web Terminal L1 THELINUX FOUNDATION

pellex 1/1 B ing €h51lm
studentf@nc
NAME
appl y Running
Running

- H—}ILLIZI F, ?.Lmni.'u_"l
nginx-101 unning
I'IL:'i!'IK 2 ! ;‘.ET[I'I"[."I‘:'
11qi:1x-se B J Runni g
pellex J Running
student@r

"appl” deleted

student@ : $ vim
student@n kubec
pod/appl created
student@ 2=1:~5 kube

1/1

1/1

1/1

1/1

T 1/1 unning

nginx-secret 1/1 ARunning
pollerx 1/1 Hunn
student@ne :«5 kubec get
atudentf@node-
student@node

NEW QUESTION # 156

You are building a microservice called 'order-service' that handles order processing. You need to configure a Securitycontext for the
'order-service' container tnat ensures it can access the network to communicate With other services and access specific hostPath
volumes, but it should not have root privileges.

Answer:

Explanation:



See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Define the Securitycontext:

- Create a 'securityContext' section within the 'spec.template.spec.containers' block for your 'order-service' container.
- Set 'rTunAslIser’ to a non-root LJID (e.g., 1001) to prevent running as the root user-

- Set 'allowPrivilegeEscalation' to 'false' to prevent the container from escalating its privileges.

- Set 'capabilities' to an empty array (so') to disable any additional capabilities.

apiverzion: apps/vl
kind: Deployment
metadata:
name: order-service
spec:
replicas: 1
selector:
matchLabels:
app: ordér-sérvice
template:
metadata:
labels:
app: order-service
spec:

j ntainers:

! LI mrdu-:wvice
fmage: your-image:latest
securityContixt:

runAsUser; 1601
allowfrivilegeEscalation:
capabilities:
drap: []
volumeMount s:
= name: order-data
mountPath: /data
readdnly: false
- name: config-volumse
mountPath: fconfig
readonly: true
volumes:
= name: order-data
hostPath:
path: /data
- name: config-volume
hostPath:
path: fconfig

2. Mount HostPath Volumes: - Define 'volumeMountS for the required hostPath volurres. - Specify the mount path within the
container C Idata' and 'Iconfig’ in this example) and the volume name. - Define corresponding 'volumes with the 'hostPath' type,
specifying the source path on the host and the volume name. 3. Create the Deployment: - Apply the Deployment YAML file using
'kubectl apply -f order-service-deployment-yam!' - The 'securitycontext' restricts the container's access to the host system's
resources and prevents privilege escalation. - Setting 'runAsUserS to a non-root I-1ID ensures that tne container runs as a non-root
user - 'allowPrivilegeEscalation' prevents the container fiom elevating its privileges, even if it has the necessary capabilities. - The
'capabilities' section allows you to explicitly detine WhiCh capabilities the container snould nave. In this case, an empty array
disables all additional capabilities, restricting the container's potential actions. - The 'volumeMounts' define how hostPath volumes
are mounted within the container, providing access to specific directories on the host system. This configuration ensures that the
'order-service' container can access specific hostPath volumes and the network for communication with other services without
running as root and without any additional capabilities, enhancing security.

NEW QUESTION # 157

Context

Anytime a team needs to run a container on Kubernetes they will need to define a pod within which to run the container.

Task

Please complete the following:

* Create a YAML formatted pod manifest

/opt/KDPD00101/podLyml to create a pod named app1 that runs a container named app 1 cont using image Ifccncfarg-output
with these command line arguments: -lines 56 -F

* Create the pod with the kubect] command using the YAML file created in the previous step

* When the pod is running display summary data about the pod in JSON format using the kubect! command and redirect the output
to a file named /opt/KDPDO00101/out1.json

* All of the files you need to work with have been created, empty, for your convenience



When creatng your pod, you do not

“ontainer commani

e A. Solution:

student@node-1:~% ]cuj:ﬁc—._. run appl --image=lfcecncf/arfi-gutput --dry-run=client -o yaml > fopt/ED

PD00101/podl . yml
student@node-1:~% wvim /opt/EDPD00101/podl. ymll

®Readme > Web Terminal D1 THELINUX FOUNDATION

appl
appl

lfccencf/arg-output
appl

ClusterFirst
Always

" /opt/KDPD00101/podl.yml" 15L, 242C

BBReadme  >_Web Terminal C1 THE LINUX FOUNDATION

appl
appl

lfccncf/arg-ocutput
appl

I »




nginx-s

poller
atudent@node-1:
NAME

appl

counter
liveness-http
nginx-101
nginx-configmap
nginx-secret

student@

student@node
pod/appl
student@node-
NAME

liveness-http
nginx-101
nginx-configmap
nginx-secret
pellex

udent

READY

1/1
1/1
1/1
1/1
1/1
1/1
1/1

Running
Running
Bunni ng
get pods
8TATUS
Runni
Bunning
Running
Running
Runnindg
Rupiing
T NG
dggete p

Running
Running
Running
Running
Running
Running

emS7a
6h52m
e6h53m




BB Readme >_Web Terminal

pollerx
student
NAME
appl
counter

"appl
atudent
student

student
NAME

nginx-101
I'IG}i:]K_
ngink-s
poller

1/1 Bunninec
kubectl get p
READY STATUS
1/1 Running
1/1 Running
s W | Running

1/1 Running
1/1

1/1 Running
1/1 Running

~5 ku =l ¢ ete

runn

student@node-1 kubec get

BB Readme >_ Web Terminal

appl
appl

lfccncf/arg-output
appl

lusterFirst
Always

"/opt/KDFD00101/podl.yml"™ 15L,

G THELINUXFOUN

eh51m

ccncf/ar-gutput —--dry—run=c

CITHELINUX FOUNDATION




BB Readme >_ Web Terminal C1ITHELINUX FOUNDATION

appl
-ﬂ[\!"l 1

lfccncf/arg-ocutput
appl

appl creates 1
atudentin cd.u 1: tl get
HAME a th RESTARTS
appl i

nginx-configmap

nginx-secret

pollex 1

studenti@nocds=11 kubactl
REARDY

]
0
1]
o
o
o
o

N=BECTOT
polles 1/1
student@node-1:~5 kubsctl
pod "appl® de
dent@node-1:

B3Readme > Web Terminal C THELINUX FOUNDATION

pollex 1/1 Running

astudent@node-1:~5 kubectl get pods

NAME READY STATUS RESTARTS AGE
appl 1/1 Bunning 0 26a
counter 1/1 Running 0 SmS5s
1 ivn:ms_ﬁ-h:_t.[) 1/1 Runni:](} C 6h50m
nginx-101 1/1 Running € 6hS51m
nginx-configmap 1/1 Running 0 E6md2s
nginkx-secret 1/1 Running ( 12m
poller 1/1 Running €hS1lm
student@nede-1:~5 kubectl delete pod appl ’
pod "appl®™ deleted

student@node=-1:~% wim fcpt#ﬂDPD”OlUl!pod
student@node-1:~5 kubectl create -f /opt 01/podl.yml

pod/appl created
studentfnode-1:~5 kubectl get pod
NAME READY L STARTS AGE

appl 1/1 I 20a

counter 1/1 | -') 6m57s

liveness-http 1/1 E ing 6h52m

nginx-101 1/1 Running 0 6h53m

nginx-configmap 1/1 Running Bm3ds

nginx—-secret 1/1 Running 0 14m

poller 1/1 Funning 0 6h53m

student@node=1:~5 kubec get pod appl -o ] n > [fopt/EDPDO0101/cutl.json
atudent@node=-1:~5%

student@node-1:~$ []




Answer: A

NEW QUESTION # 158
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attend the exam simulation questions, the CK AD exam questions are automatically for the user presents the same as the actual test
environment simulation CKAD test system, the software built-in timer fimction can help users better control over time, so as to
achieve the systematic, keep up, as well as to improve the user's speed to solve the problem from the side with our CKAD test
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