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Oracle 1Z0-1072-25 Exam Syllabus Topics:

Topic Details

Topic 1

Storage: Designed for storage administrators managing enterprise data solutions, this section tests
proficiency in deploying Block
File
Object Storage with lifecycle management, cross-region replication, and tiered storage strategies. It
includes configuring volume groups, snapshots, versioning, and security controls while analyzing storage
performance metrics and cost optimization techniques.
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Topic 2

Compute: This section measures skills of cloud architects responsible for designing scalable and resilient
infrastructure, covering compute instance configuration, autoscaling policies, and OS management. It
evaluates understanding of OCI compute image options, infrastructure maintenance processes, and
strategies for optimizing instance performance across availability domains.

Topic 3

Identity and Access Management (IAM): This domain validates skills of security architects implementing
granular access controls, emphasizing IAM policy creation, compartment organization, and dynamic group
configuration. It covers identity domain management, network source restrictions, and tag-based access
mechanisms to enforce least-privilege principles across OCI resources

Topic 4

Networking: Targeting network architects designing secure cloud architectures, this domain focuses on
Virtual Cloud Network (VCN) implementation, including subnet design, IP address management, and
routing through gateways (NAT, service, internet). It assesses expertise in VPN
FastConnect deployment, DNS configuration, load balancer setup, and advanced tools like Network Path
Analyzer for troubleshooting latency or connectivity issues.
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Oracle Cloud Infrastructure 2025 Architect Associate Sample Questions
(Q48-Q53):
NEW QUESTION # 48 
Which TWO statements are true about performing a multipart upload using the Multipart Upload API?

A. You do not have to commit the upload after uploading all parts.
B. You can keep adding parts as long as the total number is less than 10,000.
C. You do not need to split the object into parts.
D. Each part can be as large as 50 GIB.

Answer: B,D

Explanation:
When performing a multipart upload using the Multipart Upload API in Oracle Cloud Infrastructure (OCI) Object Storage, the
following points are true:
C . Each part can be as large as 50 GiB: OCI allows each part of a multipart upload to be up to 50 GiB in size. This enables the
efficient uploading of large objects in smaller, manageable parts.
D . You can keep adding parts as long as the total number is less than 10,000: The Multipart Upload API supports up to 10,000
parts for a single object. This allows the upload of very large objects by dividing them into multiple parts.
Incorrect Statements:
A . After uploading all parts, you must commit the upload to finalize the multipart upload and combine all parts into a single object.
B . The object must be split into parts before uploading when using the Multipart Upload API.
Reference:
Oracle Cloud Infrastructure Documentation: Multipart Uploads

NEW QUESTION # 49 
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Which OCI service would you use to apply kernel security updates to all instances?

A. Container Registry
B. Data Safe
C. Artifact Registry
D. OS Management Service

Answer: D

Explanation:
The OS Management Service in Oracle Cloud Infrastructure (OCI) is designed to manage and maintain the operating systems of
your compute instances. This service allows you to apply kernel security updates, manage package installations, and monitor the
status of updates across all instances in your environment.
Kernel Security Updates: With OS Management Service, you can automate and schedule kernel updates, ensuring that all instances
are up-to-date with the latest security patches. This helps maintain the security and integrity of your infrastructure without needing to
manually update each instance.
Other Options:
Container Registry: Used for storing and managing container images, not for applying OS updates.
Data Safe: A service focused on database security, not applicable for OS-level updates.
Artifact Registry: A repository for storing and managing software artifacts, not related to OS management.
Relevant OCI Documentation:
OS Management Service Overview
This documentation provides details on how to use OS Management Service to handle kernel security updates and other OS-level
management tasks.

NEW QUESTION # 50 
Which statement is TRUE about delegating an existing domain to the Oracle Cloud Infrastructure (OCI) DNS service?

A. Domains can be self-delegated to OCI DNS from its own service portal.
B. All domains can be retrieved to OCI DNS via DYN.
C. Domains can be delegated to OCI DNS from the Domain Registrar's self-service portal.
D. Domains can be delegated to OCI DNS via FastConnect partners.

Answer: C

Explanation:
To delegate a domain to the Oracle Cloud Infrastructure (OCI) DNS service, the domain needs to be pointed to OCI's DNS
servers. This can be done through the Domain Registrar's self-service portal, where you update the name servers for your domain to
OCI's DNS servers.
Process: You typically log into the domain registrar where your domain is registered and replace the existing name servers with the
name servers provided by OCI DNS. Once this is done, DNS queries for your domain will be directed to OCI DNS.
Reference:
Oracle Cloud Infrastructure Documentation: Managing DNS Zones

NEW QUESTION # 51 
What happens to the performance level of a volume when it is detached from an instance?

A. The performance level is adjusted to Balanced.
B. The performance level is adjusted to Higher Performance.
C. The performance level is adjusted to Lower Cost (0 VPUs/GB).
D. The performance level remains unchanged.

Answer: C

Explanation:
In Oracle Cloud Infrastructure (OCI), when a block volume is detached from an instance, its performance level is automatically
adjusted to the "Lower Cost" tier, which provides 0 VPUs (Volume Performance Units) per GB. This adjustment helps reduce costs
when the block volume is not actively being used by a compute instance.
Key Points:



Volume Performance Levels: OCI offers various performance tiers for block volumes, including "Higher Performance," "Balanced,"
and "Lower Cost." These tiers determine the level of IOPS (Input/Output Operations Per Second) and throughput available to the
volume.
Automatic Adjustment: When a block volume is detached from an instance, OCI automatically optimizes the cost by switching the
volume to the "Lower Cost" performance tier. This tier offers minimal performance, suitable for data that is not actively accessed.
Cost Management: This automatic adjustment is beneficial for managing costs, as it prevents users from incurring unnecessary
charges for higher performance levels when the volume is not in use.
Reference:
Oracle Cloud Infrastructure Documentation: Block Volume Performance Levels

NEW QUESTION # 52 
Which components are required for establishing remote peering between two Virtual Cloud Networks (VCNs) in Oracle Cloud
Infrastructure (OCI)?

A. A single VCN with nonoverlapping CIDRS in each region, a dynamic routing gateway (DRG) attached to each VCN, and
a direct connection between the DRGS.
B. Two VCNs with overlapping CIDRS in different regions, a virtual private network (VPN) gateway attached to each
VCN, and a direct connection between the VPN gateways.
C. Two VCNs with nonoverlapping CIDRS in different regions, a dynamic routing gateway (DRG) attached to each VCN, a
remote peering connection (RPC) on each DRG, and a connection established between the RPCs.
D. Two VCNs with nonoverlapping CIDRS in the same region, a dynamic routing gateway (DRG) attached to each VCN,
and a direct connection between the DRGs.

Answer: C

Explanation:
Remote peering in Oracle Cloud Infrastructure allows two VCNs in different regions to communicate securely. To establish remote
peering, the following components are required:
Two VCNs with Nonoverlapping CIDRs:
The CIDR blocks of the two VCNs must not overlap. This is crucial to avoid routing conflicts and ensure that traffic is correctly
routed between the VCNs.
Dynamic Routing Gateway (DRG) Attached to Each VCN:
A DRG is a virtual router that provides a path for traffic between the VCN and networks outside the VCN, such as other VCNs via
remote peering, on-premises networks, or other cloud services. Each VCN needs its own DRG.
Remote Peering Connection (RPC):
An RPC is a specialized connection on the DRG used specifically for remote peering. You need to create an RPC on each DRG
associated with the VCNs you wish to peer.
Connection Between RPCs:
Finally, a connection must be established between the RPCs of the two DRGs. This connection facilitates the secure and private
exchange of traffic between the VCNs over Oracle's backbone network.
Incorrect Options:
Option A involves a single VCN, which does not fulfill the requirement of remote peering between two VCNs.
Option B involves overlapping CIDRs and VPN gateways, which are incorrect for remote peering.
Option C suggests peering within the same region, which would be considered local peering rather than remote peering.
Relevant OCI Documentation:
OCI Remote VCN Peering
Dynamic Routing Gateway (DRG) Overview
These resources provide a detailed guide on configuring remote peering in OCI, ensuring secure and effective communication
between VCNs across regions.

NEW QUESTION # 53
......
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