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The desktop Oracle 170-1104-25 practice exam software has all specifications of the web-based format. It is offline software that
enables users to go through the Selling Oracle Cloud Infrastructure 2025 Security Professional (120-1104-25) practice exam

without having any internet connection. Windows computers support the desktop Oracle Cloud Infrastructure 2025 Security
Professional (120-1104-25) practice exam software.

Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic Details

¢ Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of

Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
Topic 1 include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.

¢ Inplementing Identity and Access Management (IAM): This section of the exam measures skills of OCI

Administrators and focuses on identity and access controls. It covers IAM domains, users, groups, and
Topic 2 compartments, as well as the use of TAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring.

¢ OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security

Topic 3 responsibility model, the core principles of security design, and the use of foundational security services to
secure deployments on OCL
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Our 170-1104-25 prepare questions are suitable for people of any culture level. According to different audience groups, our 120-
1104-25 preparation materials for the examination of the teaching content of a careful division, so that every user can find a suitable
degree of learning materials. More and more candidates choose our 1z0-1104-25 Quiz guide, they are constantly improving, so
what are you hesitating about? As long as users buy our products online, our 120-1104-25 practice materials will be shared in five
minutes, so hold now, but review it! This may be the best chance to climb the top of your life.

Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q29-Q34):

NEW QUESTION # 29

"A business has a hybrid cloud infrastructure with Oracle Linux instances running in OCI and on-premises.
They want to reduce the amount of bandwidth used when patching systems.

‘Which component of OS Management Hub can help to reduce the bandwidth usage for patching?

A. Management agents
B. Dynamic groups

C. Profiles"

D. Management stations

Answer: C

NEW QUESTION # 30

"Your company is in the process of migrating its sensitive data to Oracle Cloud Infrastructure (OCI) and is prioritizing the strongest
possible security measures. Encryption is a key part of this strategy, but you are particularly concerned about the physical security of
the hardware where your encryption keys will be stored.

Which characteristic of OCI Key Management Service (KMS) helps ensure the physical security of your encryption keys?

A. Utilization of FIPS 140-2 validated Hardware Security Modules (HSMs)"
B. Seamless integration with other OCI services for streamlined workflows
C. Centralized key management for simplified administration

D. Granular customer control over key access permissions

Answer: A

NEW QUESTION # 31

Challenge 2 -Task 1

In deploying a new application, a cloud customer needs to reflect different security postures. Ifa security zone is enabled with the
Maximum Security Zone recipe, the customer will be unable to create or update a resource in the security zone if the action violates
the attached Maximum Security Zone policy.

As an application requirenment, the customer requires a compute instance in the public subnet. You therefore, need to configure
Custom Security Zones that allow the creation of compute instances in the public subnet.

Review the architecture diagram, which outlines the resoures you'll need to address the requirement:
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To complete this requirement, you are provided with the following;

Access to an OCI tenancy, an assigned compartment, and OCI credentials

Required IAM policies

Task 2: Create a Security Zone

Create a security Zone named IAD SAP-PBT-CSZ-01 in your assigned compartement and associate it with the Custom Security
Zone Recipe (IAD-SAP-PBT-CSP-01) created in the previous task.

Enter the OCID of the created Security zone in the box below.

-
SssEs e

Security Zone name. IAD-SP-PET 682401
Associated Recipe IAD-SP-PET-CSP-01

Compartment. 98815002-C01
Purpose: Allow compute in Public Subnet

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

To create a Security Zone named IAD_SAP-PBT-CSZ-01 in your assigned compartment and associate it with the Custom Security
Zone Recipe IAD-SP-PBT-CSP-01 created in the previous task, follow these steps based on the Oracle Cloud Infrastructure
(OCT) Security Zones documentation.

Step-by-Step Solution for Task 2: Create a Security Zone

* Log in to the OCI Console:

* Use your OCI credentials to log in to the OCI Console (httpsz/console.us-ashburn-1.oraclecloud.

com).

* Ensure you have access to the assigned compartment.

* Navigate to Security Zones:

* From the OCI Console, click the navigation menu (hamburger icon) on the top left.



* UnderGovernance and Administration, selectSecurity Zones.

* Create a New Security Zone:

* In the Security Zones dashboard, click theCreate Security Zonebutton.

* Configure the Security Zone Details:

* Name:Enter IAD SAP-PBT-CSZ-01.

* Compartment:Select the assigned compartment provided.

* Description:(Optional) Add a description, e.g., "Security Zone for public subnet compute instances."

* Associate the Custom Security Zone Recipe:

* In theRecipesection, select the custom recipe IAD-SP-PBT-CSP-01 created in Task 1 from the dropdown list.
* Ensure the recipe is correctly associated to enforce the policy allowing compute instances in the public subnet.

* Define the Security Zone Scope:

* UnderResources to Protect, select the compartment or specific resources (e.g., the VCN with CIDR 10.0.0.0/16 and public
subnet 10.0.10.0/24) to apply the security zone.

* Check the box to include all resources in the selected compartment if applicable.

* Create the Security Zone:

* ClickCreateto finalize the security zone creation.

* Once created, note theOCIDof the security zone from the security zone details page. The OCID will be a unique identifier starting
with ocid1.securityzone.

* Verify the Security Zone:

* Go to theSecurity Zonestab and locate IAD _SAP-PBT-CSZ-01.

* Confirm the associated recipe (IAD-SP-PBT-CSP-01) and the applied policies.

OCID of'the Created Security Zone

* The exact OCID will be generated upon creation (e.g., ocid1.securityzone.ocl..<unique_string>).

Please enter the OCID displayed in the OCI Console after completing Step 7.

NEW QUESTION # 32

A company is securing its compute instances (VMs and Bare Metal Machines) in Oracle Cloud infrastructure (OCT) using a network
firewall. As shown in the diagram, traffic flows from the internet Gateway (IGW) to the firewall in the Public DMZ Subnet, and then
to the compute instances in the Public Subnet.

‘When configuring security lists and network security groups (NSGs) in this setup, what should they consider?

¢ A. Add stateful rules to the security list attached to the firewall subnet or include the firewall in an NSG containing stateful
rules for better performance.

¢ B. Ensure that any security list or NSG rules allow the traffic to enter the firewall for appropriate evaluation.

e C. Ifthe policy used with the firewall has no rules specified, the firewall allows all traffic.

e D. Security list and NSG rules associated with the firewall subnet and VNICs are evaluated after the firewall.

Answer: B

NEW QUESTION # 33

Task 4: Create a Certificate Authority (CA)

Create a certificate authority, where:

CA name: PBT-CERT-CA-01-<username>

For example, if your username is 99008677-lab.user01, then the certificate authority name should be PBT- CERT-CA-



0199008677 1abuser01 Ensure you elimmnate special characters from the user name.
Common name: PBT-CERT-OCICA-01
Master Encryption Key: PBT-CERT-MEK-01 (created in the previous task)

Answer:

Explanation:

See the solution below in Explanation.

Task 4: Create a Certificate Authority (CA)

Step 1: Access the OCI Vault

* Log in to the OCI Console.

* Navigate toldentity & Security>Vaullt.

* Select the root compartiment.

* Locate and click on the vault named PBI_ Vault SP.

Step 2: Create the Certificate Authority

* Inthe PBI_Vault SP vault details page, underResources, clickCertificate Authorities.

* ClickCreate Certificate Authority.

* Enter the following details:

* Name: Replace <username> with your usernane (e.g., if your username is 99008677-lab.user01, remove special characters like -
and . to get 9900867 7labuser01, then use PBT-CERT-CA-

019900867 7labuser01).

* Common Name: Enter PBT-CERT-OCICA-01.

* Master Encryption Key: Select the PBT-CERT-MEK-01<username> key created in Task 3 (e.
g, PBT-CERT-MEK-0199008677labuser01).

* Subject: Leave as default or adjust (e.g., Organization, Country) if required by your setup.

* Validity Period: Set as needed (e.g., 10 years), or use the default.

* Compartment: Ensure it's set to the root compartment.

* ClickCreate Certificate Authorityand wait for the CA to be provisioned.

Step 3: Verify the Certificate Authority

* After creation, go to theCertificate Authoritiessection under PBI Vault SP.

* Confirm the CA PBT-CERT-CA-01<username> (e.g., PBT-CERT-CA-0199008677labuser01) is listed and its status is active.

NEW QUESTION # 34

As long as you spend less time on the game and spend more time on learning, the 120-1104-25 study materials can reduce your
pressure so that users can feel relaxed and confident during the preparation and certification process on the 120-1104-25 exam. It is
believed that many users have heard of the 120-1104-25 Latest preparation materials from their respective friends or news stories.
Our 120-1104-25 exam questions are valid and reliable. So why don't you take this step and try on our 120-1104-25 study guide?
You will not regret your wise choice.
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