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Oracle Cloud Infrastructure 2025 Networking Professional Sample Questions
(Q60-Q65):
NEW QUESTION # 60 
You are automating the deployment of a highly available OKE cluster across multiple availability domains (ADs) using Terraform.
The OKE cluster needs to communicate with a database service running on a Compute instance in a separate private subnet within
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the same VCN. During the Terraform deployment, you encounter an error indicating that the Kubernetes pods cannot resolve the
private IP address of the database instance. You've verified that DNS resolution works correctly for other resources within the
VCN. What is the MOST probable reason for this DNS resolutionfailure?

A. The OKE cluster was created with a public endpoint only, and therefore cannot resolve private IP addresses.
B. The OKE cluster's node pool subnet is not associated with a route table that has a rule for the VCN's DNS resolver.
C. The security list associated with the database subnet does not allow ingress traffic from the OKE cluster' s node pool
subnet on port 53 (DNS).
D. The CoreDNS pods within the OKE cluster are not configured to use the VCN's DNS resolver.

Answer: D

Explanation:
* Problem: OKE pods can't resolve private DB IP despite VCN DNS working.
* Option A: CoreDNS in OKE must forward to VCN's resolver for private IPs; misconfiguration is a common issue-correct.
* Option B: Security lists block traffic, not resolution; VCN DNS isn't hosted on the DB-incorrect.
* Option C: Public endpoint affects API access, not internal DNS-incorrect.
* Option D: Route tables don't control DNS resolution-incorrect.
* Conclusion: Option A is the most probable cause.
Oracle notes:
* "CoreDNS in OKE must be configured to forward queries to the VCN's DNS resolver (.169 address) for private IP
resolution."This supports Option A. Reference:OKE DNS Configuration - Oracle Help Center(docs.oracle.com/en-
us/iaas/Content/ContEng/Tasks/contengdns.htm).

NEW QUESTION # 61 
For a migration scenario where on-premises workloads need to access OCI Object Storage for large data transfers, and a
dedicated, private connection is required, which OCI service best fulfills this need?

A. Dynamic Routing Gateway (DRG) with Internet Gateway
B. FastConnect Private Peering with a Service Gateway
C. Service Gateway via Site-to-Site VPN
D. Internet Gateway with public IP addressing

Answer: B

Explanation:
* Needs: Private, dedicated connection for large data transfers to Object Storage.
* Option A: VPN with Service Gateway uses public internet, limiting bandwidth-incorrect.
* Option B: Internet Gateway exposes traffic publicly-incorrect.
* Option C: FastConnect Private Peering provides a dedicated link, and Service Gateway ensures private Object Storage access-
correct.
* Option D: DRG with Internet Gateway isn't private-incorrect.
* Conclusion: Option C best meets the need.
Oracle states:
* "FastConnect Private Peering combined with a Service Gateway enables secure, high-bandwidth access to Object Storage from
on-premises networks."This supports Option C. Reference:FastConnect and Service Gateway - Oracle Help
Center(docs.oracle.com/en-us/iaas/Content/Network/Tasks/fastconnect.
htm#servicegateway).

NEW QUESTION # 62 
When configuring a network appliance within a VCN to enable transitive routing, which of the following is essential to ensure traffic
flows correctly between interconnected VCNs?

A. Attaching the network appliance to a Service Gateway.
B. Implementing a Load Balancer in front of the network appliance.
C. Using a Local Peering Gateway (LPG) to connect the network appliance to the DRG.
D. Configuring static routes on the DRG route tables pointing to the network appliance's private IP address.

Answer: D



Explanation:
* Objective:Enable transitive routing via a network appliance (e.g., firewall) between VCNs.
* Transitive Routing Setup:DRG connects VCNs; appliance processes traffic.
* Key Requirement:DRG must route traffic to the appliance's private IP.
* Evaluate Options:
* A:Service Gateway is for OCI services, not transitive routing; incorrect.
* B:Static routes on DRG to appliance ensure correct traffic flow; essential.
* C:Load Balancer is optional, not essential for routing; incorrect.
* D:LPG is for intra-region VCN peering, not appliance-DRG connection; incorrect.
* Conclusion:DRG static routes to the appliance are critical for transitive routing.
Transitive routing with a network appliance requires explicit routing configuration. The Oracle Networking Professional study guide
notes, "To enable transitive routing through a network appliance, configure static routes in the DRG route table pointing to the
appliance's private IP as the next hop" (OCI Networking Documentation, Section: Transitive Routing with DRG). This ensures traffic
is processed by the appliance between VCNs.

NEW QUESTION # 63 
Your company is utilizing a multi-cloud architecture with applications running on both OCI and AWS. You have established a Site-
to-Site VPN connection between OCI and AWS for secure communication. Over time, you observe that the VPN tunnel becomes
unstable and frequently disconnects, particularly during peak hours.
You suspect this is due to increased network latency and packet loss. Which action is least likely to improve the stability and
reliability of your OCI-AWS Site-to-Site VPN connection in this scenario?

A. Implement Quality of Service (QoS) on both the OCI and AWS VPN gateways to prioritize VPN traffic.
B. Increase the MTU (Maximum Transmission Unit) size on the VPN tunnel interfaces to reduce fragmentation.
C. Adjust the IKE (Internet Key Exchange) and IPSec parameters, such as rekeying intervals and encryption algorithms, to
optimize performance.
D. Transition from a Site-to-Site VPN to a dedicated interconnect solution (e.g., FastConnect with a partner to AWS) for
higher bandwidth and lower latency.

Answer: B

Explanation:
* Problem:VPN instability during peak hours due to latency and packet loss.
* Evaluate Actions:
* A:Optimizing IKE/IPSec reduces overhead; improves stability.
* B:QoS prioritizes VPN traffic; enhances reliability.
* C:Increasing MTU may worsen fragmentation if path MTU isn't matched; least effective.
* D:Dedicated interconnect eliminates internet issues; most effective.
* MTU Insight:Raising MTU without path MTU discovery risks more fragmentation, not less.
* Conclusion:Increasing MTU is least likely to help.
VPN stability requires addressing network conditions. The Oracle Networking Professional study guide notes,
"Adjusting IKE/IPSec parameters or using QoS can stabilize VPN tunnels, while increasing MTU without path MTU alignment may
exacerbate fragmentation" (OCI Networking Documentation, Section: VPN Troubleshooting). Dedicated interconnects are ideal,
but MTU adjustment is risky here.

NEW QUESTION # 64 
When setting up cross-tenancy VCN peering using Local Peering Gateways (LPGs), which IAM permission is required in the target
tenancy to accept the peering request?

A. Allow group <group_name> to inspect local-peering-gateways in tenancy=<target_tenancy_OCID>
B. Allow group <group_name> to manage local-peering-gateways in tenancy=<target_tenancy_OCID>
C. Allow group <group_name> to use local-peering-gateways in tenancy=<target_tenancy_OCID>
D. Allow group <group_name> to read virtual-network-family in tenancy=<target_tenancy_OCID>

Answer: B

Explanation:
* Requirement: IAM permission to accept cross-tenancy LPG peering.
* Option A: "Manage" allows creating and accepting peering-correct.



* Option B: "Use" permits using existing LPGs, not accepting requests-incorrect.
* Option C: "Inspect" is read-only, insufficient-incorrect.
* Option D: "Read" on virtual-network-family doesn't cover LPG management-incorrect.
* Conclusion: Option A is required.
Oracle states:
* "To accept a cross-tenancy peering request, the target tenancy needs 'manage local-peering-gateways' permission."This confirms
Option A. Reference:Local VCN Peering - Oracle Help Center(docs.oracle.
com/en-us/iaas/Content/Network/Tasks/localVCNpeering.htm).

NEW QUESTION # 65
......
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