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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q94-Q99):
NEW QUESTION # 94 
An administrator is investigating a technical outage. The management team wants information that includes the summary of the outage
and actions taken. Which of the following documentation should the administrator provide to the management team?

A. Knowledge base article
B. Non-disclosure agreement
C. Incident report
D. Standard operating procedure

Answer: C
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Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
An incident report documents key details such as the cause of the outage, steps taken to resolve it, and measures to prevent
recurrence. It is a post-mortem analysis often shared with stakeholders to improve future response.
According to the Quentin Docter - CompTIA A+ Complete Study Guide:
"An incident report provides a summary of an event that disrupted normal operations and includes a timeline of what occurred, how
the issue was diagnosed and fixed, and who was involved in the resolution".
This is reaffirmed in Travis Everett's All-in-One Guide:
"Documentation after an incident helps technical teams and management review the situation and learn from it. This is formalized in an
incident report".

NEW QUESTION # 95 
An employee is trying to connect their company laptop to airport Wi-Fi. A pop-up with the airport logo appeared and was closed
quickly. The internet does not work. What should a help desk technician suggest?

A. Look for a wall socket with RJ45 and try to connect
B. Reconnect to the network and read the pop-up carefully
C. Tell the employee that company policy prohibits connection to public Wi-Fi
D. Contact the airport IT department

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Public Wi-Fi networks often usecaptive portals, which require accepting terms or authenticating via the pop- up page before full
access is granted. Closing it prematurely stops full connection.
FromTravis Everett - All-in-One Exam Guide:
"Captive portals intercept the first HTTP request and present a login or acknowledgment screen. Without completing it, access is
denied."

NEW QUESTION # 96 
After completing malware removal steps, what is the next step the technician should take?

A. Reimage the computer
B. Perform a secondary antivirus scan
C. Educate the end user
D. Review system logs

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
End-user education is crucial after malware removal to prevent recurrence. Teaching safe browsing habits and security awareness
completes the remediation cycle.
Mark Soper - Mike Meyers' Lab Manualstates:
"Educating the user after malware remediation is part of the CompTIA malware response methodology. This includes training on
phishing and safe practices."

NEW QUESTION # 97 
A secretary receives an email from the CEO requesting immediate vendor payment. Later, the CEO says they never sent it. Which
social engineering tactic is this?

A. Evil twin
B. Whaling
C. Impersonation
D. Spear phishing

Answer: D



Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Spear phishingtargets a specific individual using personalized tactics, as seen in emails impersonating a CEO to deceive a secretary.
FromQUENTIN DOCTER - COMPTIA A+ COMPLETE study GUIDE:
"Spear phishing targets specific individuals or roles within an organization using tailored messages to increase success rates."

NEW QUESTION # 98 
A network technician notices that most of the company's network switches are now end-of-life and need to be upgraded. What
should the technician do first?

A. Document the change
B. Schedule the change
C. Approve the change
D. Implement the change

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Before any change is implemented, it must bedocumentedas part of change management procedures. This ensures transparency,
review, and tracking.
FromQuentin Docter - CompTIA A+ Complete Study Guide:
"Documenting a change is the first step in change management. This includes defining the scope, purpose, impact, and
implementation plan before approval or scheduling."
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......
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