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Microsoft GH-100 Exam Syllabus Topics:

Topic Details

Topic 1

Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
internally versus those needing GitHub Support, and generating support bundles and diagnostics. It also
involves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI
CD strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.

Topic 2

Manage access and permissions based on membership: This section of the exam measures skills of
DevOps Engineers and reviews how to manage organizations, teams, and repository permissions. It
includes default permission settings, team synchronization through AD, scripting across multiple
organizations, and aligning enterprise policies with trust requirements. It also contrasts roles such as
organization members, owners, collaborators, and billing managers.

Topic 3

Manage user identities and GitHub authentication: This section of the exam measures skills of DevOps
Engineers and focuses on managing authentication and identity across organizations using SAML SSO,
SCIM, and team synchronization. Candidates need to understand identity providers, user membership
implications, authorization models, and enforcing security measures such as two-factor authentication.

Topic 4

Manage GitHub Actions: This section of the exam measures skills of DevOps Engineers and emphasizes
managing workflows, reusable actions, and distribution strategies within the enterprise. It explains
configuring organization-level policies, managing self-hosted and GitHub-hosted runners, controlling access
through IP allow lists, handling encrypted secrets, and integrating third-party vaults for workflow security.
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many features to show that our GH-100 study engine surpasses others. We can confirm that the high quality is the guarantee to your
success. At the same time, the prices of our GH-100 practice materials are quite reasonable for no matter the staffs or the students
to afford. What is more, usually we will give some discounts to our worthy customers.

Microsoft GitHub Administration Sample Questions (Q66-Q71):
NEW QUESTION # 66 
Which of the following actions can a user with Write permissions perform in a GitHub repository?

A. Manage repository settings, such as labels and GitHub Pages.
B. Configure branch protection rules.
C. Delete the repository.
D. Push code to non-protected branches.

Answer: D

Explanation:
Users granted Write permission can push commits to non-protected branches, allowing them to update code without needing
administrative rights.

NEW QUESTION # 67 
You are an administrator and need to enforce a policy on forking private and internal repositories. Which options are available for
configuring the policy at the enterprise level? (Each answer presents a complete solution. Choose three.)

A. Allow organization owners to administer the setting at the organization level.
B. Allow specific people or teams to fork private and internal repositories.
C. Allow people who have access to private and internal repositories to fork these repositories.
D. Disallow repository owners from administering the setting at the repository level.
E. Disallow forking of private and internal repositories.

Answer: A,C,E

Explanation:
You can configure the enterprise policy toallow organization owners to administer the forking setting at the organization level, giving
them control over how repos fork within their orgs.
You can choose toallow any user who already has access to a private or internal repo to fork it.
You can also set the policy tonever allow forkingof private or internal repositories across all organizations.

NEW QUESTION # 68 
How does Dependabot determine which security update PRs to open?

A. It uses the dependency graph and Dependabot alerts to open PRs for patched versions.
B. It compares your codebase to the GitHub Trending list.
C. It waits for manual triage of all CVEs.
D. It reads the GitHub Issues and automatically suggests fixes.

Answer: A

Explanation:
Dependabot relies on your repository's enabled Dependency Graph and Dependabot Alerts to identify vulnerable dependencies; it
then automatically opens pull requests to update to the patched versions that resolve those alerts.

NEW QUESTION # 69 
Which feature is unique to self-hosted runners?
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A. Dynamic scaling
B. Execute scripts before and after a job
C. GPU support
D. Automatic updates to the operating system

Answer: B

Explanation:
Self-hosted runners support custom pre- and post-job scripts via runner hooks, letting you run arbitrary scripts before a job starts
and after it finishes - capabilities not available on GitHub-hosted runners.

NEW QUESTION # 70 
What additional capability does secret scanning offer for private repositories on GitHub Enterprise Cloud?

A. Allows custom pattern definitions for internal secret formats.
B. Rewrites history to remove secrets.
C. Disables any code that contains a secret.
D. Revokes GitHub access tokens automatically.

Answer: A

Explanation:
Secret scanning in private repositories on GitHub Enterprise Cloud lets you define and use custom regular-expression patterns - so
you can detect internal or proprietary secret formats beyond the default partner-provided types.

NEW QUESTION # 71
......

These GH-100 exam question formats contain real, valid, and updated Microsoft GH-100 exam questions that will assist you in
Microsoft GitHub Administration exam preparation and enable you to pass the challenging Microsoft GH-100 Exam with good
scores. The Microsoft GH-100 questions are prepared by highly experienced professionals and, thus, are kept to the point and
concise.
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