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004 Exam s designed to test the candidate's ability to identify and analyze security risks and develop effective solutions to mitigate
them
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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q505-Q510):

NEW QUESTION # 505
A security analyst is reviewing the following output:
Request URL: http://www.largeworldwidebank.org/../../../etc/pAsswotrg

Request Method: GET
Status Code: 200 OK

Remote Address: 107.240.1.127:443
Content-Length: 1245
Content-Type: text/html

Date: Tue, 03 Nov 2020 19:47:14 GMT

Server: Microsoft-IIS/10.0

X-Powered-By: ASP.NET

Accept: text/html,application/xhtml+xml,application/xml;g=0.9pimage/webp, image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

Cache-Control: max-age=0

Connection: keep-alive

Host: www.largeworldwidebank.org/

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/67.0.3396.87 Safari/537.36

Which of the following would BEST mitigate this type of attack?

A. Installing a network firewall
B. Placing a WAF inline

C. Inplementing an IDS

D. Deploying a honeypot

Answer: B

Explanation:

The output shows a SQL mjection attack that is trying to exploit a web application. A WAF (Web Application Firewall) is a security
solution that can detect and block malicious web requests, such as SQL injection, XSS, CSRF, etc. Placing a WAF mline would
prevent the attack from reaching the web server and database. Reference: https://owasp.org/www-
community/attacks/SQL._Injection https://www.cloudflare.convlearning/ddos/glossary/web-application- firewall-wafl

NEW QUESTION # 506
Which of the following processes involves searching and collecting evidence during an investigation or lawsuit?

A. E-discovery

B. Chain of custody

C. Information governance
D. Review analysis

Answer: A

Explanation:

The process that involves searching and collecting evidence during an investigation or lawsuit is e-discovery. E-discovery stands for
electronic discovery, which is the process of identifying, preserving, collecting, processing, reviewing, analyzing, and producing
electronically stored information (ESI) that is relevant to a legal matter. E-discovery can be used for civil litigation, criminal
prosecution, regulatory compliance, internal investigations, and other purposes. E-discovery can help parties obtain evidence from
various sources, such as emails, documents, databases, social media, cloud services, mobile devices, and others. Verified Reference:
https//www.techtarget.convsearchsecurity/definition/electronic-discovery
https//www.edrmnet/frameworks-and-standards/edrm-model/

https//www.law.cormell.edu/'wex/electronic_discovery (federal)
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NEW QUESTION # 507

A software house is developing a new application. The application has the following requirements:
Reduce the number of credential requests as much as possible

Integrate with social networks

Authenticate users

Which of the following is the BEST federation method to use for the application?

A. SAML

B. OAuth

C. OpenlD

D. WS-Federation

Answer: A

NEW QUESTION # 508
An organization's finance system was recently attacked. A forensic analyst is reviewing the contents of the compromised files for
credit card data. Which of the following commands should the analyst run to BEST determine whether financial data was lost?

A grep W, UONDHEDM AW (0N (3)) 28" file

B. grep '~4[0-9]{12} (?2:[0A8](3})2S' file

C jrep '"6( 111 58*%] ) [0=G]{12}7?"' file

D jrep -v "~o4&AN201115[0-9)({2)) [0-9]){12}2"' file
e A Option A

e B. Option B

e C.OptionD

e D. OptionC

Answer: D

NEW QUESTION # 509

The results of an internal audit indicate several employees reused passwords that were previously included in a published list of
compromised passwords.
The company has the following employee password policy:

Attribute Requirement

Complexity Enabled

Character class | Special chatacter, number
Length 10 characters '
History '8

Maximum age | 60 days

Minimum age 0

Which of the following should be implemented to best address the password reuse issue?
(Choose two.)

A. Increase the history to 20.

B. Increase the character length to 12.

C. Increase the maximum age to 120 days.

D. Add case-sensitive requirements to character class.
E. Decrease the maximum age to 30 days.

F. Increase the minimum age to two days.

G. Remove the complexity requirements.



Answer: A,B

NEW QUESTION # 510

Besides, considering the current status of practice materials market based on exam candidates’ demand, we only add concentrated
points into our CAS-004 exam tool to save time and cost for you. Our CAS-004 exam tool has three versions for you to choose,
PDF, App, and software. If you have any question or hesitate, you can download our free Demo. The Demo will show you part of
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