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CompTIA Cloud+ (2024) Sample Questions (Q81-Q86):
NEW QUESTION # 81 
A security engineer Identifies a vulnerability m a containerized application. The vulnerability can be exploited by a privileged process
to read tie content of the host's memory. The security engineer reviews the following Dockerfile to determine a solution to mitigate
similar exploits:

Which of the following is the best solution to prevent similar exploits by privileged processes?

A. Running the container with the ready-only filesystem configuration
B. Adding the USER myappuserinstruction
C. Patching the host running the Docker daemon
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D. Changing FROM alpiner3.17 to FROM alpine:latest

Answer: B

Explanation:
Adding the "USER myappuser" instruction to the Dockerfile is the best solution to prevent similar exploits by privileged processes.
This instruction ensures that the container runs as a non-privileged user instead of the root user, significantly reducing the risk of
privileged exploits. Running containers with least privilege principles minimizes the potential impact of vulnerabilities, enhancing the
overall security posture of the containerized environment.
Reference: The CompTIA Cloud+ framework includes security concerns, measures, and concepts for cloud operations, highlighting
the importance of container security practices, such as running containers as non-root users to prevent unauthorized access and
exploitation.

NEW QUESTION # 82 
Which of the following describes what CRUD is typically used for?

A. Graph databases
B. Relational databases
C. Time series databases
D. NoSQL databases

Answer: B

Explanation:
CRUD stands for Create, Read, Update, Delete, and it is most commonly used for interacting with relational databases. These
operations form the basis of persistent storage manipulation in most applications that use a database to store data. References:
CompTIA Cloud+ Guide to Cloud Computing (ISBN: 978-1-64274-282-2)

NEW QUESTION # 83 
An IT manager needs to deploy a cloud solution that meets the following requirements:
* Users must use two authentication methods to access resources.
* Each user must have 10GB of storage space by default.
Which of the following combinations should the manager use to provision these requirements?

A. OIDC and persistent storage
B. SSO and external storage
C. MFA and storage quotas
D. OAuth 2.0 and ephemeral storage

Answer: C

NEW QUESTION # 84 
A company has decided to adopt a microservices architecture for its applications that are deployed to the cloud. Which of the
following is a major advantage of this type of architecture?

A. Simplified communication
B. Reduced server cost
C. Rapid feature deployment
D. Increased security

Answer: C

Explanation:
A major advantage of adopting a microservices architecture is rapid feature deployment. Microservices allow for independent
development, deployment, and scaling of individual service components, enabling teams to bring new features to market more
quickly and efficiently compared to monolithic architectures.References:
The CompTIA Cloud+ certification covers cloud design aspects, including architectural models like microservices, emphasizing their
role in facilitating agile development practices and rapid feature release cycles in cloud environments.



NEW QUESTION # 85 
A security engineer Identifies a vulnerability m a containerized application. The vulnerability can be exploited by a privileged process
to read tie content of the host's memory. The security engineer reviews the following Dockerfile to determine a solution to mitigate
similar exploits:

Which of the following is the best solution to prevent similar exploits by privileged processes?

A. Running the container with the ready-only filesystem configuration
B. Adding the USER myappuserinstruction
C. Patching the host running the Docker daemon
D. Changing FROM alpiner3.17 to FROM alpine:latest

Answer: B

Explanation:
Adding the "USER myappuser" instruction to the Dockerfile is the best solution to prevent similar exploits by privileged processes.
This instruction ensures that the container runs as a non-privileged user instead of the root user, significantly reducing the risk of
privileged exploits. Running containers with least privilege principles minimizes the potential impact of vulnerabilities, enhancing the
overall security posture of the containerized environment.
The CompTIA Cloud+ framework includes security concerns, measures, and concepts for cloud operations, highlighting the
importance of container security practices, such as running containers as non-root users to prevent unauthorized access and
exploitation.

NEW QUESTION # 86
......
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