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Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic

Details

Topic 1

¢ Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights

data security practices in OCL. It tests knowledge of using the Key Management Service for encryption

keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.

Topic 2

Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.

Topic 3

OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security
responsibility model, the core principles of security design, and the use of foundational security services to
secure deployments on OCL
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In the era of rapid development in the IT industry, we have to look at those IT people with new eyes. They use their high-end
technology to create many convenient place for us. And save a lot of manpower and material resources for the state and enterprises.
And even reached unimaginable effect. Of course, their income must be very high. Do you want to be the kind of person? Do you
envy them? Or you are also IT person, but you do not get this kind of success. Do not worry, PracticeVCE's Oracle 120-1104-25
Exam Material can help you to get what you want. To select PracticeVCE is equivalent to choose a success.

Oracle Cloud Infrastructure 2025 Security Professional Sample Questions

(Q34-Q39):

NEW QUESTION # 34

Task 2: Create a Compute Instance and Install the Web Server
Create a compute instance, where:

Name: PBT-CERT-VM-01

Image: Oracle Linux 8

Shape: VM.Standard.Al.Flex

Subnet: Compute-Subnet-PBT-CERT

Install and configure Apache web server:

a.

Install Apache

sudo yum -y install httpd

b.

Enable and start Apache

sudo systemctl enable httpd

sudo systemctl restart httpd

2. Install and configure Apache web server:

a. Install Apache

sudo yum -y install httpd

b. Enable and start Apache

sudo systemctl enable httpd

sudo systemctl restart httpd

¢. Configure firewall to allow HTTP traffic (port 80)
sudo firewall-cmd --permanent --add-port=80/tcp
sudo firewall-cmd --reload

d. Create an index.htim file

sudo bash -c¢ 'echo You are visiting Web Server 1 >> /var/www/html/index.html' Enter the OCID of the created compute instance
PBT-CERT-VM-01 in the text box below.

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Task 2: Create a Compute Instance and Install the Web Server

Step 1: Create the Compute Instance

* Login to the OCI Console.

* Navigate toCompute>Instances.

* ClickCreate Instance.

* Enter the following details:

* Name: PBT-CERT-VM-01

* Compartment: Select your assigned compartment.

* Placement: Leave as default or select an availability domain (e.g., Availability Domain 1).
* Tmage: ClickChange Image, selectOracle Linux 8, and confirm.

* Shape: ClickChange Shape, selectVM.Standard. Al.Flex, and configure:
* OCPUs: 1 (or adjust as needed)

* Memory: 6 GB (or adjust as needed)
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* Networking:

* Virtual Cloud Network: Select PBT-CERT-VCN-01.

* Subnet: Select Compute-Subnet-PBT-CERT.

* Leave public IP assignment enabled for internet access.

* SSH Key: Provide your public SSH key (upload or paste) for secure access.

* ClickCreateand wait for the instance to be provisioned.

Step 2: Connect to the Compute Instance

* Once the instance is created, note thePublic [P Addressfrom the instance details page.

* Use an SSH client to connect:

* Command: ssh -1 <private-key-file> opc@<public-ip-address>

* Replace <private-key-file> with your private key path and <public-ip-address> with the instance' s public IP.
Step 3: Install and Configure Apache Web Server

* Install Apache:

* Run: sudo yum -y install httpd

* Enable and Start Apache:

* Run: sudo systemctl enable httpd

* Run: sudo systemctl restart httpd

* Configure Firewall to Allow HTTP Traffic (Port 80):

* Run: sudo firewall-cmd --permanent --add-port=80/tcp

* Run: sudo firewall-cmd --reload

* Create an index.html File:

* Run: sudo bash -c 'echo "You are visiting Web Server 1" >> /var/www/html/index.html' Step 4: Verify the Configuration
* Open

a web browser and enter http/

<public-ip-address™> to ensure the page displays "You are visiting Web Server 1"

* Ifneeded, troubleshoot by checking Apache status: sudo systemctl status httpd.

Step 5: Retrieve and Enter the OCID

* Go to the instance details page for PBT-CERT-VM-01 underCompute>Instances.

* Copy theOCID(a long string starting with ocid1.instance., unique to your tenancy).

* Enter the copied OCID exactly as it appears into the text box provided.

Notes

* These steps are based on OCI Compute documentation and Oracle Linux 8 setup guides.
* Ensure the security list PBT-CERT-CS-SL-01 allows inbound traffic on port 22 (SSH) and port 80 (HTTP) if not already

configured.
* The OCID will be unique to your instance; obtain it from the OCI Console after creation

NEW QUESTION # 35

A company has implemented OCI IAM policies with multiple levels of compartments. A policy attached to a parent compartment
grants "manage virtual-network-family" permissions. A policy attached to a child compartment grants "use virtual-network-family"
pernissions.

Allow Group NetworkAdmins to manage virtual-network-family in Compartment A

i

-9
Compartment

B

& Compatiment

Allow Group NetworkAdmins to use virtual-network-family in Comparnment B

According to OCI IAM policy inheritance, how does the OCI IAM policy engine resolve the permissions for a user attempting to
perform an operation that requires "manage' permissions in the child compartment?

e A The operation is denied due to conflicting policies.
e B. The policy in the parent compartment takes precedence, and the user is granted "manage" permissions.



e C. The policy in the child compartment takes precedence, and the user is granted "use" permissions only.

Answer: B

NEW QUESTION # 36
According to the Oracle Cloud Infrastructure (OCI) Shared Responsibility Model, which statement accurately reflects OCI's

responsibility for security?

A. OCI has no security responsibilities; customers need to secure their resources.

B. OCT is responsible for securing the underlying infrastructure but not customer data.
C. Custormrers are responsible for securing both infrastructure and data.

D. OCI provides security only for free-tier services; customers secure everything else.

Answer: B

NEW QUESTION # 37
Which Oracle Data Safe feature enables the Internal test, development, and analytics teans to operate effectively while minimizing
their exposure to sensitive data?

A. Data encryption

B. Data auditing

C. Security assessment

D. Sensitive data discovery

Answer: D

NEW QUESTION # 38

A company has deployed OCI Zero Trust Packet Routing (ZPR) to secure its network. They have two compute instances, VM1-
01 and VM-02, in a public subnet. VM-01 is tagged with the security attribute app:

vim01, and VM-02 is tagged with app:vim02. The VCN is labeled with network:ven01, The ZPR policy states:

......

iR IPA:network:venOl VCN ALLOM ZFR:app:vmldl TO CONMECT IPR:app:-wmi2 ON PORT 22
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"What is the expected outcome of this policy?

A. VM-02 can SSH into VM-01, but VM-01 cannot SSH into VM-02.
B. VM-01 can SSH into VM-02, but VM-02 cannot SSH into VM-01.
C. Both VM-01 and VM-02 can SSH into each other.

D. Neither VM-01 nor VM-02 can SSH into each other."

Answer: B

NEW QUESTION # 39

Many applicants do not fulfill their dream of becoming professionals because of using outdated exam preparation material. Failure in
the Oracle Cloud Infrastructure 2025 Security Professional exam leads them to anxiety. If this situation sounds familiar, do not waste
time and get your hands on Oracle 120-1104-25 for exam preparation.
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