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Palo Alto Networks Systems Engineer Professional - Cortex Sample
Questions (Q163-Q168):
NEW QUESTION # 163 
In addition to migration and go-live, what are two best-practice steps for migrating from SIEM to Cortex XSIAM? (Choose two.)

A. Execution
B. Certification
C. Conclusion
D. Testing
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Answer: C,D

NEW QUESTION # 164 
Which two types of indicators of compromise (IOCs) are available for creation in Cortex XDR? (Choose two.)

A. file path
B. hash
C. hostname
D. registry

Answer: A,B

NEW QUESTION # 165 
What are two capabilities of a War Room? (Choose two.)

A. create playbooks for orchestration
B. run ad-hoc automation commands
C. act as an audit trail for an investigation
D. create widgets for an investigation

Answer: B,C

Explanation:
Reference: https://www.paloaltonetworks.com/cortex/cortex-xsoar

NEW QUESTION # 166 
A customer has purchased Cortex Data Lake storage with the following configuration, which requires 2 TB of Cortex Data Lake to
order:
support for 300 total Cortex XDR clients all forwarding Cortex XDR data with 30-day retention storage for higher fidelity logs to
support Cortex XDR advanced analytics The customer now needs 1000 total Cortex XDR clients, but continues with 300 clients
forwarding Cortex XDR data with 30-day retention.
What is the new total storage requirement for Cortex Data Lake storage to order?

A. 2 TB
B. 4 TB
C. 8 TB
D. 16 TB

Answer: A

Explanation:
Cortex Data Lake (now known as Strata Logging Service in some contexts, but still referred to as Cortex Data Lake for XDR
purposes) is the cloud-based storage solution that supports Cortex XDR by storing endpoint telemetry, logs, and analytics data. The
customer's storage needs depend on the number of Cortex XDR clients, the subset forwarding data, the retention period, and the
type of data stored (e.g., higher fidelity logs for advanced analytics). Let's break down the problem step-by-step to determine the
new storage requirement.
Initial Configuration:
* Total Cortex XDR Clients: 300
* Clients Forwarding Cortex XDR Data: 300 (all clients are forwarding data)
* Retention Period: 30 days
* Additional Requirement: Storage for higher fidelity logs to support Cortex XDR advanced analytics
* Initial Storage Ordered: 2 TB
This configuration implies that 2 TB was sufficient to support 300 clients, all forwarding data, with a 30-day retention period,
including the additional storage needed for advanced analytics logs.
New Configuration:
* Total Cortex XDR Clients: 1,000
* Clients Forwarding Cortex XDR Data: 300 (unchanged from the initial setup)
* Retention Period: 30 days (unchanged)



* Additional Requirement: Storage for higher fidelity logs to support Cortex XDR advanced analytics (unchanged) The key change is
the increase in total Cortex XDR clients from 300 to 1,000, but the number of clients forwarding data remains 300, and the retention
period and analytics requirements are unchanged. We need to determine how this affects the storage requirement.
Cortex Data Lake Storage Sizing for Cortex XDR:
Palo Alto Networks provides sizing guidelines for Cortex Data Lake based on the number of endpoints forwarding data, the
retention period, and the type of data stored. The storage requirement is primarily driven by:
* Clients Forwarding Data: Only the endpoints actively sending telemetry to Cortex Data Lake (e.g., Cortex XDR Pro endpoints
with enhanced data collection) contribute significantly to storage needs.
* Retention Period: The number of days data is retained directly scales the storage requirement.
* Data Type: Higher fidelity logs for advanced analytics (e.g., XDR Pro features like behavioral analytics) increase storage per
endpoint compared to basic logs.
* Cortex XDR Prevent: Provides basic endpoint protection with minimal data forwarding (e.g., alerts only), typically included in a
30-day retention baseline with minimal storage impact.
* Cortex XDR Pro: Includes enhanced endpoint data collection (e.g., process execution, network activity) for advanced analytics,
significantly increasing storage needs when enabled.
The problem states that all 300 initial clients were forwarding data, and the same 300 continue to do so in the new setup, with
support for advanced analytics. This suggests these are likely Cortex XDR Pro clients, as Pro is required for full telemetry and
analytics capabilities.
Storage Calculation:
Palo Alto Networks doesn't publish exact per-endpoint storage figures publicly, but we can infer the requirement from the initial
configuration and industry benchmarks:
* Initial Setup (300 Clients, 30 Days, 2 TB):
* 2 TB supports 300 clients forwarding data for 30 days with advanced analytics.
* Per client, this approximates to:2 TB÷300 clients=0.00667 TB/client2 \, \text{TB} \div 300 \, \text
{clients} = 0.00667 \, \text{TB/client} 2TB÷300clients=0.00667TB/client or 6.67 GB per client for 30 days with higher fidelity
logs.
* This aligns with typical XDR Pro storage estimates, where enhanced data collection (e.g., 5-10 GB per endpoint per 30 days) is
common depending on activity levels and analytics features.
* New Setup (1,000 Total Clients, 300 Forwarding, 30 Days):
* Clients Forwarding Data: Still 300, unchanged.
* Retention: Still 30 days, unchanged.
* Analytics Logs: Still required, unchanged.
* Storage is driven by the 300 clients forwarding data, not the total number of clients. The additional 700 clients (1,000 - 300 =
700) are not forwarding data, suggesting they might be on Cortex XDR Prevent licenses or not fully activated for data collection,
contributing negligible storage (e.g., only alerts, which are minimal).
Thus, the storage requirement remains:
300clients×6.67GB/client=2,001GB#2TB
References:
Cortex XDR Documentation: Indicates that storage is calculated based on endpoints with data collection enabled, not total agents
(e.g., docs-cortex.paloaltonetworks.com).
Cortex Data Lake Sizing: Palo Alto's sizing tools (e.g., Strata Logging Service Estimator) emphasize active data sources and
retention, not total licenses.
Industry Norms: XDR solutions typically require 5-15 GB per endpoint per 30 days for advanced analytics, consistent with the 2 TB
for 300 clients.

NEW QUESTION # 167 
If you have a playbook task that errors out. where could you see the output of the task?

A. War Room of the incident
B. /var/log/messages
C. Demisto Audit log
D. Playbook Editor

Answer: A

NEW QUESTION # 168
......
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