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CheckPoint Check Point Certified Maestro Expert - R81 (CCME) Sample
Questions (Q26-Q31):

NEW QUESTION # 26
What cannot be learned from the output of ldpctl?

A. Serial number of Appliance
B. Orchestrator's IP
C. Appliance model
D. Distribution mode

Answer: D

Explanation:

The lidpctl command is a tool to display nformation about the devices discovered by the Link Layer Discovery Protocol (LLDP) on
all ports of the Maestro Orchestrator and the Security Group Members. LLDP is a protocol that enables devices to exchange
mformation about their identity, capabilities, and configuration.

LLDP can help to discover the topology and connectivity of the Maestro environment. The output of lidpctl can show the serial
number, appliance model, and orchestrator's IP of the connected devices, but it cannot show the distribution mode of the Security
Group. The distribution mode is the algorithm that determines how the Maestro Orchestrator distributes the traffic among the
Security Group Members. To view the distribution mode, other commands such as asg monitor or asg stat can be used.
References

*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,
Lesson4.2: LLDP, page 4-9

*Check Point R81 Maestro Administration Guide, Chapter 3: Working with Security GroupModules, Section:

LLDP, page 3-9

*Check Point R81 Maestro Administration Guide, Chapter 2: Maestro Security Groups, Section: Traffic Distribution, page 2-7
*Maestro basic setup documentation - Page 2 - Check Point CheckMates

*Log and Configuration Files - Check Point Software

NEW QUESTION # 27
What cannot be learned from the output of asg monitor command?

A. Security Policy status

B. Port status

C. Uptime

D. Appliances cluster status

Answer: A

Explanation:

Explanation

The asg monitor command is a tool to display the status and statistics of the Maestro Security Group Members and the
Orchestrators. It shows information such as uptime, port status, CPU usage, memory usage, traffic distribution, and appliances
cluster status. However, it does not show the security policy status, such as the policy name, installation time, or revision. To view
the security policy status, other commands such as asg policy or fw stat can be used.

References

*Check Point Certified Maestro Expert (CCME) R81.X Courseware, Module 4: Using the Command Line Interface and WebUI,
Lesson 4.1: asg monitor, page 4-3

*Check Point R81 Maestro Administration Guide, Chapter 4: Using the Command Line Interface and WebUI, Section: asg monitor,
page 4-3

*asg monitor - Check Point Software

NEW QUESTION # 28
What is the purpose of g_tcpdump command?

e A The same as tcpdump, just on Scalable Platform
¢ B. Collects traffic dump from all Active Appliances within Security Group



e C. Collects traffic dump from Sync network
¢ D. Collects traffic dump from CIN network

Answer: B

Explanation:

Explanation

_tepdump” probably collects traffic dumps from all active appliances within a security group, aligning with the naming convention and
function of similar commands in scalable platforms.

References

*Maestro Expert (CCME) Course - Check Point Software, page 331

*What is 'IN' and 'OUT of g_tcpdump? - Check Point CheckMates2

*CHECK POINT MAESTRO EXPERT, page 23

NEW QUESTION # 29
‘What is a downlink interface used for?

A. To connect appliances to Orchestrators

B. To connect Orchestrators to customer's infrastructure
C. To connect in between Orchestrators

D. To connect appliances to customer's infrastructure

Answer: A

Explanation:

A downlink interface is a physical or virtual interface that connects a security gateway to an orchestrator. It allows the security
gateway to send and receive configuration updates, policy changes, and other data from the orchestrator.

References = [Check Point R81.10 for Scalable Platforms - Check Point Software], [Scalable Platforms (Maestro and Chassis)
comparison between versions - Check Point Software], [Check Point R81.10 Al & ML Driven Threat Prevention and Security
Management - Check Point Blog].

NEW QUESTION # 30
The drop_monitor command is useful for

A. Showing the system temperature in real-time for multiple components, such as CPU, fan, and SSDs.

B. Viewing all drops by Check Point code or the Gaia OS, such as RX-DRP, RX-ERR, and Gaia OS drops.
C. Monitoring Check Point code drops

D. Viewing all interface drops such as RX-ERR, RX-DRP, and RX-OVR

Answer: B

Explanation:

Explanation

The drop_monitor command is a tool that monitors and displays the packets that are dropped by the Check Point code or the Gaia
OS on the orchestrator and the appliances. It can help troubleshoot network issues and optimize performance. The command shows
the drop reason, source, destination, protocol, and port of the dropped packets, as well as the interface and the module that
dropped them.

References

*R81.20 Maestro Cheat Sheet version 7 - Check Point CheckMates1

*Support, Support Requests, Tramning ... - Check Point Software2

*Check Point Certified Maestro Expert (CCME) R81.X - Global Knowledge

NEW QUESTION # 31

Our 156-836 exam questions are famous for the good performance and stale operation. Customers usually attach great importance
on the function of a product. So after a long period of research and development, our 156-836 learmning prep has been optimized
greatly. We can promise that all of your operation is totally flexible. Even if we come across much technology problems, we have



never given up. Also, we take our customers’ suggestions of the 156-836 Actual Test guide seriously. Sometimes, we will receive
some good suggestions from our users. Once our researchers regard it possible to realize, we will try our best to perfect the details
of the 156-836 learning prep. We are keeping advancing with you. You will regret if you do not choose our study materials.
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