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(Q174-Q179):
NEW QUESTION # 174 
A security review has identified that an AWS CodeBuild project is downloading a database population script from an Amazon S3
bucket using an unauthenticated request. The Security team does not allow unauthenticated requests to S3 buckets for this project.
How can this issue be corrected in the MOST secure manner?

A. Remove unauthenticated access from the S3 bucket with a bucket policy. Use the AWS CLI to download the database
population script using an IAM access key and a secret access key.
B. Modify the S3 bucket settings to enable HTTPS basic authentication and specify a token. Update the build spec to use
cURL to pass the token and download the database population script.
C. Add the bucket name to the AllowedBuckets section of the CodeBuild project settings. Update the build spec to use the
AWS CLI to download the database population script.
D. Remove unauthenticated access from the S3 bucket with a bucket policy. Modify the service role for the CodeBuild
project to include Amazon S3 access. Use the AWS CLI to download the database population script.

Answer: A

NEW QUESTION # 175 
A root owner is trying to create an IAM user of the various departments. The owner has created groups for each department, but
wants to still delineate the user based on the sub division level.
E.g. The two users from different sub departments should be identified separately and have separate permissions. How can the root
owner configure this?

A. Create a nested group
B. It is not possible to delineate within a group
C. Use the paths to separate the users of the same group
D. Create a hierarchy of the IAM users which are separated based on the department

Answer: C

Explanation:
The path functionality within an IAM group and user allows them to delineate by further levels. In this case the user needs to use the
path with each user or group so that the ARN of the user will look similar to:
arn:aws:iam::123456789012:user/division_abc/subdivision_xyz/user1
arn:aws:iam::123456789012:user/division_abc/subdivision_xyz/user2
Reference:
http://docs.aws.amazon.com/IAM/latest/UserGuide/Using_Identifiers.html#Identifiers_ARNs

NEW QUESTION # 176 
An Information Security policy requires that all publicly accessible systems be patched with critical OS security patches within 24
hours of a patch release. All instances are tagged with the Patch Group key set to 0. Two new AWS Systems Manager patch
baselines for Windows and Red Hat Enterprise Linux (RHEL) with zero-day delay for security patches of critical severity were
created with an auto-approval rule. Patch Group 0 has been associated with the new patch baselines. Which two steps will automate
patch compliance and reporting? (Select TWO.)

A. Create an AWS Systems Manager State Manager configuration. Associate the AWS-RunPatchBaseline task with the
configuration and add a target with Patch Group 0.
B. Create an AWS Systems Manager Maintenance Window and add a target with Patch Group 0. Add a task that runs the
AWS-ApplyPatchBaseline document with a daily schedule.
C. Use the AWS Systems Manager Run Command to associate the AWS-ApplyPatchBaseline document with instances
tagged with Patch Group 0.
D. Create an AWS Systems Manager Maintenance Window with a daily schedule and add a target with Patch Group 0. Add
a task that runs the AWS-RunPatchBaseline document with the Install action.
E. Create an AWS Systems Manager Maintenance Window and add a target with Patch Group 0. Add a task that runs the
AWS-InstallWindowsUpdates document with a daily schedule.

Answer: A,E



NEW QUESTION # 177 
A company has multiple development teams sharing one AWS account. The development team's manager wants to be able to
automatically stop Amazon EC2 instances and receive notifications if resources are idle and not tagged as production resources
Which solution will meet these requirements?

A. Use a scheduled Amazon CloudWatch Events rule to filter for Amazon EC2 instance status checks and identify idle EC2
instances. Use the CloudWatch Events rule to target an AWS Lambda function to stop non-production instances and send
notifications.
B. Use a scheduled Amazon CloudWatch Events rule to filter AWS Systems Manager events and identify idle EC2 instances
and resources. Use the CloudWatch Events rule to target an AWS Lambda function to stop non-production instances and
send notifications.
C. Use a scheduled Amazon CloudWatch Events rule to target Amazon Inspector events for idle EC2 instances Use the
CloudWatch Events rule to target the AWS Lambda function to stop non-production instances and send notifications
D. Use a scheduled Amazon CloudWatch Events rule to target a custom AWS Lambda function that runs AWS Trusted
Advisor checks Create a second CloudWatch Events rule to filter events from Trusted Advisor to trigger a Lambda function
to stop idle non-production instances and send notifications

Answer: A

NEW QUESTION # 178 
You are building a mobile app for consumers to post cat pictures online.
You will be storing the images in AWS S3. You want to run the system very cheaply and simply.
Which one of these options allows you to build a photo sharing application without needing to worry about scaling expensive
uploads processes, authentication/authorization and so forth?

A. Build the application out using AWS Cognito and web identity federation to allow users to log in using Facebook or
Google Accounts. Once they are logged in, the secret token passed to that user is used to directly access resources on AWS,
like AWS S3.
B. Use JWT or SAML compliant systems to build authorization policies. Users log in with a username and password, and are
given a token they can use indefinitely to make calls against the photo infrastructure.
C. Use AWS API Gateway with a constantly rotating API Key to allow access from the client-side.
Construct a custom build of the SDK and include S3 access in it.
D. Create an AWS oAuth Service Domain ad grant public signup and access to the domain. During setup, add at least one
major social media site as a trusted Identity Provider for users.

Answer: A

Explanation:
The short answer is that Amazon Cognito is a superset of the functionality provided by web identity federation. It supports the same
providers, and you configure your app and authenticate with those providers in the same way. But Amazon Cognito includes a
variety of additional features. For example, it enables your users to start using the app as a guest user and later sign in using one of
the supported identity providers.
https://blogs.aws.amazon.com/security/post/Tx3SYCORF5EKRC0/How-Does-Amazon-Cognito- Relate-to-Existing-Web-
Identity-Federatio

NEW QUESTION # 179
......
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