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Fortinet FCP_FGT_AD-7.4 Exam Syllabus Topics:

Topic Details

¢ VPN: In this section, the focus is on how to configure SSL. VPN for secure network access and
Topic 1 implement meshed or redundant IPsec VPN.

¢ Deployment and System Configuration: This section covers how to set up initial configurations, implement
Topic 2 Fortinet Security Fabric, and configure an FGCP HA cluster; diagnose resources and connectivity.

¢ Routing; This section covers how to set up packet routing with static routes and configure SD-WAN for
Topic 3 efficient traffic load balancing.

e Content Inspection: This section covers how to nspect encrypted traffic, configure inspection modes, apply
Topic 4 web filtering, manage applications, set antivirus modes, and implement IPS for security.

¢ Firewall Policies and Authentication: This topic covers how to set firewall policies, configure SNAT
Topic 5 e DNAT, implement authentication methods, and deploy FSSO.
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Fortinet FCP - FortiGate 7.4 Administrator Sample Questions (Q64-Q69):

NEW QUESTION # 64
Refer to the exhibit which contains a RADIUS server configuration.
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An administrator added a configuration for a new RADIUS server. While configuring, the administrator selected the Include in every
user group option.
What is the impact of using the Include in every user group option in a RADIUS configuration?

¢ A This option places the RADIUS server, and all users who can authenticate against that server, into every RADIUS group

¢ B. This option places the RADIUS server, and all users who can authenticate against that server, into every FortiGate user
group

o C. This option places all users into even/ RADIUS user group, including groups that are used for the LDAP server on
FortiGate

¢ D. This option places all FortiGate users and groups required to authenticate into the RADIUS server, which, in this case is
FortiAuthenticator

Answer: B

Explanation:

By selecting the "Include in every user group" option in the RADIUS configuration, FortiGate automatically includes this RADIUS
server as an authentication source for all user groups. This means any user group configured on the FortiGate will authenticate using
this RADIUS server, allowing users to authenticate against the server for any group they belong to.

NEW QUESTION # 65
Refer to the exhibit.
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FortiGate is configured for firewall authentication. When attempting to access an external website, the user is not presented with a

login prompt.
‘What is the most likely reason for this situation?

¢ A The user is using an incorrect user name.

¢ B. The Remote-users group is not added to the Destination.
e C. The Service DNS is required in the firewall policy.

¢ D. No matching user account exists for this user.

Answer: C

Explanation:

Firewall authentication generally requires the DNS service to be enabled in the firewall policy to correctly resolve hostnames during
the authentication process. If DNS is not allowed in the firewall policy, the FortiGate cannot resolve external domains, and as a
result, the user may not be presented with the login prompt when attempting to access an external website.

References:

* FortiOS 7.4.1 Administration Guide: Firewall Authentication Configuration

Refer to the exhibit.
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A network administrator is troubleshooting an IPsec tunnel between two FortiGate devices. The administrator has determined that
phase 1 failed to come up. The administrator has also re-entered the pre-shared key on both FortiGate devices to make sure they
match.

Based on the phase 1 configuration and the diagram shown in the exhibit, which two configuration changes can the administrator
make to bring phase 1 up? (Choose two.)

A. On HQ-FortiGate, disable Diffie-Helman group 2.

B. On both FortiGate devices, set Dead Peer Detection to On Demand.
C. On Remote-FortiGate, set port2 as Interface.

D. On HQ-FortiGate, set IKE mode to Main (ID protection).

Answer: C,D

Explanation:

Based on the phase 1 configuration and the diagram shown in the exhibit, the administrator can make the following two configuration
changes to bring phase 1 up:

B . On Renote-FortiGate, set port2 as Interface: The diagram indicates that port2 is currently not selected under 'Interface' for
Remote-FortiGate. Aligning this setting with HQ-FortiGate, which has portl set as Interface, might resolve inconsistencies.

D . On HQ-FortiGate, set IKE mode to Main (ID protection): The current setting on HQ-FortiGate is Aggressive for IKE mode,
while Remote-FortiGate is set to Main mode. Matching these settings may help in establishing phase 1 of the [Psec tunnel.

NEW QUESTION # 67
Which two statements are true regarding FortiGate HA configuration synchronization? (Choose two.)

A. Incremental configuration synchronization can occur only from changes made on the primary FortiGate device.

B. Incremental configuration synchronization can occur from changes made on any FortiGate device within the HA cluster
C. Checksums of devices are compared against each other to ensure configurations are the same.

D. Checksuns of devices will be different from each other because some configuration iterns are not synced to other HA
memnbers.

Answer: A,C

Explanation:

In FortiGate HA (High Availability) configuration, checksums of device configurations are compared to ensure they are synchronized
and identical across the cluster. Incremental synchronization can only happen from changes made on the primary device to ensure
consistency and integrity across the cluster members.

Changes made on non-primary devices do not initiate synchronization.

References:

* FortiOS 7.4.1 Administration Guide: HA Configuration Synchronization

NEW QUESTION # 68
Refer to the exhibits.
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Application and Filter override configuration
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The exhibits show the application sensor configuration and the Excessive-Bandwidth and Apple filter details.
Based on the configuration, what will happen to Apple FaceTine if there are only a few calls originating or incoming?

A. Apple FaceTime will be allowed, based on the Apple filter configuration.

B. Apple FaceTime will be allowed, based on the Video/Audio category configuration.

C. Apple FaceTime will be blocked, based on the Excessive-Bandwidth filter configuration.

D. Apple FaceTime will be allowed only if the Apple filter in Application and Filter Overrides is set to Allow.

Answer: C

Explanation:

Based on the application sensor configuration and the filter details:

* D. Apple FaceTime will be blocked, based on the Excessive-Bandwidth filter configuration: The

"Excessive-Bandwidth" filter is set to block, which includes "FaceTime" under its application signature.

As a result, FaceTime will be blocked regardless of the "Apple" filter configuration because the

"Excessive-Bandwidth" filter takes precedence due to its block action setting,

The other options are not correct:

* A. Apple FaceTime will be allowed, based on the Video/Audio category configuration: The Video

/Audio category is not relevant because FaceTime is specifically included in the Excessive-Bandwidth filter, which blocks it.
* B. Apple FaceTime will be allowed, based on the Apple filter configuration: Although the Apple filter is set to monitor, the block
action of the Excessive-Bandwidth filter will override this.



* C. Apple FaceTime will be allowed only if the Apple filter in Application and Filter Overrides is set to Allow: The allow setting for
the Apple filter is irrelevant in this context, as the block action in the Excessive-Bandwidth filter will prevail.

References

* FortiOS 7.4.1 Administration Guide - Application Control and Filtering, page 978.

* FortiOS 7.4.1 Administration Guide - Application Sensor Configuration, page 982.
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