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HP Aruba Certified Network Security Associate Exam Sample Questions
(Q83-Q88):

NEW QUESTION # 83
What is a consideration for using MAC authentication (MAC-Auth) to secure a wired or wireless connection?

e A Ttis very easy for hackers to spoof their MAC addresses and get around MAC authentication.

e B. MAC-Auth can add a degree of security to an open WLAN by enabling the generation of a PMK to encrypt traffic.

e (. As a Layer 2 authentication method, MAC-Auth cannot be used to authenticate devices to an external authentication
server.

e D. Headless devices, such as Internet of Things (loT) devices, must be configured in advance to support MAC- Auth.

Answer: A
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Explanation:

MAC authentication, also known as MAC-Auth, is a method used to authenticate devices based on their Media Access Control
(MAC) address. It is often enployed in both wired and wireless networks to grant network access based solely on the MAC
address of a device. While MAC-Auth is straightforward and doesn't require complex configuration, it has significant security
limitations primarily because MAC addresses can be easily spoofed. Attackers can change the MAC address of their device to
match an authorized one, thereby gaining unauthorized access to the network. This susceptibility to MAC address spoofing makes
MAC-Auth a weaker security mechanism compared to more robust authentication methods like 802.1X, which involves nmutual
authentication and encryption protocols.

NEW QUESTION # 84
What is a benefit of Protected Management Frames (PMF). sometimes called Management Frame Protection (MFP)?

A. PMF helps to protect APs and MCs from unauthorized management access by hackers.
B. PMF ensures trial traffic between APs and Mobility Controllers (MCs) is encrypted.

C. PMF protects clients from DoS attacks based on forged de-authentication frames

D. PMF prevents hackers from capturing the traffic between APs and Mobility Controllers.

Answer: C

Explanation:

Protected Management Frames (PMF), also known as Management Frame Protection (MFP), is designed to protect clients from
denial-of-service (DoS) attacks that involve forged de-authentication and disassociation frames. These attacks can disconnect
legitimate clients from the network. PMF provides a way to authenticate these management frames, ensuring that they are not forged,
thus enhancing the security of the wireless network.

References:

IEEE 802.11w amendment, which introduces PMF as a security enhancement to protect management frames.

Wi-Fi Alliance security guidelines for Protected Management Frames (PMF).

NEW QUESTION # 85

You have been asked to send RADIUS debug messages from an ArubaOS-CX switch to a central SIEM server at 10.5.15.6. The
server is already defined on the switch with this command: logging 10.5.6.12 You enter this command: debug radius all What is the
correct debug destination?

A. syslog
B. file

C. buffer
D. console

Answer: A

Explanation:

‘When configuring an ArubaOS-CX switch to send RADIUS debug messages to a central SIEM server, it is important to correctly
direct these debug outputs. The command debug radius all activates debugging for all RADIUS processes, capturing detailed logs
about RADIUS operations. If the SIEM server is already defined on the switch for logging purposes (as indicated by the command
logging 10.5.6.12), the correct destination for these debug messages to be sent to the SIEM server would be through the syslog,
This ensures that all generated logs are forwarded to the centralized server specified for logging, enabling consistent log management
and analysis. Using syslog as the destination leverages the existing logging setup and integrates seamlessly with the network's
centralized monitoring systens.

NEW QUESTION # 86
The first exhibit shows roles on the MC, listed in alphabetic order. The second and third exhibits show the configuration for a
WLAN to which a client connects. Which description of the role assigned to a user under various circumstances is correct?
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e A. A user authenticates successfully with 802.1X. and the RADIUS Access-Accept includes an Aruba-User-Role VSA set
to "employee." The client's role is "guest."

e B. A user authenticates successfully with 802.1 X. and the RADIUS Access-Accept includes an Aruba-User-Role VSA set
to "employeel." The client's role is "guest."

e C. A user authenticates successfully with 802.1X, and the RADIUS Access-Accept includes an Aruba-User-Role VSA set
to "employeel." The client's role is "employeel.”

e D. A user fails 802.1X authentication. The client remains connected, but is assigned the "guest" role.

Answer: C

Explanation:

Ina WLAN setup that uses 802.1X for authentication, the role assigned to a user is determined by the result of the authentication
process. When a user successfully authenticates via 802.1X, the RADIUS server may include a Vendor-Specific Attribute (VSA),
such as the Aruba-User-Role, in the Access-Accept message. This attribute specifies the role that should be assigned to the user. If
the RADIUS Access-Accept message includes an Aruba-User-Role VSA set to "employeel", the client should be assigned the
"employeel" role, as per the VSA, and not the default "guest" role. The "guest" role would typically be a fallback if no other role is
specified or if the authentication fails.

NEW QUESTION # 87

A conpany is deploying ArubaOS-CX switches to support 135 employees, which will tunnel client traffic to an Aruba Mobility
Controller (MC) for the MC to apply firewall policies and deep packet inspection (DPI).

This MC will be dedicated to receiving traffic from the ArubaOS-CX switches.

What are the licensing requirements for the MC?

A. one AP license per-switch. and one PEF license per-switch
B. one PEF license per-switch

C. one PEF license per-switch. and one WCC license per-switch
D. one AP license per-switch



Answer: A

NEW QUESTION # 88
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