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Fortinet FCP_FAZ AN-7.4 Exam Syllabus Topics:

Topic Details

¢ Logging: Candidates will learn about logging mechanisms, log analysis, and gathering log statistics to
Topic 1 effectively monitor security events and incidents.
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Topic 2

SOC Events and Incident Management: This domain targets Fortinet Network Analysts and focuses on
managing security operations center (SOC) events. Candidates will explain SOC features on
FortiAnalyzer, manage events and incidents, and understand the incident lifecycle to enhance incident
response capabilities.

Topic 3

Playbooks: This domain measures the skills of Fortinet Network Analysts in creating and managing
playbooks. Candidates will explain playbook components and develop workflows that automate responses
to security incidents, improving operational efficiency n SOC environments.

Topic 4

Features and Concepts: This section of the exam measures the skills of Fortinet Security Analysts and
covers the fundamental concepts of FortiAnalyzer.

Topic 5

Reports: This section evaluates the skills of Fortinet Security Analysts in managing reports within
FortiAnalyzer. Candidates will learn to create, troubleshoot, and optimize reports to ensure accurate data
presentation and insights for security analysis.

Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q15-Q20):

NEW QUESTION # 15
What is the recommended method of expanding disk space on a FortiAnalyzer VM?

¢ A Fromthe VM host manager, expand the size of the existing virtual disk
¢ B. Fromthe VM host manager, expand the size of the existing virtual disk and use the # execute format disk command to

reformat the disk

e C. Fromthe VM host manager, add an additional virtual disk and rebuild your RAID array
¢ D. Fromthe VM host manager, add an additional virtual disk and use the #execute Ivm extend <disk number> command to

expand the storage

Answer: D

NEW QUESTION # 16
Which statement describes online logs on FortiAnalyzer?

A. Logs that can be used to create reports
B. Logs that can be viewed using Log Browse

C. Logs that reached a specific size and were rolled over
D. Logs that are saved to disk, compressed, and available in FortiView

Answer: B
NEW QUESTION # 17
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Laptop] is used by several admmistrators to manage FotiAnalyzer. You want to configure a generic text filter that matches all login
attempts to the web interface generated by any user other than admin”, and coming from Laptop]1.
Which filter will achieve the desired result?

e A. Operation-login and srcip=— 10.1.1.100 and dstip=10.1.1.1.210 and use—admin



¢ B. Operation-login and performed or—"GU (10.1.1.120)' and user!=admin
¢ (. Operation-login and dstip=10.1.1.210 and user!-admin
¢ D. Operation-login and performed on—"GUI(10.1.1.100)' and user!=admin

Answer: D

Explanation:

The objective is to create a filter that identifies all login attempts to the FortiAnalyzer web interface (GUI) coming from Laptop1 (IP
10.1.1.100) and excludes the admin user. This filter should match any user other than admin.

* Filter Components Analysis:

* Operation-login: This portion of the filter will target login actions specifically, which is correct for filtering login attempts.

* performed _or—"GUI(10.1.1.100)'": This indicates that the login attempt must occur on the GUI interface and originate from the
specified IP, which matches Laptop1's IP address (10.1.1.100). This ensures that the filter only matches GUI logins from this
specific device.

* user!=admin: This part excludes logins by the admin user, meeting the requirement to capture only non-admin users.

* Option Analysis:

* Option A: Correctly specifies the Operation-login, performed or—"GUI(10.1.1.100)', and user!=admin. This setup effectively
filters login attempts to the GUI from Laptop1, excluding the admin user.

* Option B: Uses the incorrect [P 10.1.1.120 in the performed_on filter, which does not match Laptop1's IP (10.1.1.100).

* Option C: This option includes srcip=10.1.1.100 and dstip—10.1.1.210 but incorrectly specifies user—admin instead of
user!=admin, which does not match the requirement to exclude admin users.

* Option D: This option does not specify the performed _on field to restrict it to the GUI and only includes dstip (destination IP)
without srcip. It also incorrectly uses user!-admin instead of the correct syntax user!=admin.

Conclusion:

* Correct answer: A. Operation-login and performed or—"GUI(10.1.1.100)' and user!=admin

* This filter precisely captures the required conditions: login attempts from Laptop] to the GUI interface by any user except admin.
References:

FortiAnalyzer 7.4.1 documentation on log filters, syntax for login operations, and GUI login tracking,

NEW QUESTION # 18
What happens when the indicator of compromise (IOC) engine on FortiAnalyzer finds web logs that match blacklisted IP
addresses?

A. The detection engine classifies those logs as Suspicious.

B. The endpoint is marked as Compromised and, optionally, can be put in quarantine.

C. A new infected entry is added for the corresponding endpoint under Compromised Hosts.
D. FortiAnalyzer flags the associated host for further analysis.

Answer: C

NEW QUESTION # 19
What is the purpose of a predefined template on the FortiAnalyzer?

A. Tt can be edited and modified as required

B. It specifies report settings which contains time period, device selection, and schedule
C. It specifies the report layout which contains predefined texts, charts, and macros

D. It contains predefined data to generate mock reports

Answer: C

NEW QUESTION # 20
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