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Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q48-Q53):

NEW QUESTION # 48

Your team is planning to configure a FortiGate wireless network that automatically quarantines devices using automation stitches.
‘Which two configurations must be in place for a wireless client to be successfully quarantined upon detecting IOC events?
(Choose two.)

Response:

¢ A. Configure FortiGate as a member ofa Security Fabric group.
e B. SSIDs must be configured in Bridge mode.
e C. Enable Device Detection at the interface level
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¢ D. FortiAnalyzer must have a valid threat detection services license.

Answer: AD

NEW QUESTION # 49

Which three conditions can FortiLink NAC use to enforce network access control?
(Choose three)

Response:

A. MAC address

B. User identity

C. Interface MTU

D. Switch stack priority
E. Device type

Answer: A,B.E

NEW QUESTION # 50
What is the main benefit of VLAN pooling in wireless deployments?
Response:

A. Reduces DHCP exhaustion and improves load distribution
B. Disables rogue AP detection

C. Forces clients to connect via MAC address

D. Enables NAT between VLANs

Answer: A

NEW QUESTION # 51
What is the primary finction of a captive portal in guest Wi-Fi onboarding?
Response:

A. Force client to use VPN

B. Automatically redirect traffic to DNS

C. Allow access only after user authentication or acceptance
D. Encrypt all packets using SSL

Answer: C

NEW QUESTION # 52

Which Fortinet components are typically involved in implementing NAC policies for wired and wireless networks?
(Choose two)

Response:

A. FortiManager

B. FortiGate

C. FortiAnalyzer

D. FortiAuthenticator

Answer: B,D

NEW QUESTION # 53
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