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Forescout Certified Professional Exam Sample Questions (Q58-Q63):
NEW QUESTION # 58 
Select the action that requires symmetrical traffic.

A. Endpoint ACL
B. Assign to VLAN
C. WLAN block
D. Start SecureConnector
E. Virtual Firewall

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:
According to the Forescout Administration Guide and Switch Plugin documentation, the action that requires symmetrical traffic is the
Endpoint Address ACL action (C).
What "Symmetrical Traffic" Means:
Symmetrical traffic refers to network traffic where CounterACT can monitor BOTH directions of communication:
* Inbound - Traffic from the endpoint
* Outbound - Traffic to the endpoint
This allows CounterACT to see the complete conversation flow.
Endpoint Address ACL Requirements:
According to the Switch Plugin documentation:
"The Endpoint Address ACL action applies an ACL that delivers blocking protection when endpoints connect to the network. Other
benefits of Endpoint Address ACL include..." For the Endpoint Address ACL to function properly, CounterACT must:
* See bidirectional traffic - Monitor packets in both directions
* Apply dynamic ACLs - Create filtering rules based on both source and destination
* Verify endpoints - Ensure the endpoint IP/MAC matches expected patterns in both directions Why Symmetrical Traffic is
Required:
According to the documentation:
Endpoint Address ACLs work by:
* Identifying the endpoint's MAC address and IP address through bidirectional observation
* Creating switch ACLs that filter based on the endpoint's communication patterns
* Verifying the endpoint is communicating in expected ways (symmetrically) Without symmetrical traffic visibility, CounterACT
cannot reliably identify and apply address-based filtering.
Why Other Options Do NOT Require Symmetrical Traffic:
* A. Assign to VLAN - Only requires knowing the switch port; doesn't need traffic monitoring
* B. WLAN block - Works at the wireless access point level without needing symmetrical traffic observation
* D. Start SecureConnector - Deployment action that doesn't require traffic symmetry
* E. Virtual Firewall - Works at the endpoint level and can function with asymmetrical or passive monitoring Asymmetrical vs.
Symmetrical Deployment:
According to the administrative guide:
* Asymmetrical Deployment - CounterACT sees traffic from one direction only
* Used for passive monitoring of device discovery
* Sufficient for many actions
* Symmetrical Deployment - CounterACT sees traffic in both directions
* Required for endpoint ACL actions
* Necessary for accurate address-based filtering
Referenced Documentation:
* Endpoint Address ACL Action documentation
* ForeScout CounterACT Administration Guide - Switch Plugin actions

NEW QUESTION # 59 
Policies will recheck when certain conditions are met. These may include...

A. Policy categorization, admission event, action schedule activation
B. Policy recheck timer expires, admission event, SC event change
C. Admission event, policy categorization, SC event change
D. Policy recheck timer expires, group name change, SC event change



E. Admission event, group name change, Scope recheck timer expires

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:
According to the Forescout Administration Guide, policies recheck when the following conditions are met: Policy recheck timer
expires, admission event, or SC event change.
Policy Recheck Conditions:
According to the Main Rule Advanced Options documentation:
"By default, both matched endpoints and unmatched endpoints are rechecked every eight hours, and on any admission event."
Additionally, according to the documentation:
"You can also configure several recheck settings to work simultaneously. For example, when a host IP address changes every five
hours, recheck settings can be configured for:
* Policy recheck timer expires - Default 8 hours
* Admission events - Triggers like DHCP request, IP address change
* SC (SecureConnector) event change - When SecureConnector status changes" Three Main Policy Recheck Triggers:
According to the documentation:
* Policy Recheck Timer Expires
* Default: Every 8 hours
* Can be customized (1 hour to infinite)
* Applies to all endpoints matching or not matching the policy
* Admission Event
* DHCP Request
* IP Address Change
* Switch Port Change
* Authentication event
* VPN user connection
* Immediate recheck when triggered
* SC Event Change
* SecureConnector deployed or removed
* SecureConnector status changes (online/offline)
* SecureConnector version changes
Why Other Options Are Incorrect:
* A. Admission event, group name change, Scope recheck timer expires - Group name change is NOT a recheck trigger
* C. Admission event, policy categorization, SC event change - Policy categorization is NOT a recheck trigger
* D. Policy categorization, admission event, action schedule activation - Neither policy categorization nor action schedule activation
triggers rechecks
* E. Policy recheck timer expires, group name change, SC event change - Group name change does NOT trigger policy rechecks
Recheck Configuration:
According to the documentation:
"You can configure under what conditions to perform a recheck. By default, endpoints are rechecked every eight hours, and on any
admission event. To define the recheck policy, you can configure:
* Custom recheck interval (instead of 8 hours)
* Which admission events trigger rechecks
* Whether SecureConnector events trigger rechecks"
Referenced Documentation:
* Main Rule Advanced Options
* Forescout eyeSight policy main rule advanced options
* When Are Policies Run - Policy Recheck section

NEW QUESTION # 60 
Place the DNS Enforce control actions into the correct workflow order for endpoints which have a pending control action.



Answer:

Explanation:



NEW QUESTION # 61 
Which field in the User Directory plugin should be configured for Active Directory subdomains?

A. Address
B. Parent Groups
C. Replicas
D. DNS Detection
E. Domain Aliases

Answer: E

Explanation:
Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:
According to the Forescout User Directory Plugin Configuration Guide - Microsoft Active Directory Server Settings, the field that
should be configured for Active Directory subdomains is "Domain Aliases".
Domain Aliases for Subdomains:



According to the Microsoft Active Directory Server Settings documentation:
"Configure the following additional server settings in the Directory and Additional Domain Aliases sections:
Domain Aliases - Configure additional domain names that users can use to log in, such as subdomains." Purpose of Domain Aliases:
According to the documentation:
Domain Aliases are used to specify:
* Subdomains - Alternative domain names like subdomain.company.com
* Alternative Domain Names - Other domain name variations
* User Login Options - Additional domains users can use to authenticate
* Alias Resolution - Maps aliases to the primary domain
Example Configuration:
For an organization with the primary domain company.com and subdomain accounts.company.com:
* Domain Field - Set to: company.com
* Domain Aliases Field - Add: accounts.company.com
This allows users from either domain to authenticate successfully.
Why Other Options Are Incorrect:
* A. Replicas - Replicas configure redundant User Directory servers, not subdomains
* B. Address - Address field specifies the server IP/FQDN, not domain aliases
* C. Parent Groups - Parent Groups relate to group hierarchy, not domain subdomains
* E. DNS Detection - DNS Detection is not a User Directory configuration field Additional Domain Configuration:
According to the documentation:
text
Primary Configuration:
## Domain: company.com
## Domain Aliases: accounts.company.com
# services.company.com
# mail.company.com
## Port: 636 (default)
Referenced Documentation:
* Microsoft Active Directory Server Settings
* Define User Directory Servers - Domain Aliases section

NEW QUESTION # 62 
Which of the following User Directory server settings is necessary to enable guest approval by sponsors?

A. Sponsor Group
B. Guest password policy
C. Guest Tags
D. Policy to control
E. Authentication Server

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract of Forescout Platform Administration and Deployment:
The Sponsor Group is the necessary User Directory server setting required to enable guest approval by sponsors. According to the
Forescout User Directory Plugin Configuration Guide and Guest Management Portal documentation, Sponsor Groups must be
created and configured to define the corporate employees (sponsors) who are authorized to approve or decline guest network
access requests.
Sponsor Group Configuration:
In the Guest Management pane, the Sponsors tab is used to define the corporate employees who are authorized to log into the
Guest Management Portal to approve network access requests from guests. These employees are assigned to specific Sponsor
Groups, which control which sponsors can approve guest access requests.
How Sponsor Groups Enable Guest Approval:
* Sponsor Definition - Corporate employees must be designated as sponsors and assigned to a Sponsor Group
* Approval Authority - Sponsors in assigned groups can approve or decline guest network access requests
* Authentication - When "Enable sponsor approval without authentication via emailed link" is selected, sponsors in the designated
group can approve guests based on email link authorization
* Guest Registration - Guest registration options connect Sponsor Groups to the guest approval workflow Why Other Options Are
Incorrect:
* A. Policy to control - While policies are used for guest control, they do not define which sponsors can approve guests



* B. Guest Tags - Guest Tags are used to classify and organize guest accounts, not to enable sponsor approval
* D. Guest password policy - This setting controls password requirements for guests, not sponsor approval authority
* E. Authentication Server - Authentication servers verify credentials but do not establish sponsor approval groups Referenced
Documentation:
* Forescout User Directory Plugin Configuration Guide - Create Sponsors section
* Guest Management Portal - Sponsor Configuration documentation
* "Create sponsors" - Forescout Administration Guide section

NEW QUESTION # 63
......
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