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Fortinet FCP_FAZ AD-7.4 Exam Syllabus Topics:

Topic Details

¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in

Topic 1 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.

¢ Admunistration: This section evaluates the ability of network and security analysts to configure

admunistrative access and manage Administrative Domains (ADOMS). It covers tasks such as setting user
Topic 2 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of
administrative privileges within FortiAnalyzer systens.

¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
FortiAnalyzer systers. It includes tasks like performing initial configurations, setting up high-availability

Topic 3
ope systers, and configuring RAID for storage.
¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
Topic 4 devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and

troubleshooting communication issues.

Fortinet FCP - FortiAnalyzer 7.4 Administrator Sample Questions (Q68-
Q73):

NEW QUESTION # 68
Which two statements regarding the log synchronization states for HA on FortiAnalyzer are true? (Choose two.)

¢ A. Bydefault, Log Data Sync is disabled on all backup devices.

¢ B. With Initial Logs Sync, when you add a unit to an HA cluster, the primary device synchronizes its logs with the backup
device.

¢ C. When Log Data Sync is turned on, the backup device reboots and then rebuilds the log database with the synchronized
logs.

¢ D. Log Data Sync provides real-time log synchronization to all backup devices.

Answer: C,D

NEW QUESTION # 69
Which statement correctly describes RAID 10 (1+0) on FortiAnalyzer?

A. A configuration with four disks, each with 2 TB of capacity, provides a total space of 2 TB.

B. It uses striping to provide performance and fault tolerance.

C. A configuration with four disks, each with 2 TB of capacity, provides a total space of 4 TB.

D. 11 combines mirroring striping and distributed parity to provide performance and fault tolerance

Answer: C

Explanation:

RAID 10 combines mirroring (RAID 1) and striping (RAID 0). In a RAID 10 setup with four disks, data is mirrored across two
pairs of disks, and those pairs are striped for performance. This results in improved performance and fault tolerance, but the total
usable storage is 50% of the total raw storage, meaning four 2 TB disks provide 4 TB of usable space.

NEW QUESTION # 70
Refer to the exhibit.
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FortiAnalyzer partial configuration output

FortiAnalyzerl# get system status
Platform Type : FAZVMB64-KVM
Platform Full Name : FortiAnalyzer-VM64-KVM

FortiAnalyzer3# get system status
Platform Type : FAZVM64
Platform Full Name : FortiAnalyzer-VM64

Version :v7.4.1-build2308 230831 (GA) Version : v7.4.1-build2308 230831 (GA)
Serial Number : FAZ-VMO0000065040 Serial Number : FAZ-VMO0000065042

BIOS version : 04000002 BIOS version : 04000002

Hostname : FortiAnalyzerl Hostname : FortiAnalyzer3

Max Number of Admin Domains : 5 Max Number of Admin Domains : 5

Admin Domain Configuration  : Enabled Admin Domain Configuration  : Enabled

FIPS Mode : Disabled FIPS Mode : Disabled

HA Mode : Stand Alone HA Mode : Stand Alone

Branch Point : 2308 Branch Point 12308

Release Version Information :GA Release Version Information 1 GA

Time Zone : (GMT-8:00) Pacific Time (US & Canada) | Time Zone : (GMT-8:00) Pacific Time (US & Canada)

Disk Usage : Free 43.60GB, Total 58.80GB Disk Usage : Free 53.06GB, Total 79.80GB
File System : Ext4 File System : Ext4
License Status : Valid License Status : Valid

FortiAnalyzer2# get system global FortiAnalyzer3# get system global

adom-mode : normal adom-mode :normal
adom-select :enable adom-select :enable
adom-status :enable adom-status :enable
console-output : standard console-output : standard
country-flag : enable country-flag : enable
enc-algorithm : high enc-algorithm : high
ha-member-auto-grouping tenable ha-member-auto-grouping :enable
hostname : FortiAnalyzer2 hostname : FortiAnalyzer3
log-checksum : md5 log-checksum : md5
log-forward-cache-size 35 log-forward-cache-size :5
log-mode : collector log-mode : analyzer
longitude : (null) longitude : (null)
max-aggregation-tasks 10 max-aggregation-tasks :0
max-running-reports {5 max-running-reports :S
oftp-ssl-protocol :tisvl.2 oftp-ssl-protocol :tlsvl.2
ssl-low-encryption : disable ssl-low-encryption : disable
ssl-protocol :tisvl.3 tisvl.2 ssl-protocol 1tlsvl.3 tisvl.2
task-list-size : 2000 task-list-size 1 2000
webservice-proto 1 tisvl.3 tisvl.2 webservice-proto ttlsvl.3 tisvl.2

| g

—

Based on the partial outputs displayed, which devices can be members of a FortiAnalyzer Fabric?

Answer: D

Explanation:

A. FortiAnalyzer2 and FortiAnalyzer3
B. All devices listed can be members.
C. FortiAnalyzer] and FortiAnalyzer3
D. FortiAnalyzer] and FortiAnalyzer2

Based on the partial configuration output, the primary factor for determining which devices can be members of a FortiAnalyzer
Fabric is the log-mode setting. Devices with the same log mode can be part of the same FortiAnalyzer Fabric.

FortiAnalyzer1: Log mode is set to collector.

FortiAnalyzer2: Log mode is set to collector.

FortiAnalyzer3: Log mode is set to analyzer.

Devices with the same log mode can be part of the same fabric. Since FortiAnalyzer] and FortiAnalyzer2 both have their log modes
set to collector, they can be members of a FortiAnalyzer Fabric.

Therefore, the correct answer is FortiAnalyzer] and FortiAnalyzer2.

NEW QUESTION # 71
Which log type does the FortiAnalyzer indicators of compromise feature use to identify infected hosts?

A. TIPS logs

B. Web filter logs

C. Antivirus logs

D. Application control logs



Answer: B

Explanation:

Reference:

FortiAnalyzer Admin Guide/3600 FortiView/0200 Using FortiView/1200_Compromised hosts_page.htm?
TocPatl=FortiView%7CUsing%20FortiView%67C 6

NEW QUESTION # 72
Which two statements about deleting ADOMs are true? (Choose two.)

A. ADOMs with registered devices cannot be deleted.

B. Default ADOMSs cannot be deleted.

C. Logs must be purged or migrated before you can delete an ADOM.
D. The status of the ADOMs must be unlocked.

Answer: A

Explanation:

DOMs with registered devices cannot be deleted.

An ADOM camnot be deleted if it has registered devices. You must first remove or deregister the devices before deleting the
ADOM.

The status of the ADOMs musst be unlocked.

An ADOM nust be in an unlocked state before it can be deleted. If the ADOM is locked, it will not allow deletion.

NEW QUESTION # 73
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