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Application and Filter Overrides
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An admmnistrator has configured an Application Overrides for the ABC.Com application signature and set the Action to Allow. This
application control profile is then applied to a firewall policy that is scanning all outbound traffic. Logging is enabled in the firewall
policy. To test the configuration, the administrator accessed the ABC.Com web site several times.

Why are there no logs generated under security logs for ABC.Com?

A. The ABC.Comis configured under application profile, which must be configured as a web filter profile.
B. The ABC.Com Type is set as Application instead of Filter.

C. The ABC.Com Action is set to Allow.

D. The ABC.Com is hitting the category Excessive-Bandwidth.

Answer: C

Explanation:
‘When the action is set to Allow in an application override, traffic matching this override is allowed without generating security logs
because it bypasses deeper inspection and blocking.

NEW QUESTION # 21
Which three statements about SD-WAN performance SLAs are true? (Choose three.)

A. All the SLAtargets can be configured.

B. They are applied ina SD-WAN rule lowest cost strategy.
C. They rely on session loss and jitter.

D. They monitor the state of the FortiGate device.

E. They can be measured actively or passively.

Answer: A,CE

Explanation:

SD-WAN SLAs monitor metrics like packet loss and jitter to evaluate link performance.
SLA measurements can be performed using active probing or passive monitoring.
Administrators can configure all SLA target parameters to define performance criteria.

NEW QUESTION # 22
What is the primary FortiGate election process when the HA override setting is enabled?

A. Connected monitored ports > Priority > HA uptime > FortiGate serial number
B. Connected monitored ports > System uptime > Priority > FortiGate serial number
C. Comnected monitored ports > Priority > System uptime > FortiGate serial number
D. Connected monitored ports > HA uptime > Priority > FortiGate serial number

Answer: A

Explanation:
When HA override is enabled, FortiGate uses the following election order: number of connected monitored ports, then device
priority, followed by HA uptime, and finally FortiGate serial number as a tiebreaker.



NEW QUESTION # 23
Refer to the exhibit.

Profile Name &

Monitoring_Access

NOC Access

prof_admin

super_admin

The NOC team connects to the FortiGate GUI with the NOC_Access admin profile. They request that their GUI sessions do not
disconnect too early during inactivity.
‘What must the administrator configure to answer this specific request from the NOC team?

A. Ensure that all NOC_Access users are assigned the super_admin role to guarantee access

B. Increase the offline value of the Override Idle Timeout parameter in the NOC_Access admin profile.
C. Increase the admintimeout value under config system accprofile NOC_Access.

D. Move NOC_Access to the top of the list to ensure all profile settings take effect.

Answer: C

Explanation:
The admintimeout setting in the admin access profile controls the nactivity timeout for GUI sessions. Increasing this value will extend
the session duration before automatic disconnection.

NEW QUESTION # 24
Refer to the exhibit.

FortiGate has two separate firewall policies for Sales and Engineering to access the same web server with the same security profiles.
Which action must the admmistrator performto consolidate the two policies into one?

A. Replace portl and port2 with the any interface in a single firewall policy.

B. Select portl and port2 subnets in a single firewall policy.

C. Enable Multiple Interface Policies to select port] and port2 in the same firewall policy.

D. Create an Aggregate interface that includes portl and port2 to create a single firewall policy.

Answer: C

Explanation:
Enabling Multiple Interface Policies allows you to select multiple interfaces (like port1 and port2) in a single firewall policy,
consolidating access rules for both Sales and Engineering to the web server.



NEW QUESTION # 25
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