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GIAC Defensible Security Architect Sample Questions (Q108-Q113):
NEW QUESTION # 108 
What aspects are crucial in a cloud-based security architecture for protecting data?
(Select all that apply)
Response:

A. User education and awareness
B. Frequent password changes
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C. Regular data backup
D. Network traffic analysis

Answer: A,C,D

NEW QUESTION # 109 
Attack surface analysis involves:
Response:

A. Ignoring software vulnerabilities
B. Focusing solely on perimeter security
C. Only reviewing physical security controls
D. Understanding all the points where an unauthorized user can try to enter data to or extract data from an environment

Answer: D

NEW QUESTION # 110 
Which of the following are proactive defenses aimed at changing attacker behaviors?
(Select all that apply)
Response:

A. Red herring defenses
B. Domain Isolation
C. Transport Layer Security (TLS)
D. Single Packet Authentication
E. Continuous monitoring and analysis

Answer: A,E

NEW QUESTION # 111 
Which file classification methodology focuses on categorizing data based on its sensitivity and importance to the organization?
Response:

A. Role-based access control
B. Content-based classification
C. Metadata classification
D. Behavioral classification

Answer: B

NEW QUESTION # 112 
Which of the following is a core benefit of using Network Intrusion Prevention Systems (NIPS)?
Response:

A. They can take direct action to block or prevent malicious activity.
B. They can replace the need for traditional firewalls.
C. They primarily focus on outbound traffic.
D. They are primarily used for data recovery.

Answer: A

NEW QUESTION # 113
......
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