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Accass Conlrol Models Answer - Informatson Flow
Mon Interference

Configentiality of Siored Information
- Bell-LaPadula (Mandatory Access Control)

- Aceess Malrix (Read, Write or Exacite or RAWX)

- Take-Grant (Righls = Create, Revoke, Take and Grant

Integrity of Siored Information

- Biba Integrity Model (Bell-LaPadula upside down)

- Clark-‘Wilson

Mandatory Access Conlrol (MAC) Answer - Permissions (o objects am managsd
centrally by an administrator. Is an access podicy determinad by the system, rather
than by the owner. Organizations use fhis in mullilevel syslems thal process highly
sensitive data such as classified govt or military.

Examplas: 1) Rule-based. 2) Lattice Model

Discrationary Access Control {DAC) Answer - Is an access policy delermined by the
owrar of a file (or other resource). The owner deckdes wiho's allowed access 1o a file
and what prvileges they have.

Rola Bazed Access Control (RBAC) Answer - A mathod of implamenting
discrationary access conlrols in which access decisions are bazed on group
membership, according lo organization or functional rolas

LOAP - Lightweight Direclory Access Profocol Answer - An Intemet Proloced (IP) and
data storage modad that supports authentication and directory lyncbons. It is a
remole access authentication profocod. Vendors = Microsolt Active Direclory, CA
aTmnsst Directory, Apache Direclory Server, Movell eDirectory, [BM SecureWay and
Tivall Directory Server. Sun Directiry Server. OpenLDAR and tinyldap open scurce
versions

User Account Answer - Allows a user to authenticate lo syslem services and ba
granted suthorization to Bocess them; however, Buthenticabion does not imply
authorizalion

Service Account Answer - |5 an account thal a service on your compuler uses fo run
under and access resources. This should nol be a user's parsonal account. Can also
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GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q44-Q49):

NEW QUESTION # 44
‘What is an output of a Business Impact Analysis?

A. Calculating the financial impact of a technology failure

B. Understanding all of the business's technology functions
C. Determining the maximum time that systems can be offline
D. Prioritizing the business's processes

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

A Business Impact Analysis (BIA) primarily produces a prioritization of the business's processes (B) based on their criticality and
impact on organizational goals.

While BIAs help understand downtime tolerance (A) and financial impacts (C), prioritization is the core output guiding recovery
efforts.

Understanding technology fimctions (D) is part of broader asset and risk management but not the primary BIA output.

GICSP highlights BIA as essential for aligning ICS recovery priorities with business needs.

Reference:

GICSP Offticial Study Guide, Domain: ICS Risk Management

NIST SP 800-34 Rev 1 (Contingency Planning Guide)

GICSP Training on Business Impact Analysis

NEW QUESTION # 45
Observe the network diagram. Which of the following hosts is intended to keep ICS process data in a database?

LECED

wrm Y b ey sve
b =
’f'\f.
i
LT - e
TIL)
snns "] el w o e

. | { rgreerng Womatator T, - |

L : 2 V04T
MR Saaen. \—1 !
B T gy Lgaratiors 1\.'_:‘_.- oz :E":;"" e
T 1.'“.'"-7::4 i
SO Server T Mkt
105997 m A HER =
— ‘_') AT N PAT ln:\--,:._r;-l_'::-ru LA, -
- . —_— -
oo™ AcTEw _Use - W% il R
»‘:"‘:‘::‘;‘:‘p T F--'r"- -_“-r-.l':-'._-\h : I'E L= -I." - A
et ) - 8 Tl or
GERTHICATIONG.Cs o
e A.10.103.17
e B.10.104.11
e C.10.10.31.217
e D.10.10.4.123
e E 10.10.4.239
Answer: B

Explanation:



The host with IP 10.10.4.11 in the network diagram is labeled as the Historian Server. ICS historians are specialized databases
designed to collect and store process data from control systens over time for analysis, reporting, and feedback to control processes.
10.10.31.217 is a Microsoft Access Workstation (not a database server).

10.10.4.123 represents N'TP servers (time servers), not data storage.

10.10.4.239 is an Engineering Workstation.

10.103.17 is an SQL Server, but per the diagram t is outside the ICS network in a different subnet related to public or enterprise
servers.

Thus, 10.10.4.11 (A) is the host intended to store ICS process data.

Reference:

GICSP Official Study Guide, Domain: ICS Data Management & Historian Security NIST SP 800-82 Rev 2, Section 6.3 (Historian
Functionality) GICSP Training on ICS Network Architecture

NEW QUESTION # 46
What is the purpose of the traffic shown in the screenshot?

- Captured.prap [Wireshark 1.6.7 )
File Edt View Go Capture Analyze Statstics Telephony Tools Intemnals Help

Sede N soxcs A¢ YL OW -0 @US

Fier: | modbus_tep.func code =5 = Expression... Clear

Time Source Destmaton Protocol Length [nfo

“ETEY SOV ANkl TN Skl ek . il L. .__‘.Jr.:.r..u-...._;'u"..'.\._'.._...'.i'A
2780 28.210648 10.25.22.5% 10.25.22. Wodbus / 66 response [ 1 pkt{(s)]: trans:
NI GIaS1374 10425.22 38d 10.25.22. Modbus / 66 query [ 1 pkt(s)]: trans:
3183 31676708 1005.28°5 10.25.22. Wodbus / 66 response [ 1 pkt(s)]: trans:
3452 3smagpll2 m "'5 .10 10.25.22. vodbus/ 66 query [ 1

- ol =5 gl -5

pkt{s)]: trans:

> hoci-un Ox09eb lv]l:dauoﬂ disabled)

> rCtERTJHGATI ONS

¥ Modbus /TCP
transaction identifier: 4621
protocol identifier: D
length: &
unit identifier: 1
¥ Modbus
function S Write coil
reference number: 2
Data
Padding

00 a0 45 73 a5 ea 29 3e a9 2c 08
00 34 3a 2e 4D 00 7f fa 0a 19 16
16 05 c3 ed4 01 16 11 fc 02 db 9d

b DD 0O 00 00 OO0 06 OV

A. Modbus write coil

B. Modbus read registers

C. Modbus database response
D. Modbus read coils

E. Modbus query

Answer: A

Explanation:

The Wireshark capture filter is set to modbus_tcp.finc_code = 5. According to the Modbus protocol specification:

Function code 5 corresponds to Write Single Coil (A).

Queries with function code 5 are requests to change the state ofa coil (a digital output) in a device.

The packet details confirm "fnction 5: Write coil" with the reference number and data.

Other finction codes (such as read coils or read registers) use different fnction codes, so options C and E are incorrect. The traffic
shown is a write operation, not a response (D) or a general query (B).

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response Modbus Application Protocol Specification
GICSP Training on ICS Network Traffic Analysis



NEW QUESTION # 47
Which of'the following is a containment task within the six step incident handling process?

A. Validate fix using a vulnerability scan of the hosts within the DMZ

B. Checking to ensure that the most recent patches were deployed to a web application server
C. Creating a forensic image of a compromised workstation

D. Re-imaging a workstation that was exhibiting wormlike behaviour

Answer: D

Explanation:

Containment in incident handling involves limiting the damage caused by an incident and preventing its spread.

Re-imaging a compromised workstation (C) is a direct containment action to remove malicious software and restore system integrity.
(A) Patch verification and (D) validation scans are part of recovery or prevention phases.

(B) Creating forensic images is an evidence preservation task, not containment.

The GICSP incident handling process emphasizes containment as an immediate action to stabilize the environment before eradication
and recovery.

Reference:

GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-61 Rev 2 (Computer Security
Incident Handling Guide) GICSP Tramning on Incident Handling Lifecycle

NEW QUESTION # 48
Implementing VLANS can provide which of the following?

A. Stopping unauthorized access to ICS controller diagnostic ports
B. Segmenting control device traffic from other network services

C. Separation of duties for different guest OSes on a virtual host

D. Sandboxing ICS application memory from other system resources

Answer: B

Explanation:

VLAN:S (Virtual LANS) allow logical segmentation of a physical network, which can be used to separate control device traffic from
other network services (A), improving security and performance.

Sandboxing (B) relates to application or OS memory isolation, not VLANS.

Separation of duties for guest OSes (C) is related to virtualization, not VLLANSs.

Preventing access to diagnostic ports (D) requires port security or access control, not VLAN segmentation alone.
GICSP highlights VLLANS as a findamental technique for network segmentation in ICS security architectures.
Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.5 (Network Segmentation)

GICSP Training on VLANs and Network Security Controls

NEW QUESTION # 49
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