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our GICSP practical materials, you can ask our staff who will give you help. And we offer considerable services on the GICSP
exam questions for 24/7.

GIAC Global Industrial Cyber Security Professional (GICSP) Sample
Questions (Q44-Q49):
NEW QUESTION # 44 
What is an output of a Business Impact Analysis?

A. Calculating the financial impact of a technology failure
B. Understanding all of the business's technology functions
C. Determining the maximum time that systems can be offline
D. Prioritizing the business's processes

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
A Business Impact Analysis (BIA) primarily produces a prioritization of the business's processes (B) based on their criticality and
impact on organizational goals.
While BIAs help understand downtime tolerance (A) and financial impacts (C), prioritization is the core output guiding recovery
efforts.
Understanding technology functions (D) is part of broader asset and risk management but not the primary BIA output.
GICSP highlights BIA as essential for aligning ICS recovery priorities with business needs.
Reference:
GICSP Official Study Guide, Domain: ICS Risk Management
NIST SP 800-34 Rev 1 (Contingency Planning Guide)
GICSP Training on Business Impact Analysis

NEW QUESTION # 45 
Observe the network diagram. Which of the following hosts is intended to keep ICS process data in a database?

A. 10.103.17
B. 10.10.4.11
C. 10.10.31.217
D. 10.10.4.123
E. 10.10.4.239

Answer: B

Explanation:



The host with IP 10.10.4.11 in the network diagram is labeled as the Historian Server. ICS historians are specialized databases
designed to collect and store process data from control systems over time for analysis, reporting, and feedback to control processes.
10.10.31.217 is a Microsoft Access Workstation (not a database server).
10.10.4.123 represents NTP servers (time servers), not data storage.
10.10.4.239 is an Engineering Workstation.
10.103.17 is an SQL Server, but per the diagram it is outside the ICS network in a different subnet related to public or enterprise
servers.
Thus, 10.10.4.11 (A) is the host intended to store ICS process data.
Reference:
GICSP Official Study Guide, Domain: ICS Data Management & Historian Security NIST SP 800-82 Rev 2, Section 6.3 (Historian
Functionality) GICSP Training on ICS Network Architecture

NEW QUESTION # 46 
What is the purpose of the traffic shown in the screenshot?

A. Modbus write coil
B. Modbus read registers
C. Modbus database response
D. Modbus read coils
E. Modbus query

Answer: A

Explanation:
The Wireshark capture filter is set to modbus_tcp.func_code == 5. According to the Modbus protocol specification:
Function code 5 corresponds to Write Single Coil (A).
Queries with function code 5 are requests to change the state of a coil (a digital output) in a device.
The packet details confirm "function 5: Write coil" with the reference number and data.
Other function codes (such as read coils or read registers) use different function codes, so options C and E are incorrect. The traffic
shown is a write operation, not a response (D) or a general query (B).
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response Modbus Application Protocol Specification
GICSP Training on ICS Network Traffic Analysis



NEW QUESTION # 47 
Which of the following is a containment task within the six step incident handling process?

A. Validate fix using a vulnerability scan of the hosts within the DMZ
B. Checking to ensure that the most recent patches were deployed to a web application server
C. Creating a forensic image of a compromised workstation
D. Re-imaging a workstation that was exhibiting worm-like behaviour

Answer: D

Explanation:
Containment in incident handling involves limiting the damage caused by an incident and preventing its spread.
Re-imaging a compromised workstation (C) is a direct containment action to remove malicious software and restore system integrity.
(A) Patch verification and (D) validation scans are part of recovery or prevention phases.
(B) Creating forensic images is an evidence preservation task, not containment.
The GICSP incident handling process emphasizes containment as an immediate action to stabilize the environment before eradication
and recovery.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response NIST SP 800-61 Rev 2 (Computer Security
Incident Handling Guide) GICSP Training on Incident Handling Lifecycle

NEW QUESTION # 48 
Implementing VLANs can provide which of the following?

A. Stopping unauthorized access to ICS controller diagnostic ports
B. Segmenting control device traffic from other network services
C. Separation of duties for different guest OSes on a virtual host
D. Sandboxing ICS application memory from other system resources

Answer: B

Explanation:
VLANs (Virtual LANs) allow logical segmentation of a physical network, which can be used to separate control device traffic from
other network services (A), improving security and performance.
Sandboxing (B) relates to application or OS memory isolation, not VLANs.
Separation of duties for guest OSes (C) is related to virtualization, not VLANs.
Preventing access to diagnostic ports (D) requires port security or access control, not VLAN segmentation alone.
GICSP highlights VLANs as a fundamental technique for network segmentation in ICS security architectures.
Reference:
GICSP Official Study Guide, Domain: ICS Security Architecture & Design
NIST SP 800-82 Rev 2, Section 5.5 (Network Segmentation)
GICSP Training on VLANs and Network Security Controls

NEW QUESTION # 49
......
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