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You have an Azure Storage account that will be accessed by multiple Azure Function apps during the development of an application.
You need to hide Azure Defender alerts for the storage account.

Which entity type and field should you use in a suppression rule? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Entity type: v
IP address

Azure Resource
Host
User-account

Field: v
Name

Resource |d
Address
Command line

Answer:
Explanation:
Entity type: v
IP address
Azure Resource
Host
User account
Field: v
Name
Resource |d
Address
Command line
Reference:

https/techcommumity. microsoft. com/tS/azure- security-center/suppression-rules- for-azure-security-center-alerts-are-now/ba-
p/1404920

NEW QUESTION # 80

Your company stores the data for every project in a different Azure subscription. All the subscriptions use the same Azure Active
Directory (Azure AD) tenant.

Every project consists of multiple Azure virtual machnes that run Windows Server. The Windows events of the virtual machines are
stored in a Log Analytics workspace in each machine's respective subscription.

You deploy Azure Sentinel to a new Azure subscription.

You need to perform hunting queries in Azure Sentinel to search across all the Log Analytics workspaces of all the subscriptions.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

e A Create a query that uses the workspace expression and the union operator.



B. Use the alias staterent.

C. Add the Azure Sentinel solution to each workspace.

D. Add the Security Events connector to the Azure Sentinel workspace.
E. Create a query that uses the resource expression and the alias operator.

Answer: A,C

Explanation:
Reference:
httpsz//docs.microsoft.com/en-us/azure/sentinel/extend- sentinel-across-workspaces-tenants

NEW QUESTION # 81

You are informed of an increase in malicious email being received by users.

You need to create an advanced hunting query in Microsoft 365 Defender to identify whether the accounts of the email recipients
were compromised. The query must return the most recent 20 sign-ins performed by the recipients within an hour of receiving the
known malicious email.

How should you conplete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

let MaliciousEmails = ‘v
EmailAttachementinfo
EmailEvents
IdentityLogonEvents

| where MalwareFilterVerdict == “Malware”
| project TimeEmail = Timestamp, Subject, SenderFromAddress, AccountName
tostring(split (RecipientEmailAddress, “@”)_[0]):

MaliciousEmails

| joiM = v

C n
EmailEvents
IdentityL ogonEvents

| project LogonTime = Timestamp, AccountName, DeviceName
) on AccountName

| where (LogonTime - TimeEmail) between (Omin.. 60min)

|

v

select 20
take 20
top 20

Answer:

Explanation:



let MaliciousEmalils = | v
EmailAttachementinfo
EmailEvents
IdentityLogonEvents
where MalwareFilterVerdict == “Malware"”

project TimeEmail = Timestamp, Subject, SenderFromAddress, AccountName =
ostring(split (RecipientEmailAddress, “@%) [0]):

faliciousEmails

join (

s v
EmailAttachementinfo
EmailEvents
IdentityLogonEvents
project LogonTime = Timestamp, AccountName, DeviceName

on AccountName
where (LogonTime - TimeEmail) between (Omin.. 60min)

v

i BN\ icrosoft
Rletfoeln'eﬁ(?e: |

https7/docs.microsoft.conven-us/microsoft-365/security/defender/advanced- hunting- query-emails-devices ?view=0365-worldwide

NEW QUESTION # 82

You have a Microsoft Sentinel workspace that contains a custom workbook.

Youneed to query the number of daily security alerts. The solution must meet the following requirements:

* Identify alerts that occurred during the last 30 days.

* Display the results i a timechart.

How should you conplete the query? To answer, select the appropriate options in the answer are a. NOTE: Each correct selection
is worth one point.

Arewer Ausa o Microsoft

SecurityAlert

| where TimeGenerated >= ago(3ed)

| ¥ _count() by Provideriame, ¥ (TimeGenerated, 1d)
lookup ' bin
project

summarize | range

| render timechart

Answer:

Explanation:



sssikmicrosoft

SecurityAlert

| where TimeGenerated >= ago(led)

| ¥ count() by Providerlame, {TimeGenerated, 1d)
lookup
project

summarize |

| render timechart

NEW QUESTION # 83

You need to configure the Azure Sentinel integration to meet the Azure Sentinel requirements.
‘What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

In the Cloud App- Sesurity, Fartal: v

Add a security extension
Configure app connectors
Configure log collectors

From Azure Sentinel in the Azure portal: v
Add a data connector
Add a workbook
Configure the Logs settings
Answer:
Explanation:
In the Cloud App Security portal: v
Add a securily extension
- Configireapp connectors
Microsoft Configure log collectors
“rom Azure Sentinel in the Azufefportal v
dd a data connector
Add a workbook

Configure the Logs settings
Reference:

https://docs.microsoft.conven-us/cloud-app-security/siemsentinel

NEW QUESTION # 84
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