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Nutanix Certified Professional - Unified Storage (NCP-US) v6.10 Sample
Questions (Q37-Q42):

NEW QUESTION # 37
An administrator is managing a Nutanix Files instance at a dark site. The administrator has been tasked to configure a solution to
alert the security team when more than 500 files are renamed hourly. Which configuration should be applied?

A. Define an anomaly rule in File Analytics

B. Add MMC Snap-In for Nutanix Files

C. Configure Nutanix Data Lens ransomware protection
D. Set up Data Management Protection in Files Manager

Answer: A

Explanation:

To alert the security team when more than 500 files are renamed hourly on a Nutanix Files instance at a dark site, the administrator
shoulddefine an anomaly rule in File Analytics. Nutanix File Analytics is a monitoring and analytics tool for Nutanix Files that
provides visibility into file share activities, including file operations like renames. Anomaly rules allow administrators to detect unusual
activities and configure alerts, such as email notifications, for specific thresholds.

TheNutanix Unified Storage Administration (NUSA)course states, "File Analytics enables administrators to define anomaly rules to
monitor file activities, such as file renames, and set thresholds for alerts, making it ideal for detecting unusual behavior like mass file
renaming," The administrator can create an anomaly rule to track file rename operations and set a threshold of more than 500
renames per hour, triggering an email alert to the security team when this condition is met. This finctionality works in a dark site
environment, as File Analytics operates locally within the Nutanix cluster and does not require Internet access.

TheNutanix Certified Professional - Unified Storage (NCP-US)study guide further elaborates that

"anomaly rules in File Analytics can be configured to monitor specific file operations, such as renames, with customizable thresholds
and notification settings, ensuring timely alerts for potential security issues." This makes File Analytics the best tool for the task, as it
provides granular control over monitoring and alerting for file activities.

The other options are incorrect:

* Set up Data Management Protection in Files Manager: Data Management Protection is not a feature of Nutanix Files; it may refer
to backup or replication features, which do not address file rename monitoring,

* Configure Nutanix Data Lens ransomware protection: Nutanix Data Lens focuses on data lifecycle management and tiering, not
real-time monitoring of file operations like renames. While it has some ransomware detection capabilities, it is not designed for
specific thresholds like 500 file renames per hour and requires Internet access, which is unavailable in a dark site.

* Add MMC Snap-In for Nutanix Files: The MMC (Microsoft Management Console) Snap-In is used for managing Nutanix Files
froma Windows system but does not provide monitoring or alerting capabilities for file rename operations.

The NUSA course documentation highlights that "File Analytics anomaly rules are the recommended solution for monitoring file
operations like mass renames, providing customizable thresholds and alerts even in dark site environments." References:

Nutanix Unified Storage Administration (NUSA) Course, Section on File Analytics: "Configuring anomaly rules for file operation
monitoring." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 3: Analyze and Monitor Nutanix
Unified Storage, Subtopic: "File Analytics anomaly rules for security monitoring." Nutanix Documentation (https2//www.nutanix.com),
Nutanix File Analytics Guide: "Setting up anomaly rules for file rename alerts."

NEW QUESTION # 38
How many [P addresses are required by the client network when deploying Nutanix Files?

A. One additional IP address as the number of FSVMs

B. One less IP address as the number of FSVMs

C. Twice as many IP addresses as the number of FSVMs

D. The same number of IP addresses as the number of FSVM nodes

Answer: A

Explanation:

‘When deploying Nutanix Files, the client network requiresone additional IP address than the number of File Server Virtual Machines
(FSVMs). Nutanix Files uses a distributed architecture where each FSVM handles file services for clients via protocols like SMB or
NEFS. The client network is used for client-facing traffic, and it requires one IP address per FSVM plus an additional virtual IP
address (VIP) that serves as the primary access point for clients.

According to theNutanix Unified Storage Administration (NUSA)course, "Nutanix Files requires one IP address per FSVM on the
client network for client commumication, plus one additional VIP that provides a unified endpoint for accessing file shares." The VIP



is load-balanced across the FSVMs, ensuring high availability and seamless client access even if an FSVM fails.

TheNutanix Certified Professional - Unified Storage (NCP-US)study guide further clarifies that "the client network for Nutanix Files
must be configured with one TP address for each FSVM and an additional VIP, resulting in a total of N+1 IP addresses, where N is
the number of FSVM." For exanple, a deployment with three FSVMs requires four IP addresses: three for the FSVMs and one
for the VIP.

The other options are incorrect:

* The same number of TP addresses as the number of FSVM nodes: This does not account for the additional VIP required for client
access, which is essential for load balancing and failover.

* One less IP address as the number of FSVMs: This is not feasible, as each FSVM requires its own IP address, and the VIP adds
an additional requirement.

* Twice as many [P addresses as the number of FSVMs: This overestimates the [P address needs, as only one additional VIP is
required, not double the number of FSVMs.

The NUSA course documentation emphasizes that "the client network VIP simplifies client access to Nutanix Files by providing a
single [P address that abstracts the underlying FSVMs, requiring one additional IP address beyond the FSVM count." References:
Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Files: "Network configuration for client access and
VIP setup." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 1: Deploy and Upgrade Nutanix
Unified Storage, Subtopic: "Nutanix Files client network [P address requirements." Nutanix Documentation
(https//www.nutanix.com), Nutanix Files Administration Guide: "Client network configuration for Nutanix Files."

NEW QUESTION # 39
What is the maximum number of snapshots that can be configured for a Nutanix Files snapshot schedule?

A0
B. 1
C.2
D.3

Answer: B

Explanation:

The maximum number of snapshots that can be configured for a Nutanix Files snapshot schedule is100.

Nutanix Files supports snapshot schedules to automate the creation of point-in-time snapshots for file shares, which are useful for
data protection, recovery, and backup purposes. The snapshot schedule defines how frequently snapshots are taken and how many
are retained.

According to theNutanix Unified Storage Administration (NUSA)course, Nutanix Files allows administrators to configure snapshot
schedules with a maximum retention of1 00 snapshotsper share. The course states, "Nutanix Files snapshot schedules can be
configured to retain up to 100 snapshots, providing flexible data protection for file shares." This limit ensures that administrators can
maintain a sufficient number of recovery points while managing storage efficiency.

TheNutanix Certified Professional - Unified Storage (NCP-US)study guide reinforces this by noting that

"the snapshot schedule for Nutanix Files supports a maximum of 100 snapshots per share, allowing for granular recovery options."
Administrators can configure the frequency (e.g., hourly, daily) and retention period, but the total number of snapshots retained
cannot exceed 100 per share.

The other options (25, 50, 75) underestimate the maximum snapshot limit for Nutanix Files, as the system supports up to 100
snapshots to accommodate various data protection needs.

References:

Nutanix Unified Storage Administration (NUSA) Course, Section on Nutanix Files: "Configuring snapshot schedules and retention
policies." Nutanix Certified Professional - Unified Storage (NCP-US) Study Guide, Topic 2: Configure and Utilize Nutanix Unified
Storage, Subtopic: "Snapshot management for Nutanix Files." Nutanix Documentation (https7/www.nutanix.com), Nutanix Files
Administration Guide: "Snapshot schedules and maximum retention limits."

NEW QUESTION # 40
After configuring Smart DR, an admnistrator observes that a policy in the Policies tab is not visible within Prism Central (PC).
What is the likely cause of this issue?

A. The initial replication has not completed.

B. The administrator is logged into PC with a local account rather than an AD account.
C. Port 7515 is not opened between the source and recovery networks.

D. The share permissions include more than one local user.



Answer: C

Explanation:

Smart DR requires port 7515 (TCP) for communication between source/target clusters and Prism Central. If blocked:

* Policies fail to synchronize with PC.

* Policies become "mvisible" in the UL

Other options are unrelated:

* A: Share permissions don't affect policy visibility.

* B: Initial replication progress appears in Ul even if incomplete.

* C: AD/local login affects permissions, not policy discovery.

Reference:Nutanix Smart DR Administration Guide:

"Ensure port 7515 is open between Prism Central, source cluster, and target cluster. Blocking this port prevents policy metadata
from appearing in PC."(Chapter: "Troubleshooting Smart DR"') Nutanix Unified Storage (NCP-US) Study Material:
"Comnectivity issues on port 7515 are the primary cause of missing Smart DR policies in Prism Central." (Section: "Smart DR
Deployment Requirements'")

NEW QUESTION # 41
Create Object Store

Object Store Details

Object Store Name (7]

Chustor

Please Select

A user is logged into Prism Central and has been tasked with creating a new object store.
‘What could be the cause no clusters are being listed?

A. Access was granted to Prism Element less than 5 minutes ago.
B. Only the local Prism Central Admin can create object stores.
C. Prism Element was registered to Prism Central only 1 hour ago.
D. Only the local Prism Element Admin can create object stores.

Answer: A

Explanation:
According to the Nutanix Unified Storage Admmistration (NUSA) course, specifically in the module
"Deploying and Configuring Nutanix Objects," theObject Store creationprocess within Prism Central depends on theregistration and



access synchronizationbetween Prism Central and Prism Element. The documentation explicitly states:

"When Prism Central is first connected to a Prism Element cluster, there may be a delay of up to 15 minutes for the access control
and cluster data to fully synchronize. During this time, certain cluster resources may not appear when attempting to create new object
stores." This statement confirns that if the access was granted to Prism Elementless than 5 minutes ago, the cluster will not yet be
visible in the "Cluster" drop-down list. This delay in synchronization is the reason for the empty cluster list in the interface.

* Option Ais incorrect because Prism Central administrators, not just local Prism Element admins, have the authority to create object
stores.

* Option Bis incorrect because the delay is not tied to the 1-hour registration time, but rather the few minutes required for initial
synchronization.

* Option Cis incorrect because the Prism Element admin role is not a prerequisite for this task within Prism Central.

Reference:

Nutanix Unified Storage Administration (NUSA) course - Module: Deploying and Configuring Nutanix Objects - Section:
Synchronization and Cluster Visibility in Prism Central.

Nutanix Unified Storage (NCP-US) Study Guide - Topic: Object Store Creation Requirements and Synchronization Delays.
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