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Answer: C

Explanation:

Comprehensive and Detailed In-Depth

B. Correct Answer:

The financial reporting system issue is a critical security concern, and the audit team should have reported the situation to the
certification body for further action.

ISO 19011:2018 mandates auditors to escalate issues that impact compliance.

A . Incorrect:

Financial systenrs fall within ISMS scope if they contain sensitive data-it is not beyond the scope.
C . Incorrect:

Withdrawal is unnecessary unless legal violations prevent an effective audit.

Relevant Standard Reference:
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Answer: B



Explanation:

Comprehensive and Detailed In-Depth

ISO/IEC 27001:2022 Clause 7.5 (Documented Information) defines the role of documentation in an ISMS.

A . Correct Statement:

Documented information serves as a guideline for ISMS operations and provides audit evidence.

B . Incorrect Statement:

Collecting documented information is not a goal in itself.

The purpose of documentation is to support the ISMS and ensure compliance, not just to generate paperwork.
C . Correct Staterment:

Documents should be clear and concise, avoiding unnecessary complexity while still being detailed enough to be useful.
Thus, documentation should be purposeful and fiinctional, not just a bureaucratic requirement.

Relevant Standard Reference:
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To ebiplete the' Sentence with the best words that describe the nonconformity, click on the blank section you want to complete

so tHat it 18" hightighted in red, and then click on the applicable text from the options below. Alternatively, you may drag and drop
the option to the appropriate "blank section.

Audit preparation| |Audit initiation| [Audit completion| [Conducting the audit | Vd Plgeparm hand 4 Audit follow-up|
istributing the audit | —
‘ report

Answer:

Explanation:

IS0 19011 Audit
Lifecycle:

?tepr Audit initiation 1

gte I Audit preparation
gFepl Conductmg the audnt

“Preparing and —
Step distributing the audit
rt

To complete the sentence with the best words that describe the nonconformity, click on the blank section you want to complete
so that it is highlighted in red, and then click on the applicable text from the options below. Alternatively, you may drag and drop
the option to the appropriate blank section.

IAudit preParanon [ Audit |n|t|at|on 1| Audit c_orppjegop.] Conductmg the audlﬁ i Preparing and ~ ~ lAugtt_fglklw_upl
“““““““““““““ | distributing the audit |
L. _report _ _ |
Explanation:

The correct sequence of the steps of the audit lifecycle according to ISO 19011:2018 is:
* Step 1: Audit initiation

* Step 2: Audit preparation

* Step 3: Conducting the audit



* Step 4: Preparing and distributing the audit report

* Step 5: Audit completion

* Step 6: Audit follow-up

This sequence reflects the logical order of the audit activities, from establishing the audit objectives, scope and criteria, to verifying
the implementation and effectiveness of the corrective actions. However, ISO 19011:

2018 also recognizes that some audit activities can be iterative or concurrent, depending on the nature and complexity of the audit.
For example, audit preparation and conducting the audit can overlap when new information or changes occur during the audit.
Similarly, audit follow-up can be integrated with audit completion when the corrective actions are verified shortly after the audit.
Therefore, the audit lifecycle should be adapted to the specific context and needs of each audit.
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Answer: F,GH

Explanation:

These three options represent valid audit trails for control 5.7, as they are aligned with the control's requirements and objectives.
According to the web search results from my predefined tool, control 5.7 requires organisations to collect and analyse information
relating to information security threats and use that imformation to take mitigation actions12. The control also specifies that threat
ntelligence should be relevant, perceptive, contextual, and actionable, and that it should be used to prevent, detect, or respond to
threats34. Therefore, the auditor should verify how the organisation collects, analyses, and produces threat intelligence, how it uses
threat intelligence to protect its information assets, and how it monitors and evaluates the effectiveness of its threat intelligence
arrangements. The other options are not valid audit trails, as they are either irrelevant, incorrect, or incomplete. For exanple:

* The task of producing threat intelligence is not assigned to the organisation's internal audit team, but to the person or team
responsible for the ISMS, such as the information security manager or the information security committees .

* The organisation's risk assessment process does not begin with effective threat intelligence, but with the identification of the
context, scope, and objectives of the ISMS . Threat intelligence is an input for the risk identification and analysis, but not the starting
point of the risk assessment process.

* Speaking to top management to make sure all staffare aware of the importance of reporting threats is not sufficient to audit the
control, as it does not address how the organisation collects, analyses, and produces threat intelligence, nor how it uses it to take
mitigation actions. The auditor should also speak to the staff involved in the threat intelligence process, and review the relevant
documents and records.

* Checking that the organisation has a fully documented threat mtelligence process is not enough to audit the control, as it does not
verify the implementation and effectiveness of the process. The auditor should also observe the process in action, and examine the
outputs and outcomes of the process.

* Determining whether internal and external sources of information are used in the production of threat intelligence is a partial audit
trail, as it only covers one aspect of the control. The auditor should also assess the quality, reliability, and relevance of the sources,
and how the information is analysed and used.
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“Audit resources include the resources to complete the audit programmie asawellas = | gt personnel to
achieve the audit objectives.”

To complete the sentence with the best word(s), click on the blank section you want to complete so that it is highlighted in red,

and then click on the applicable text from the options below. Alternatively, you may drag and drop the option to the appropriate
blank section.

certification| |technological |competent| management| | backup| essential

Answer:
Explanation:

“Audit resources include the ; resources to complete the audit programme as well as ersonnel to
-essentlal p prog competent p
achieve the audit objectives.

To complete the sentence with the best word(s), click on the blank section you want to complete so that it is highlighted in red,

and then click on the applicable text from the options below. Alternatively, you may drag and drop the option to the appropriate
blank section.

certification| |technological| [competent] [management| [backup | |essential|

Reference:
ISO 19011:2018 - Guidelines for auditing management systens, clause 5.3 PECB Candidate Handbook ISO 27001 Lead Auditor,
page 19
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