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system (ISMS) based on the ISO/IEC 27001 standard.

The PECB Certified ISO/IEC 27001 Lead Auditor exam certification exam is intended for professionals who want to become
certified lead auditors for ISO/IEC 27001, including individuals who are responsible for managing an organization's ISMS, auditing
ISMS, or providing consultancy services related to ISMS. ISO-IEC-27001-Lead- Auditor Exam covers a wide range of topics,
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development and their dedication to maintaining the highest standards of excellence in their work.

PECB Certified ISO/IEC 27001 Lead Auditor exam Sample Questions (Q90-
Q95):

NEW QUESTION # 90
A member of staff denies sending a particular message.
‘Which reliability aspect of information is in danger here?

A. correctness
B. integrity

C. confidentiality
D. availability

Answer: B

Explanation:

Explanation

The reliability aspect of information that is in danger when a member of staff denies sending a particular message is integrity. Integrity
implies that information is authentic and can be verified as such. If a member of staff denies sending a message, it means that either
the message was forged or the sender is lying, both of which violate the integrity of the information. Availability, correctness and
confidentiality are not directly affected by this scenario. ISO/IEC 27001:2022 defines integrity as "property of accuracy and
completeness" (see clause 3.24). References: [CQI & IRCA Certified ISO/IEC 27001:2022 Lead Auditor Training Course],
ISO/IEC 27001:2022 Information technology - Security techniques - Information security management systems - Requirements,
What is Integrity?

NEW QUESTION # 91

A fire breaks out in a branch office of a health insurance company. The personnel are transferred to neighboring branches to
continue their work.

Where in the incident cycle is moving to a stand-by arrangements found?

A. between threat and incident

B. between damage and recovery
C. between recovery and threat
D. between incident and damage

Answer: D

NEW QUESTION # 92
‘Which one of'the following statements best describes the purpose of conducting a document review?

e A To determmne the conformity of the management system, as far as documented, with audit criteria and to gather information
to support the on-site audit activities

¢ B. To reveal whether the documented management system is nonconforming with audit criteria and to gather evidence to
support the audit report

e C. To detect any nonconformity of the management system, if documented, with audit criteria and to identify information to
support the audit plan

e D. To decide about the conformity of the documented management system with audit standards and to gather findings to
support the audit process

Answer: A

Explanation:

A document review is a process of examining the documented information related to the management system before the on-site audit
activities. The purpose of a document review is to: 12

* Determine the conformity of the management system, as far as documented, with audit criteria, i.e., to check whether the
documents are consistent, complete, and compliant with the requirements of ISO/IEC

27001 and any other applicable standards or regulations.

* Gather mformation to support the on-site audit activities, i.e., to identify the scope, objectives, processes, controls, risks, and



opportunities of the management system, and to plan the audit methods, techniques, and resources accordingly.

The other statements are not accurate, because:

* A document review does not reveal or decide about the conformity or nonconformity of the management system as a whole, but
only of the documented information. The conformity or nonconformity of the management systemis determined by the on-site audit
activities, which include interviews, observations, and tests12

* A document review does not gather evidence or findings to support the audit report or process, but information to support the on-
site audit activities. The evidence or findings are collected during the on-site audit activities, which are then documented and
reported12

* A document review does not detect any nonconformity of the management system, if documented, but determines the conformity
of the documented information. The nonconformity of the management system s detected by the on-site audit activities, which
evaluate the performance and effectiveness of the management system12

* A document review does not identify information to support the audit plan, but gathers information to support the on-site audit
activities. The audit plan is prepared before the document review, based on the audit scope, objectives, criteria, and program. The
document review is part of the audit plan implementationl 2 References:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systems) Course by CQI and IRCA Certified Training 1
2:ISO/IEC 27001 Lead Auditor Training Course by PECB 2

NEW QUESTION # 93

You are an experienced ISMS audit team leader providing instruction to a class of auditors in training. The subject of today's lesson
is the management of information security risk in accordance with the requirements of ISO/IEC 27001:22022.

You provide the class with a series of activities. You then ask the class to sort these activities into the order in which they appear in
the standard.

What is the correct sequence they should report back to you?

it
Zrd
rd
4t
skn
il

To complete the sequence click on the biank section you want to complete so that it is highlighted in red, and then click on the/applicable text from the options below. Altenatively, you may drag and drop the options to the
appropriate blank section.

Create and maintain information security risk criteria ! [ Select appropriate risk treatment options

planning for the information security management the risk were to materialise
system

Identify the risks that need to bg ConsiderédWhen ‘ Assess the potential consequences that would arise if

Carry out information security risk assessments at
planned intervals

Consider the results of risk assessment and the status of

the risk treatment plan at management review

Answer:

Explanation:

T e |

A T = T )

, 1__ - Identify r!'gghsgdgav:‘nen&;ﬁ be Coﬁidqufwﬁén =

gnd g ni3finn for thélnformatinfikaruringmbnomaty |

a3 |— T assessthe pnteht;la'rconsequence?t‘hat Wolllariseif | — — _I
o i vicls vinen b msbarinlicn e

o e . e i

h === Carry out information security risk assessments at = — —I_

g
gth [ | Consider the results of risk assessment and the status of |~ ™
L = the risk treatment plan at management review

To complete the sequence click on the blank section you want to complete so that it is highlighted in red, and then click on the applicabletext from the options below. Alternatively, you may drag and drop the options to the
appropriate blank section.
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Consider the results of risk assessment and the status of
the risk treatment plan at management review




15t Create and maintain information security risk criteria

Identify the risks that need to be considered when planning for the information security management system
3d Assess the potential consequences that would arise if the risk were to materialise

4t Select appropriate risk treatment options

5th arry out information security risk assessments a2t planfigd Tnten'ag

gth Consider the results of risk assessment and the status off the risk tf@atment plan at ﬂlanagemént feview

The correct sequence of activities for the management of information security risk in accordance with the requirements of ISO/IEC
27001:2022 is as follows:

1st: Create and maintain information security risk criteria 2nd: Identify the risks that need to be considered when planning for the
mformation security management system 3rd: Assess the potential consequences that would arise if the risk were to materialise 4th:
Select appropriate risk treatment options Sth: Carry out information security risk assessments at planned intervals 6th: Consider the
results of risk assessment and the status of the risk treatment plan at management review This sequence is based on the information
security risk management process described in ISO/IEC 27001:

2022 clause 6.1, which includes the following activities:

* establishing and maintaining information security risk criteria;

* ensuring that repeated information security risk assessments produce consistent, valid and comparable results;

* identifying the information security risks;

* analyzing the information security risks;

* evaluating the information security risks;

* treating the information security risks;

* accepting the information security risks and the residual information security risks;

* communicating and consulting with stakeholders throughout the process;

* monitoring and reviewing the information security risks and the risk treatment plan.

References:

* ISO/IEC 270012022, clause 6.1

* [PECB Candidate Handbook ISO/IEC 27001 Lead Auditor], pages 14-15

* ISO 27001 Risk Management in Plain English

NEW QUESTION # 94
Select the words that best complete the sentence below to describe audit resources:

“"Audit resources include the resources to complete the audit programme as well as personnel to
achieve the audit objectives.”

To complete the sentence with the best word(s), click on the blank section you want to complete so that it is highlighted in red,
and then click on the applicable text from the options below. Alternatively, you may drag and drop the option to the appropriate
blank section.

certification |technological |competent Enanagimepq backup, Lessentlal

Answer:

Explanation:
“Audit resources include the” ~essential [ﬁources to complete the audlt programme as well asF _cc;mfae_teﬁt_ Ipersonnel to
achieve the audit objectives.”” = = = = = ~ ‘ ______

(&~ 4
To complete the sentence with the best word(s), click on the blank section you want to complete so that it is highlighted in red,
and then click on the applicable text from the options below. Altérnatively, you may drag and drop the option to the appropriate
blank section.

Explanation:

According to ISO 19011:2018, clause 5.3, the person responsible for managing the audit programme should determine the
resources necessary for the audit programme, such as the audit team members, the budget, the time, the tools, etc. The audit
resources should be sufficient and appropriate to ensure the quality and effectiveness of the audit programme and the audit results.
The audit resources include the following elements12:

* Essential resources: These are the resources that are required to conduct the audit programme and the individual audits, such as



the audit documents, the audit methods, the audit tools, the audit schedule, the audit budget, etc. The essential resources should be
identified and allocated based on the audit objectives, scope, and criteria, and the availability and cooperation of the auditee. The
essential resources should also be reviewed and updated as necessary to reflect any changes or deviations in the audit programme or
the individual audits.

* Competent personnel: These are the audit team members who have the appropriate knowledge, skills, and experience to conduct
the audit effectively and efficiently, and to provide credible and reliable audit results and recommendations. The competent personnel
should include the audit team leader, the auditors, and any technical experts or observers who support the audit team. The
competent personnel

* should be selected and appointed based on the audit objectives, scope, and criteria, and the specific competence requirements for
the audit programme and the individual audits. The competent personnel should also be independent and impartial, and avoid any
conflicts of interest or self-interest that may affect the audit results or the audit decisions.

References:

*1SO 19011:2018 - Guidelines for auditing management systemns, clause 5.3

* PECB Candidate Handbook ISO 27001 Lead Auditor, page 19

NEW QUESTION # 95
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