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ECCouncil Certified Cybersecurity Technician Sample Questions (Q36-Q41):

NEW QUESTION # 36
Lorenzo, a security professional in an MNC, was instructed to establish centralized authentication, authorization, and accounting for
remote-access servers. For this purpose, he implemented a protocol that is based on the client-server model and works at the
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transport layer of the OSI model.
Identify the remote authentication protocol employed by Lorenzo in the above scenario.

A. RADIUS
B. SNMPV3
C. IMAPS
D. POP3S

Answer: A

Explanation:

The correct answer is B, as it identifies the remote authentication protocol employed by Lorenzo in the above scenario. RADIUS
(Remote Authentication Dial-In User Service) is a protocol that provides centralized authentication, authorization, and accounting
(AAA) for remote-access servers such as VPNs (Virtual Private Networks), wireless networks, or dial-up connections. RADIUS is
based on the client-server model and works at the transport layer of the OSI model. RADIUS uses UDP (User Datagram Protocol)
as its transport protocol and encrypts only user passwords in its messages. In the above scenario, Lorenzo implemented RADIUS to
provide centralized AAA for remote-access servers. Option A is incorrect, as it does not identify the remote authentication protocol
employed by Lorenzo in the above scenario. SNMPV3 (Simple Network Management Protocol version 3) is a protocol that
provides network management and monitoring for network devices such as routers, switches, servers, or printers. SNMPV3 is
basedon the manager-agent model and works at the application layer of the OSI model. SNMPV3 uses UDP as its transport
protocol and encrypts all its messages with AES (Advanced Encryption Standard) or DES (Data Encryption Standard). In the
above scenario, Lorenzo did not implement SNMPV3 to provide network management and monitoring for network devices.

Option C is incorrect, as it does not identify the remote authentication protocol employed by Lorenzo in the above scenario. POP3S
(Post Office Protocol version 3 Secure) is a protocol that provides secure email access and retrieval for email clients from email
servers. POP3S is based on the client-server model and works at the application layer of the OSI model. POP3S uses TCP
(Transmission Control Protocol) as its transport protocol and encrypts all its messages with SSL (Secure Sockets Layer) or TLS
(Transport Layer Security). In the above scenario, Lorenzo did not implement POP3S to provide secure email access and retrieval
for email clients from email servers. Option D is incorrect, as it does not identify the remote authentication protocol employed by
Lorenzo in the above scenario. IMAPS (Internet Message Access Protocol Secure) is a protocol that provides secure email access
and management for email clients from email servers. IMAPS is based on the client-server model and works at the application layer
ofthe OSI model. IMAPS uses TCP as its transport protocol and encrypts all its messages with SSL or TLS. In the above
scenario, Lorenzo did not implement IMAPS to provide secure email access and management for email clients from email servers.
References: , Section 8.2

NEW QUESTION # 37

in a security incident, the forensic investigation has isolated a suspicious file named "security update.exe". You are asked to analyze
the file in the Docurments folder of the "Attacker Machine- 1" to determine whether it is malicious. Analyze the suspicious file and
identify the malware signature. (Practical Question)

A. Conficker
B. KLEZ

C. ZEUS

D. Stuxnet

Answer: D

Explanation:

Stuxnet is the malware signature of the suspicious file in the above scenario. Malware is malicious software that can harm or
compromise the security or functionality of a system or network. Malware can include various types, such as viruses, wormns,
trojans, ransomware, spyware, etc. Malware signature is a unique pattern or characteristic that identifies a specific malware or
malware family. Malware signature can be used to detect or analyze malware by comparing it with known malware signatures in
databases or repositories. To analyze the suspicious file and identify the malware signature, one has to follow these steps:
Navigate to Documents folder of Attacker Machine-1.

Right-click on security update.exe file and select Scan with VirusTotal option.

Wait for VirusTotal to scan the file and display the results.

Observe the detection ratio and details.

The detection ratio is 59/70, which means that 59 out of 70 antivirus engines detected the file as malicious. The details show that
most antivirus engines detected the file as Stuxnet, which is a malware signature of a worm that targets industrial control systems
(ICS). Stuxnet can be used to sabotage or damage ICS by modifying their code or behavior. Therefore, Stuxnet is the malware
signature of the suspicious file. KILEZ is a malware signature of a worm that spreads via email and network shares. KLLEZ can be



used to infect or overwrite files, disable antivirus software, or display fake messages. ZEUS is a malware signature of a trojan that
targets banking and financial systems. ZEUS can be used to steal or modify banking credentials, perform fraudulent transactions, or
install other malware. Conficker is a malware signature of a worm that exploits a vulnerability in Windows operating systers.
Conficker can be used to create a botnet, disable security services, or download other malware

NEW QUESTION # 38

A startup firm contains various devices connected to a wireless network across the floor. An AP with Internet connectivity is placed
ina corner to allow wireless communication between devices. To support new devices connected to the network beyond the APS
range, an administrator used a network device that extended the signals of the wireless AP and transmitted it to uncovered area,
identify the network component employed by the admnistrator to extend signals in this scenario.

A. wireless modem
B. Wireless bridge
C. Wireless repeater
D. Wireless router

Answer: C

Explanation:

Wireless repeater is the network component employed by the administrator to extend signals in this scenario. A wireless network is
a type of network that uses radio waves or infrared signals to transmit data between devices without using cables or wires. A
wireless network can consist of various components, such as wireless access points (APs), wireless routers, wireless adapters,
wireless bridges, wireless repeaters, etc. A wireless repeater is a network component that extends the range or coverage of a
wireless signal by receiving it from an AP or another repeater and retransmitting it to another area . A wireless repeater can be used
to support new devices connected to the network beyond the AP's range . In the scenario, a startup firm contains various devices
connected to a wireless network across the floor. An AP with internet connectivity is placed in a corner to allow wireless
commumnication between devices. To support new devices connected to the network beyond the AP's range, an administrator used a
network component that extended the signals of the wireless AP and transmitted it to the uncovered area. This means that he used a
wireless repeater for this purpose. A wireless bridge is a network component that connects two or more wired or wireless networks
or segments together . A wireless bridge can be used to expand the network or share resources between networks . A wireless
modemis a network component that modulates and demodulates wireless signals to enable data transmission over a network . A
wireless modem can be used to provide internet access to devices via a cellular network or a satellite network . A wireless router is
a network conponent that perforns the fimctions of both a wireless AP and a router . A wireless router can be used to create a
wireless network and connect it to another network, such as the internet

NEW QUESTION # 39
Which security measure can help prevent SQL injection attacks? (Select all that apply)

A. Input validation
B. Using weak passwords
C. Code obfuscation

D. Cross-site scripting (XSS)
Answer: A,C

NEW QUESTION # 40

Cassius, a security professional, works for the risk management team in an organization. The team is responsible for performing
various activities involved in the risk management process. In this process, Cassius was instructed to select and implement
appropriate controls on the identified risks in order to address the risks based on their severity level

Which of the following risk management phases was Cassius instructed to perform in the above scenario?

A. Risk identification
B. Risk treatment

C. Risk analysis

D. Risk prioritization

Answer: B



NEW QUESTION # 41
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