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NEW QUESTION # 28

A company is expanding its network and needs to ensure improved stability and reliability. The proposed solution must fulfill the
following requirements:

* Detection and prevention of network loops

* Automatic configuration of ports

* Standard protocol (not proprietary)

Which of'the following protocols is the most appropriate?

A. RTSP
B. STP
C.SIP
D. BGP

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

STP (Spanning Tree Protocol) is a Layer 2 standard protocol that prevents switching loops in Ethernet networks by creating a loop-
free logical topology. It can automatically block and unblock redundant paths based on network changes, ensuring reliability and
avoiding broadcast storms.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Ethernet Loop Prevention and Switching Protocols':
"STP is a standard Layer 2 protocol used to detect and prevent network loops, enhancing network stability in switched topologies."
Other options:

* B. SIP is a signaling protocol used in VoIP.

* C. RTSP is for media streaming control.

* D. BGP is a routing protocol, not for Layer 2 loop prevention.

NEW QUESTION # 29
An administrator must ensure that credit card numbers are not contained in any outside messaging or file transfers from the
organization. Which of the following controls meets this requirement?

A. Intrusion detection system
B. Egress filtering

C. Data loss prevention

D. Encryption in transit

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Data Loss Prevention (DLP) solutions scan messages and file transfers for sensitive data patterns, such as credit card numbers or
social security numbers. DLP can block, log, or alert when such information is detected attempting to leave the organization.
Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Data Protection and Compliance Controls™:
"DLP systems identify and restrict the transmission of sensitive data such as credit card numbers, enforcing organizational data
handling policies." Other options:

* A. IDS detects threats but doesn't enforce data content policies.

* B. Egress filtering restricts destmnations but not content.

* D. Encryption protects data i transit, not its content compliance.

NEW QUESTION # 30

New devices were deployed on a network and need to be hardened.

INSTRUCTIONS

Use the drop-down menus to define the appliance-hardening techniques that provide themostsecure solution.
Ifat any time you would like to bring back the mitial state of the simulation, please click the Reset All button.
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NEW QUESTION # 31

After a malicious actor used an open port in a company's lobby, a network architect needs to enhance network security. The
solution must enable:

* Security posture check

* Auto remediation capabilities

* Network isolation

* Device and user authentication

‘Which of'the following technologies best meets these requirements?

o A 802.1X

e B.NAC

e C.IPS

¢ D. Microsegmentation

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Network Access Control (NAC) evaluates the posture of a device before allowing access to the network. It can enforce security
policies, authenticate users and devices, and isolate or remediate non-compliant devices.

NAC is widely used in enterprise environments to secure access at the network edge, such as in guest or public areas.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Access Control and Posture Assessment'™

"NAC provides device authentication, security posture validation, and can enforce automated remediation or quarantine actions
based on policy compliance.” Other options:

* A. TIPS detects and prevents known threats but does not perform access control or posture checks.

* B. Microsegmentation isolates workloads but lacks posture checks and auto-remediation.

NEW QUESTION # 32
A network administrator must connect a remote building at a manufacturing plant to the main building via a wireless connection.
Which of the following should the administrator choose to get the greatest possible range from the wireless connection? (Choose



two.)

A. 5GHz

B. 2.4GHz

C. Patch antenna

D. Built-in antenna

E. Ommidirectional antenna
F. 6GHz

Answer: B,C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

2.4GHz has longer range and better wall penetration than higher frequencies like SGHz or 6GHz A patch antenna (a type of
directional antenna) focuses the signal in one direction, greatly improving range and reliability over long distances between buildings.
Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Wireless Deployment and Antenna Selection'™
"2.4GHz offers extended range over SGHz. Directional antennas such as patch antennas concentrate signals toward a target,
improving distance communication." Other options:

* B & C. Higher frequencies provide faster speeds but shorter range.

* D. Omnidirectional antennas spread signal in all directions, not ideal for point-to-point.

* F. Built-in antennas are generally low gain and insufficient for building-to-building links.

NEW QUESTION # 33
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