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WGU Network-and-Security-Foundation Sample Questions (Q37-Q42):

NEW QUESTION # 37
What is the TCP/IP layer that includes the User Datagram Protocol (UDP)?

A. Network or internet

B. Application

C. Transport

D. Physical or network access

Answer: C

Explanation:

TheTransport layerin the TCP/IP model includes theUser Datagram Protocol (UDP)and Transmission Control Protocol (TCP). UDP
is a connectionless protocol used for fast, lightweight data transmission where reliability is not the priority (e.g., video streaming,
VoIP).

* Application layerhandles end-user services but not transport mechanisirs.

* Network or internet layerdeals with [P addressing and routing, not UDP.

* Physical or network access layerconcerns hardware transmission methods.

NEW QUESTION # 38
Which statement describes the Integrity tenet of TT security?

A. Tt requires that network applications be accessible to users.
B. It mvolves keeping systems accessible for network users.
C. It requires the encryption of sensitive data transmission.

D. It involves transmitting network data without any errors.

Answer: D

Explanation:

Integrityin IT security ensures that data remains accurate, unaltered, and trustworthy throughout its lifecycle.

This means that data transmission should occurwithout errorsand should not be modified by unauthorized parties. Mechanisms like
checksuns, hashing, and digital signatures help maintain integrity.

* Encryption (B)enhances confidentiality, not integrity.

* Accessibility (C and D)relates to availability, not integrity.

NEW QUESTION # 39
An attacker uses login data froma data breach to attempt to access another web service.
‘Which malicious attack strategy is represented in the scenario?

A. Credential stuffing
B. Brute-force attack
C. Session hijacking

D. Social engineering

Answer: A

Explanation:


https://www.free4dump.com/Network-and-Security-Foundation-braindumps-torrent.html

Credential stuffingis a cyberattack where attackers use stolen username-password combinations from one breach to try logging into
other services, exploiting users who reuse passwords. Automated tools test multiple credentials against mutltiple sites, leading to
unauthorized access.

* Brute-force attacksystematically tries all possible passwords but does not use breached data.

* Session hijackingintercepts active user sessions but does not use stolen credentials.

* Social engineeringmanipulates users into revealing credentials, rather than using breached data.

NEW QUESTION # 40
A company is ensuring that its network protocol meets encryption standards.
What is the CIA triad component targeted in the scenario?

A. Integrity

B. Availability

C. Consistency
D. Confidentiality

Answer: D

Explanation:

Confidentialityin IT security ensures that sensitive data remains private and protected from unauthorized access. Encryption is a key
measure used to maintain confidentiality by encoding data so that only authorized users can access it.

* Integrityensures that data remains accurate and unchanged.

* Availabilityensures that data is accessible when needed.

* Consistencyis not a component of the CIA triad.

NEW QUESTION # 41

With expanded business opportunities and markets, a company needs to comply with theGeneral Data Protection Regulation
(GDPR).

Which requirement should be expected for the company under this regulation?

A. Disclose the software used to protect personal data

B. Notify individuals each time their personal information is viewed

C. Compensate individuals for revenue from the sale of their information
D. Allow individuals to access, collect, or erase their personal information

Answer: D

Explanation:

UnderGDPR, individuals have the right to:

* Accesstheir personal data

* Request modifications or deletions(right to be forgotten)

* Restrict processing of their data

Companies must also ensuretransparency and data protectionby implementing encryption and security controls.
* Compensating individualsis not a GDPR requirement.

* Disclosing security softwareis not mandatory, only security measures in place.

* Notifying individuals every time data is viewedis unnecessary unless required by a breach.

NEW QUESTION # 42
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