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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q108-Q113):

NEW QUESTION # 108

‘When configuring wireless on his home router, Javik disables SSID broadcast. He leaves authentication
"open’ but sets the SSID to a 32-character string of random letters and numbers.

What is an accurate assessment of this scenario froma security perspective?

e A ltis still possible for a hacker to connect to the network after sniffing the SSID from a successful wireless association.

¢ B. Disabling SSID broadcast prevents 802.11 beacons from being transmitted from the access point, resulting in a valid setup
leveraging "security through obscurity".

e C. Javik's router is still vulnerable to wireless hacking attempts because the SSID broadcast setting can be enabled using a
specially crafted packet sent to the hardware address of the access point.

¢ D. Since the SSID is required in order to connect, the 32-character string is sufficient to prevent brute- force attacks.

Answer: A
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Explanation:

In CEH v13 Module 11: Hacking Wireless Networks, it is explained that disabling SSID broadcast only hides the SSID from casual
scanning, not from determined attackers.

When a legitimate client connects to a hidden SSID, the SSID is included in the probe request and association packets, which can
be easily sniffed using tools like Wireshark or Kismet.

Leaving authentication open adds no real protection.

Attackers can still capture traffic and use it to determine the SSID and connect to the access point.

Reference:

Module 11 - Wireless Reconnaissance and Attacks

CEH iLabs: Sniffing Hidden SSID and Open Authentication Attacks

NEW QUESTION # 109

While testing a web application in development, you notice that the web server does not properly ignore the
"dot dot slash" (../) character string and instead returns the file listing of a folder structure of the server.
What kind of attack is possible in this scenario?

A. Denial of service

B. SQL injection

C. Cross-site scripting
D. Directory traversal

Answer: D

Explanation:

Appropriately controlling admittance to web content is significant for running a safe web worker. Index crossing or Path Traversal is
a HTTP assault which permits aggressors to get to limited catalogs and execute orders outside of the web worker's root registry.
Web workers give two primary degrees of security instruments

* Access Control Lists (ACLs)

* Root index

An Access Control List is utilized in the approval cycle. It is a rundown which the web worker's manager uses to show which clients
or gatherings can get to, change or execute specific records on the worker, just as other access rights.

The root registry is a particular index on the worker record framework in which the clients are kept. Clients can't get to anything
over this root.

For mstance: the default root registry of IIS on Windows is C:\Inetpub\wwwroot and with this arrangement, a client doesn't
approach C:\Windows yet approaches CInetpub\wwwroot\news and some other indexes and documents under the root catalog
(given that the client is confirmed by means of the ACLs).

The root index keeps clients from getting to any documents on the worker, for example, CAWINDOWS

/system32/win.ini on Windows stages and the/and so on/passwd record on Linux/UNIX stages.

This weakness can exist either in the web worker programming itself or in the web application code.

To play out a registry crossing assault, all an assailant requires is an internet browser and some information on where to aimlessly
discover any default documents and registries on the framework.

‘What an assailant can do if your site is defenseless

With a framework defenseless against index crossing, an aggressor can utilize this weakness to venture out of the root catalog and
access different pieces of the record framework. This may enable the assailant to see confined documents, which could give the
aggressor more data needed to additional trade off the framework.

Contingent upon how the site access is set up, the aggressor will execute orders by mimicking himself as the client which is related
with "the site". Along these lines everything relies upon what the site client has been offered admittance to in the framework.
[lustration of a Directory Traversal assault by means of web application code In web applications with dynamic pages, nput is
generally gotten from programs through GET or POST solicitation techniques. Here is an illustration of a HTTP GET demand URL
GET

http//test. webarticles.com/show.asp?view=oldarchive.html HTTP/1.1

Host: test.webarticles.com

With this URL, the browser requests the dynamic page show.asp from the server and with it also sends the parameter view with the
value of oldarchive.html. When this request is executed on the web server, show.

asp retrieves the file oldarchive.html from the server's file system, renders it and then sends it back to the browser which displays it
to the user. The attacker would assume that show.asp can retrieve files from the file system and sends the following custom URL.
GET

http/test.webarticles.com/show.asp?view=../...../../../Windows/system.ini HTTP/1.1 Host: test.webarticles.com This will cause the
dynamic page to retrieve the file system.ini from the file systemand display it to the user.

The expression ../ instructs the systemto go one directory up which is commonly used as an operating system directive. The attacker



has to guess how many directories he has to go up to find the Windows folder on the system, but this is easily done by trial and
error.

Example of a Directory Traversal attack via web server

Apart from vulnerabilities in the code, even the web server itself can be open to directory traversal attacks.

The problem can either be incorporated into the web server software or inside some sample script files left available on the server.
The vulnerability has been fixed in the latest versions of web server software, but there are web servers online which are still using
older versions of IS and Apache which might be open to directory traversal attacks.

Even though you might be using a web server software version that has fixed this vulnerability, you might still have some sensitive
default script directories exposed which are well known to hackers.

For example, a URL request which makes use of the scripts directory of TIS to traverse directories and execute a command can be
GET

http7/server.conyscripts/..%5c../ Windows/System32/cimd.exe?/c+dir+c\ HTTP/1.1 Host: server.com The request would return to
the user a list of all files in the C:\ directory by executing the cmd.exe command shell file and run the command dir ¢\ in the shell. The
%5c expression that is in the URL request is a web server escape code which is used to represent normal characters. In this case
%5c represents the character \.

Newer versions of modern web server software check for these escape codes and do not let them through.

Some older versions however, do not filter out these codes in the root directory enforcer and will let the attackers execute such
commands.

NEW QUESTION # 110
As a securing consultant, what are some of the things you would recommend to a company to ensure DNS security?

A. Have subnet diversity between DNS servers

B. Use split-horizon operation for DNS servers

C. Use the same machines for DN'S and other applications
D. Harden DNS servers

E. Restrict Zone transfers

Answer: A,B,D,.E

NEW QUESTION # 111
What did the following commands determine?
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e A These commands demonstrate that the guest account has NOT been disabled
¢ B. These commands demonstrate that the guest account has been disabled

e (. Issued alone, these commands prove nothing

e D. That the Joe account has a SID of 500

¢ E. That the true administrator is Joe

Answer: E

NEW QUESTION # 112
The network users are complaining because their system are slowing down. Further, every time they attempt to go a webstte, they
receive a series of pop-ups with advertisements. What types of malware have the system been infected with?

A. Spyware
B. Adware
C. Virus

D. Trojan

Answer: B



Explanation:

Adware, or advertising supported computer code, is computer code that displays unwanted advertisements on your pc. Adware
programs can tend to serve you pop-up ads, will modification your browser's homepage, add spyware and simply bormbard your
device with advertisements. Adware may be a additional summary name for doubtless unwanted programs. It's roughly a virulent
disease and it's going to not be as clearly malicious as a great deal of different problematic code floating around on the net. create no
mistake concerning it, though, that adware has to return off of no matter machine it's on. Not solely will adware be extremely
annoying whenever you utilize your machine, it might additionally cause semipermanent problems for your device.

Adware a network users the browser to gather your internet browsing history so as to 'target’ advertisements that appear tailored to
your interests. At their most innocuous, adware infections square measure simply annoying, as an example, adware barrages you
with pop-up ads that may create your net expertise markedly slower and additional labor intensive.

NEW QUESTION # 113
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