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Fortinet FCP - Google Cloud Security 7.6 Administrator Sample Questions
(Q19-Q24):
NEW QUESTION # 19 
A cloud administrator has been receiving reports of slow response times from users accessing their organization's web application,
which is protected by FortiWeb Cloud.
Which two steps can be taken to potentially alleviate the problem? (Choose two.)

A. Deploying FortiWeb Cloud in the same region where the web application is hosted.
B. Adding additional passthrough load balancers.
C. Enabling the content delivery network (CDN).
D. Changing the DNS records to point to the web application.

Answer: A,C
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Explanation:
Deploying FortiWeb Cloud closer to the web application reduces latency and improves response times.
Enabling CDN caches content closer to users, reducing load times and speeding up content delivery.

NEW QUESTION # 20 
For what three reasons must you deploy a set of Google Cloud passthrough network load balancers for an active-passive high-
availability (HA) FortiGate cluster instead of a set of Google Cloud proxy network load balancers? (Choose three.)

A. Passthrough network load balancers rely on API calls from FortiGate devices during HA failovers.
B. Passthrough network load balancers terminate SSL connections.
C. Passthrough network load balancers can forward all protocols.
D. Passthrough network load balancers support health checks.
E. Passthrough network load balancers offer the highest throughput.

Answer: C,D,E

Explanation:
Passthrough load balancers support health checks to monitor backend health for failover.
They can forward all protocols, not limited to HTTP/HTTPS like proxy load balancers.
Passthrough load balancers provide higher throughput because they don't terminate sessions.

NEW QUESTION # 21 
Refer to the exhibit.

Which two types of traffic flow must the FortiGate cluster inspect, if the client at 198.51.100.10 sends traffic to the Workload A
instance? (Choose two.)

A. East-bound
B. West-bound
C. North-bound



D. South-bound

Answer: A,D

Explanation:
South-bound traffic refers to traffic coming from outside the network (the client 198.51.100.10) into the internal environment.
East-bound traffic refers to traffic moving laterally within the internal network, such as between VPCs or workloads, which the
FortiGate cluster can inspect for internal threats.

NEW QUESTION # 22 
You need to deploy a new Windows server in Google Cloud to offload web traffic from an existing web server in a different zone.
As the customer, which two actions must you take to secure the new ComputeEngine instance? (Choose two.)

A. Implement a web application firewall.
B. Assign firewall rules to the compute engine instance.
C. Configure Google Cloud IAM to limit Windows administrator access.
D. Change the proxy load balancer to an application load balancer.

Answer: B,C

Explanation:
Assigning firewall rules controls network traffic to the instance, protecting it from unauthorized access.
Configuring IAM to limit administrative access ensures only authorized users can manage the Windows server, enhancing security.

NEW QUESTION # 23 
You have been tasked with deploying an active-active FortiGate high-availability cluster in Google Cloud.
How can you ensure that traffic will flow symmetrically?

A. There is no need to ensure traffic symmetry because FortiGate can effectively inspect asymmetric traffic.
B. Enable the layer 3 unified threat management scanning feature on FortiGate.
C. Google Cloud performs NAT on incoming traffic for external passthrough network load balancers. No action is needed.
D. Deploy internal passthrough network load balancers on both sides of the cluster they support symmetric hashing.

Answer: D

NEW QUESTION # 24
......
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