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GIAC Exploit Researcher and Advanced Penetration Tester Sample
Questions (Q155-Q160):

NEW QUESTION # 155
In Windows exploitation, which of the following is used to prevent the execution of shellcode on the stack?
Response:

e A Structured Exception Handling (SEH)
¢ B. Buffer overflow prevention
e (. Data Execution Prevention (DEP)
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e D. Address Space Layout Randomization (ASLR)

Answer: C

NEW QUESTION # 156
What technique is essential for writing exploits against canary-protected programs?
Response:

A. Use of NOP sleds

B. Format string vulnerabilities

C. Return-oriented programming (ROP)

D. Buffer overflow in non-executable stacks

Answer: C

NEW QUESTION # 157

What role does the SEH (Structured Exception Handling) play in Windows stack overflows?
(Choose Two)

Response:

A. Tt prevents buffer overflows from occurring

B. It handles exceptions and errors during program execution
C. It securely encrypts exception information

D. It can be exploited to gain control of the execution flow

Answer: B,D

NEW QUESTION # 158

‘Which two benefits does fuzzing provide during vulnerability assessment?
(Choose Two)

Response:

o A Testing a broad range of input combinations

¢ B. Discovery of vulnerabilities that require detailed manual analysis
¢ C. Automation of vulnerability discovery

¢ D. Improving network traffic analysis

Answer: A,C

NEW QUESTION # 159
Which of'the following is a viable method to bypass stack canaries in modern software?
Response:

A. Employing information leakage to reveal the canary

B. Use of integer overflow

C. Overwriting the canary value with a known good canary
D. Exploiting a race condition

Answer: A

NEW QUESTION # 160
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