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HashiCorp Certified: Vault Associate (003)Exam Sample Questions (Q161-
Q166):

NEW QUESTION # 161
Which of the following describes usage of an identity group?

A. When they want to revoke the credentials for a whole set of entities simultaneously
B. Audit token usage

C. Consistently apply the same set of policies to a collection of entities

D. Limit the policies that would otherwise apply to an entity in the group

Answer: C
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Explanation:

An identity group is a collection of entities that share some common attributes. An identity group can have one or more policies
attached to it, which are inherited by all the members of the group. An identity group can also have subgroups, which can further
refine the policies and attributes for a subset of entities.

One of'the use cases of an identity group is to consistently apply the same set of policies to a collection of entities. For example, an
organization may have different teams or departments, such as engineering, sales, or marketing, Each team may have its own identity
group, with policies that grant access to the secrets and resources that are relevant to their work. By creating an identity group for
each team, the organization can ensure that the entities belonging to each team have the same level of access and permissions,
regardless of which authentication method they use to log in to Vault. References: Identity: entities and groups | Vault | HashiCorp
Developer, vault_identity group | Resources | hashicorp/vault | Terraform | Terraform Registry

NEW QUESTION # 162
You have enabled the Transit secrets engine and want to start encrypting data to store in Azure Blob storage.
What is the next step that needs to be completed before you can encrypt data? (Select two)

A. Export the encryption key and upload it to the application server

B. Create an encryption key for the application to use

C. Enable the Transit secrets engine API

D. Write a policy that permits the application to use the encryption key

Answer: B,D

Explanation:

Comprehensive and Detailed In-Depth Explanation:

The Transit secrets engine in Vault is designed for encryption as a service, allowing applications to encrypt data without managing
keys locally. After enabling the engine, two critical steps are required before encryption can begin: creating an encryption key and
defining a policy to allow its use.

Option C: You must create an encryption key using a command like vault write -f transit/keys/<key name>.

This key is stored in Vault and used for encryption/decryption operations. Without it, no encryption can occur, as the Transit engine
relies on named keys to perform cryptographic operations.

Option D: A policy must be written to grant the application permissions to use the key, such as path "transit

/encrypt/<key name>" { capabilities = ["update'] } and path "transit/decrypt/<key name>" { capabilities =

["update"] }. Vault's access control ensures that only authorized entities can perform encryption, making this step essential.
Option A (exporting the key) contradicts Vault's security model, as keys should remain in Vault, not be exported to application
servers. Option B (enabling the Transit APT) is unnecessary, as enabling the engine automatically exposes its API endpoints. The
official Transit documentation confirms that key creation and policy configuration are the next steps post-enablement.

References:

Transit Secrets Engine Tutorial

Transit Secrets Engine Docs

NEW QUESTION # 163
You need to connect to and manage a new HCP Vault cluster using the Vault CLI on your laptop. What environment variables
should you set to establish connectivity?

A. VAULT CLIENT KEY=<path-to-key-file>, VAULT TOKEN=<token-here>

B. VAULT NAMESPACE=root, VAULT REDIRECT ADDR=<cluster-address>

C. VAULT TOKEN=<token-here>, VAULT CLUSTER ADDR=https//<cluster-address>:8200
D. VAULT ADDR=https//<cluster-address>:8200, VAULT NAMESPACE=admin

Answer: D

Explanation:

Comprehensive and Detailed in Depth Explanation:

To comnect to an HCP Vault cluster using the Vault CLI, you need to setVAULT ADDRand VAULT NAMESPACE. The
HashiCorp Vault documentation states: ""'You can use environment variables to configure the CLI globally. For example, export
VAULT ADDR="http-/localhost:8200" sets the address of your Vault server globally." For HCP Vault, the default port is 8200,
and the default namespace is "admin," so VAULT ADDR=https//<cluster-address>:8200 and VAULT NAMESPACE=admin
are required. A token (via VAULT TOKEN) is also needed for authentication but is typically set after initial connectivity.



VAULT CLIENT KEYisn't a standard variable for CLI connectivity. VAULT REDIRECT ADDRand
VAULT CLUSTER ADDRare not used for this purpose. Thus, C provides the correct variables.
Reference:

HashiCorp Vault Documentation - CLI Environment Variables

NEW QUESTION # 164
Which of'the following policies would permit a user to generate dynamic credentials on a database?

¢ A path "database/creds/read only role" { capabilities = ["update"] }
¢ B. path "database/creds/read_only role" { capabilities = ["list"] }
¢ (. path "database/creds/read only role" { capabilities = ["generate'] }
¢ D. path "database/creds/read only role" { capabilities = ["read"] }
Answer: D
Explanation:

Comprehensive and Detailed in Depth Explanation:

The Database secrets engine generates dynamic credentials for database access. The endpoint database/creds

/<role> (e.g., read_only role) provides these credentials via a read operation. Let's analyze:

* Option A: capabilities = ["generate"| There's no generate capability in Vault policies. Capabilities are create, read, update, delete,
list, etc. This is nvalid. Incorrect.

* Option B: capabilities = ["update"Tupdate (PUT) modifies existing data, not generates credentials.

The creds endpoint uses GET. Incorrect.

* Option C: capabilities = ["list"]list retrieves metadata or paths, not credential data. Incorrect.

* Option D: capabilities = ["read"|Generating dynamic credentials involves a GET request to database

/creds/<role>, mapped to the read capability. This policy allows it. Correct.

Detailed Mechanics:

For arole read_only role defined with vault write database/roles/read_only role db_name=my-db creation_statements="CREATE
USER...", a user with read on database/creds/read_only role can run vault read database/creds/read only role to get temporary
credentials. Vault's policy system aligns HTTP verbs to capabilities: GET = read, PUT = update. This counterintuitive mapping (GET
for creation) is specific to dynamic secrets.

Overall Explanation from Vault Docs:

"Generating database credentials requires read capability on database/creds/<role>... Despite creating credentials, the HTTP
request is a GET." Reference:https://developer.hashicorp.comyvault/tutorials/db-credentials/database-secrets

NEW QUESTION # 165

Given the following policy, which command below would not result in a permission denied error (select two)?
path "secret/*" { capabilities = ["create", "update"] allowed parameters = { "student" = ["steve", "frank",
"jamie", "susan", "gerry", "damien"] } }

path "secret/apps/*" { capabilities = ["read"] }

path "secret/apps/results" { capabilities = ["deny"] }

A. vault kv put secret/apps/results studentO3=practice
B. vault kv put secret/common/results student=frank
C. vault kv put secret/apps/app01 student=bryan

D. vault kv get secret/apps/api_key

Answer: B,D

Explanation:

Comprehensive and Detailed in Depth Explanation:

* ADenied by secret/apps/results deny policy. Incorrect.

* Bisecret/apps/app01 only allows read, not create. Incorrect.

* Cisecret/common/results allows create with student=frank (allowed value). Correct.

* Drsecret/apps/api_key allows read. Correct.

Overall Explanation from Vault Docs:

"deny overrides any allow... allowed parameters restricts values."
Referencehttps//developer.hashicorp.comyvault/docs/concepts/policies#parameter-constraints



NEW QUESTION # 166
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