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Microsoft SC-200 exam, also known as the Microsoft Security Operations Analyst exam, is a certification exam designed to test the
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Exam measures the candidate's ability to analyze security data, identify potential vulnerabilities and threats, and provide
recommendations to improve security posture.
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Microsoft Security Operations Analyst Sample Questions (Q315-Q320):

NEW QUESTION # 315
You have an Azure subscription that uses Microsoft Sentinel and contains a user named User1.
Youneed to ensure that Userl can enable User and Entity Behavior Analytics (UEBA) for entity behavior in Azire AD The solution
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must use The principle of least privilege.
‘Which roles should you assign to Used? To answer select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area
Azure AD role: |
Azure role " ilicrosoft Sentinel Contributor il
L ) 'Microsoft Sentinel Automation Contributor
& Microsoft Sentinel Contributor
0 Security Admin
é Secunty Assessment Contnbutor
Answer:
Explanation:
Answer Area -. . f
Microsoft
Az L iole Security administrator : : v
Global adminjstratgr”
stnance"Administrator
S>entnel Condrnioutor
Secunty Assessment Contnibutor
Explanation:
U .
Answer Area =.M|crosoft
Azure AD role: v
J& Microsoft Sentinel Contributor v

NEW QUESTION # 316

You have the following SQL query.




NEW QUESTION # 317

You need to implement the ASIM query for DN requests. The solution must meet the Microsoft Sentinel requirements. How
should you configure the query? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is
worth one point.

Filter:

Answer:

Explanation:
Answer Area

" Jm. Dns_InfobloxNTOS

imDns

<°Q6 Filter:
ERMicrosoft [yammes

Explanation:



Answer Area

A N oy ot
INUEIOS0TTL

' |
ASIN parser:  _Im _Dns i
Filter: A filtering parameter ¥

NEW QUESTION # 318

Your network contains an on-premises Active Directory Domain Services (AD DS) domain that syncs with an Azure AD tenant.
You have a Microsoft Sentinel workspace named Sentinell.

Youneed to enable User and Entity Behavior Analytics (UEBA) for Sentinell and collect security events fromthe AD DS domain.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Actions Answer Area

From Sentinell, collect the AD DS security events by using the Legacy
Agent connector
For the AD DS domain, configure Windows Event Forwarding @ @

For Sentinell, configure the Windows Forwarded Events connector

| To the AD DS®

T\

For Sentinel1, enable UEBA

eploy Microsoft Defender r Id entity.

figuie theMicrSsalt Da“!rt&ﬂofldehmv connector.

Answer:

Explanation:

Actions Answer Area

i e m———--EmEENALAEANCOTF - -
| From Sentinel1, collect the AD DS security events by using the Legacy i I !
I Agent connector ! ) To the AD DS domain, débloy Microsoft Defender for Identity.

I

B 2 |
| For Sentinel1. configure the Windows Forwarded Events connector i For Sentinglt, h’rfig-_ye the Migrosoft Defender for Identity connector.
1

O

Explanation:
Actions . . Answer Area

p— B e e - & ST 5

CTrosn
From Sentinel1, collect the AD DS security effiéfits by'uting the'Legacy @ 1 | To the AP DS{domamwteploy Microsoft Defender for Identity @

Agent connector ’ |
2 ‘ FanSentinel1, /I:}whq_ue the Microsoft Defender for Identity connector.
For the AD DS domain, configure Windows Event Forwarding | - "‘ r

— 3" | For Sentinel1, enable UEBA

For Sentinel, configure the Windows Forwarded Gyents epAnegtor

NEW QUESTION # 319

You have an existing Azure logic app that is used to block Azure Active Directory (Azure AD) users. The logic app is triggered
manually.

You deploy Azure Sentinel.

You need to use the existing logic app as a playbook in Azure Sentinel. What should you do first?

A. Modify the trigger in the logic app.

B. Add a data connector to Azure Sentinel.

C. Configure a custom Threat Intelligence connector in Azure Sentinel.
D. And a new scheduled query rule.

Answer: B
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