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VMware vSphere 8.x Advanced Design Sample Questions (Q50-Q55):
NEW QUESTION # 50 
An architect is designing a series of new vSphere environments for an organization. The environments will be deployed in their US-
East and US-West region data centers. Each data center may have one or more dedicated vSphere environments. Only the vSphere
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environments within a data center will be configured with Enhanced Linked Mode. The Chief Technology Officer (CTO) has
authorized the use of VMware vRealize Automation Cloud for automation. The build team creates standardized virtual machine
images for various operating systems in Open Virtualization Format (OVF) and publishes the latest version on an as-needed basis to
an internal HTTPS-accessible repository.
The architect must design a content library topology that meets the following requirements:
- A localized content library must be available in each data center.
- Each content library must be updated when an image is updated and released by the build team.
- The cloud automation platform must be able to consume the latest approved content library images.
- It must leverage the existing build team processes.
What should the architect recommend to meet the requirements?

A. Create a local content library for the primary vSphere environment in each data center.
Create a subscribed content library for each additional vSphere environment in each data center.
Configure the content library to download content automatically.
B. Work with the build team to automate a JSON-based manifest to the repository when changes occur in the repository.
Create a subscribed content library for each vSphere environment.
Configure the content library to download content when needed.
C. Work with the build team to create a local content library for each vSphere environment.
Import the OVF images when new image are published to the repository.
D. Work with the build team to automate a JSON-based manifest to the repository when changes occur in the repository.
Create a subscribed content library for each vSphere environment.
Configure the content library to download content automatically.

Answer: A

NEW QUESTION # 51 
An architect is designing a new VMware software-defined data center (SDDC) that will consist of 100 branch sites connected to a
single VMware vCenter Server within the primary data center.
To allow for the use of existing automation scripts, there is a requirement to replicate the names of the virtual distributed port groups
across all sites.
The procurement team purchases licensing and there is no further budget allocated.
Which design decision should the architect make to meet this requirement?

A. The automation script will be updated to reflect unique naming for each site
B. A new vCenter Server will be deployed for each branch site
C. A new virtual data center will be created for each branch site
D. A new host and cluster folder will be created for each branch site

Answer: C

NEW QUESTION # 52 
An architect is documenting the design for a new multi-site vSphere solution. The customer has informed the architect that the
workloads hosted on the solution are managed by application teams, who must perform a number of steps to return the application
to service following a failover of the workloads to the secondary site.
These steps are defined as the Work Recovery Time (WRT). The customer has provided the architect with the following information
about the workloads:
Critical workloads have a WRT of 12 hours
Production workloads have a WRT of 24 hours
Development workloads have a WRT of 24 hours
All workloads have an RPO of 4 hours
Critical workloads have an RTO of 1 hour
Production workloads have an RTO of 12 hours
Development workloads have an RTO of 24 hours
The customer has also confirmed that the Disaster Recovery solution will not begin the recovery of the development workloads until
all critical and production workloads have been recovered at the secondary site.
What would the architect document as the maximum tolerable downtime (MTD) for each type of workload in the design?

A. Critical Workloads: 13 hours
Production Workloads: 36 hours



Development Workloads: 48 hours
B. Critical Workloads: 16 hours
Production Workloads: 28 hours
Development Workloads: 28 hours
C. Critical Workloads: 13 hours
Production Workloads: 36 hours
Development Workloads: 60 hours
D. Critical Workloads: 12 hours
Production Workloads: 24 hours
Development Workloads: 24 hours

Answer: A

Explanation:
TheMaximum Tolerable Downtime (MTD)is the maximum time that an application or system can be unavailable before it negatively
impacts the business. TheMTDis calculated by adding theRecovery Time Objective (RTO)to theWork Recovery Time (WRT).
Here's how it applies to each workload type:
Critical Workloads:
- RTO:1 hour (time to restore the system to a usable state after failure).
- WRT:12 hours (the time to get the application fully back to service).
- MTD = RTO + WRT = 1 hour + 12 hours = 13 hours.
Production Workloads:

- RTO:12 hours (time to restore the system to a usable state after failure).
- WRT:24 hours (time to get the application fully back to service).
- MTD = RTO + WRT = 12 hours + 24 hours = 36 hours.
Development Workloads:
- RTO:24 hours (time to restore the system to a usable state after failure).
- WRT:24 hours (time to get the application fully back to service).
- MTD = RTO + WRT = 24 hours + 24 hours = 48 hours.

NEW QUESTION # 53 
An architect has been tasked with designing a greenfield hosting platform.
As part of a workshop, it is identified that the new solution must support the following:
Provide a centralized way to enforce virtual network security policy
Provide network security for both virtual machines and containerized applications Deny network access between all workloads by
default Linked services should be connected to the same virtual port groups by default Support for the security teams network



monitoring solution Which elements should the architect include in the design to meet the identified requirements?

A. Distributed Virtual Switches, Access Lists and Promiscuous mode
B. VMware NSX, Distributed Firewalls and Port Mirroring
C. VMware Standard Switches, Access Lists and Promiscuous mode
D. VMware Carbon Black, Distributed Virtual Switches and Traffic Filtering

Answer: B

Explanation:
VMware NSX: NSX provides a centralized platform for network virtualization and security, which aligns with the requirement for
enforcing virtual network security policies. It can manage network segmentation, security policies, and micro-segmentation across
the entire environment, including both virtual machines and containerized applications.
Distributed Firewalls: NSX's distributed firewall allows for micro-segmentation, meaning that network access is denied between
workloads by default, and access controls can be applied based on security policies. This meets the requirement of denying network
access by default.
Port Mirroring: Port mirroring in NSX can integrate with the security team's network monitoring solutions. It enables the security
team to capture traffic for monitoring and analysis, addressing the requirement for network monitoring support.

NEW QUESTION # 54 
A customer defines a requirement to minimize the vMotion migration time during a maintenance period. The servers being used are
equipped with eight 1 GbE network adapters.
Per the defined logical network configuration, there are two network adapters each used for:
- Management traffic
- vMotion traffic
- iSCSI traffic
- Virtual machine traffic.
Which design decision should the architect make to meet the customer requirement?

A. Use Network I/O Control to define a reservation for vMotion traffic.
B. Configure a dedicated TCP/IP stack for vMotion traffic.
C. Implement Multi-NIC vMotion by adding additional vMotion VMkernels.
D. Combine vMotion and Management traffic to make use of four adapters.

Answer: A

NEW QUESTION # 55
......
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