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VMware Advanced Deploy VMware NSX-T Data Center 3.X Sample
Questions (Q15-Q20):
NEW QUESTION # 15 
SIMULATION
Task 14
An administrator has seen an abundance of alarms regarding high CPU usage on the NSX Managers. The administrator has
successfully cleared these alarms numerous times in the past and is aware of the issue. The administrator feels that the number of
alarms being produced for these events is overwhelming the log files.
You need to:
* Review CPU Sensitivity and Threshold values.
Complete the requested task.
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Notes: Passwords are contained in the user_readme.txt. This task is not dependent on other tasks. This task should take
approximately 5 minutes to complete.

Answer:

Explanation:
See the Explanation part of the Complete Solution and step by step instructions Explanation:
To review CPU sensitivity and threshold values, you need to follow these steps:
Log in to the NSX Manager UI with admin credentials. The default URL is https://<nsx-manager-ip-address>.
Navigate to System > Settings > System Settings > CPU and Memory Thresholds.
You will see the current values for CPU and memory thresholds for NSX Manager, NSX Controller, and NSX Edge. These values
determine the percentage of CPU and memory usage that will trigger an alarm on the NSX Manager UI.
You can modify the default threshold values by clicking Edit and entering new values in the text boxes. For example, you can
increase the CPU threshold for NSX Manager from 80% to 90% to reduce the number of alarms for high CPU usage. Click Save
to apply the changes.
You can also view the historical data for CPU and memory usage for each component by clicking View Usage History. You can
select a time range and a granularity level to see the usage trends and patterns over time

NEW QUESTION # 16 
Task 6
You are asked to integrate NSX manager with LDAP to better control NSX administrators' roles and responsibilities. Ensure users
can manage the NSX environment utilizing Active Directory login credentials.
You need to:
* Configure NSX Manager LDAP integration to the corp.local domain using the following configuration detail:

* Configure the user nsx-admin@corp.local Active Directory account as an Enterprise Admin access role.
Complete the requested task.
Notes:
Passwords are contained in the user_readme.txt. You may want to move to other tasks/steps while waiting for configuration changes
to be applied. This task should take approximately 15 minutes to complete.

Answer:

Explanation:
See the Explanation part of the Complete Solution and step by step instructions.
Explanation
To integrate NSX Manager with LDAP to better control NSX administrators' roles and responsibilities, you need to follow these
steps:
Log in to the NSX Manager UI with admin credentials. The default URL is
https://<nsx-manager-ip-address>.
Navigate to System > User Management > LDAP and click Add Identity Source.
Enter a name for the identity source, such as corp.local.
Enter the domain name of your Active Directory server, such as DC=corp,DC=local.
Select Active Directory over LDAP as the type from the drop-down menu.
Click Set to configure LDAP servers. You can add up to three LDAP servers for failover support, to each domain.
Enter the hostname or IP address of your LDAP server, such as corpdcserver.corp.local.
Select LDAP as the protocol from the drop-down menu.
Enter the port number for the LDAP server, such as 389.
Click Connection Status to test the connection to the LDAP server. If successful, you will see a green check mark and a message
saying "Connection successful".
Optionally, you can enable StartTLS to use encryption for the LDAP connection. To do this, toggle the Use StartTLS button and



enter the certificate of the LDAP server in PEM format in the text box below.
Click Save to add the LDAP server.
Repeat steps 6 to 12 to add more LDAP servers if needed.
Enter the bind entry user name and password for the LDAP server, such as Administrator@corp.local and VMware1!.
Click Save to create the identity source.
Navigate to System > User Management > Users and Roles and click Add Role Assignment for LDAP.
Select corp.local as the domain from the drop-down menu.
Enter nsx-admin@corp.local in the search box and select it from the list that appears.
Select Enterprise Admin as the role from the drop-down menu.
Click Save to assign the role to the user.
You have successfully integrated NSX Manager with LDAP and configured nsx-admin@corp.local Active Directory account as an
Enterprise Admin access role.

NEW QUESTION # 17 
Task 11
upon testing the newly configured distributed firewall policy for the Boston application. it has been discovered that the Boston-Web
virtual machines can be "pinged" via ICMP from the main console. Corporate policy does not allow pings to the Boston VMs.
You need to:
* Troubleshoot ICMP traffic and make any necessary changes to the Boston application security policy.
Complete the requested task.
Notes: Passwords are contained in the user _readme.txt. This task is dependent on Task 5.

Answer:

Explanation:
See the Explanation part of the Complete Solution and step by step instructions.
Explanation
To troubleshoot ICMP traffic and make any necessary changes to the Boston application security policy, you need to follow these
steps:
Log in to the NSX Manager UI with admin credentials. The default URL is
https://<nsx-manager-ip-address>.
Navigate to Security > Distributed Firewall and select the firewall policy that applies to the Boston application. For example, select
Boston-web-Application.
Click Show IPSec Statistics and view the details of the firewall rule hits and logs. You can see which rules are matching the ICMP
traffic and which actions are taken by the firewall.
If you find that the ICMP traffic is allowed by a rule that is not intended for it, you can edit the rule and change the action to Drop or
Reject. You can also modify the source, destination, or service criteria of the rule to make it more specific or exclude the ICMP
traffic.
If you find that the ICMP traffic is not matched by any rule, you can create a new rule and specify the action as Drop or Reject. You
can also specify the source, destination, or service criteria of the rule to match only the ICMP traffic from the main console to the
Boston web VMs.
After making the changes, click Publish to apply the firewall policy.
Verify that the ICMP traffic is blocked by pinging the Boston web VMs from the main console again.You should see a message
saying "Request timed out" or "Destination unreachable".

NEW QUESTION # 18 
SIMULATION
Task 13
You have been asked to configure the NSX backups for the environment so that if the NSX Manager fails it can be restored with
the same IP address to the original primary Data Center that is in an Active / Standby configuration. Backups should be scheduled to
run once every 24 hours as well as when there are changes published to the NSX environment. Ensure that backups are completed
on their respective environment. Verify the backup file has been created on the SFTP server.
* Credentials needed to complete the task:

You need to:
* Verify that an SFTP server is available on the network and obtain SFTP Fingerprint.



* Configure NSX Backups via NSX Appliance Backup
* Configure Scheduling Criteria
Backup Configuration Criteria

Complete the requested task.
Notes: Passwords are contained in the user_readme.txt. This task is not dependent on other tasks. This task should take
approximately 15 minutes to complete.

Answer:

Explanation:
See the Explanation part of the Complete Solution and step by step instructions Explanation:
To configure the NSX backups for the environment, you need to follow these steps:
Verify that an SFTP server is available on the network and obtain SFTP fingerprint. You can use the search_web("SFTP server
availability") tool to find some information on how to set up and check an SFTP server. You can also use the ssh-keyscan command
to get the fingerprint of the SFTP server. For example, ssh-keyscan -t ecdsa sftp_server will return the ECDSA key of the
sftp_server. You can compare this key with the one displayed on the NSX Manager UI when you configure the backup settings.
Configure NSX Backups via NSX Appliance Backup. Log in to the NSX Manager UI with admin credentials. The default URL is
https://<nsx-manager-ip-address>. Select System > Lifecycle Management > Backup & Restore. Click Edit under the SFTP Server
label to configure your SFTP server. Enter the FQDN or IP address of the backup file server, such as 10.10.10.100. The protocol
text box is already filled in. SFTP is the only supported protocol. Change the default port if necessary. The default TCP port is 22.
In the Directory Path text box, enter the absolute directory path where the backups will be stored, such as /dat a. The directory must
already exist and cannot be the root directory (/). Avoid using path drive letters or spaces in directory names; they are not
supported. In the Passphrase text box, enter a passphrase that will be used to encrypt and decrypt the backup files, such as
VMware1!. Click Save to create the backup configuration.
Configure Scheduling Criteria. On the Backup & Restore page, click Edit under the Schedule label to configure your backup
schedule. Select Enabled from the drop-down menu to enable scheduled backups. Select Daily from the Frequency drop-down
menu to run backups once every 24 hours. Select a time from the Time drop-down menu to specify when the backup will start, such
as 12:00 AM. Select Enabled from the Additional Backup Trigger drop-down menu to run backups when there are changes
published to the NSX environment. Click Save to create the backup schedule.
Verify that a backup file has been created on the SFTP server. On the Backup & Restore page, click Start Backup to run a manual
backup and verify that it completes successfully. You should see a message saying "Backup completed successfully". You can also
check the status and details of your backups on this page, such as backup size, duration, and timestamp. Alternatively, you can log in
to your SFTP server and check if there is a backup file in your specified directory path, such as /data.

NEW QUESTION # 19 
SIMULATION
Task 4
You are tasked with creating a logical load balancer for several web servers that were recently deployed.
You need to:



Complete the requested task.
Notes:
Passwords are contained in the user_readme.txt. Do not wait for configuration changes to be applied in this task as processing may
take some time to complete. This task should take up to 35 minutes to complete and is required for subsequent tasks.

Answer:

Explanation:
See the Explanation part of the Complete Solution and step by step instructions Explanation:
To create a logical load balancer for several web servers, you need to follow these steps:
Log in to the NSX Manager UI with admin credentials. The default URL is https://<nsx-manager-ip-address>.
Navigate to Networking > Load Balancing > Load Balancers and click Add Load Balancer.
Enter a name and an optional description for the load balancer. Select the tier-1 gateway where you want to attach the load balancer
from the drop-down menu or create a new one by clicking New Tier-1 Gateway. Click Save.
Navigate to Networking > Load Balancing > Application Profiles and click Add Application Profile.
Enter a name and an optional description for the application profile. Select HTTP as the application type from the drop-down menu.
Optionally, you can configure advanced settings such as persistence, X-Forwarded-For, SSL offloading, etc., for the application
profile. Click Save.
Navigate to Networking > Load Balancing > Monitors and click Add Monitor.
Enter a name and an optional description for the monitor. Select HTTP as the protocol from the drop-down menu. Optionally, you
can configure advanced settings such as interval, timeout, fall count, rise count, etc., for the monitor. Click Save.
Navigate to Networking > Load Balancing > Server Pools and click Add Server Pool.
Enter a name and an optional description for the server pool. Select an existing application profile from the drop-down menu or
create a new one by clicking New Application Profile. Select an existing monitor from the drop-down menu or create a new one by
clicking New Monitor. Optionally, you can configure advanced settings such as algorithm, SNAT translation mode, TCP
multiplexing, etc., for the server pool. Click Save.
Click Members > Set > Add Member and enter the IP address and port number of each web server that you want to add to the
server pool. For example, enter 192.168.10.10:80 and 192.168.10.11:80 for two web servers listening on port 80. Click Save and
then Close.
Navigate to Networking > Load Balancing > Virtual Servers and click Add Virtual Server.
Enter a name and an optional description for the virtual server. Enter the IP address and port number of the virtual server that will
receive the client requests, such as 10.10.10.100:80. Select HTTP as the service profile from the drop-down menu or create a new
one by clicking New Service Profile. Select an existing server pool from the drop-down menu or create a new one by clicking New
Server Pool. Optionally, you can configure advanced settings such as access log, connection limit, rate limit, etc., for the virtual
server. Click Save.
You have successfully created a logical load balancer for several web servers using NSX-T Manager UI.



NEW QUESTION # 20
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