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VMware vDefend Security for VCF 5.x Administrator Sample Questions
(Q101-Q106):
NEW QUESTION # 101 
Which three types of traffic can be inspected and controlled by vDefend firewall policies in a distributed architecture?
(Choose three)
Response:

A. Management traffic from vCenter
B. Internal application tier traffic
C. vMotion traffic between hosts
D. East-west inter-VM traffic
E. North-south traffic to/from external clients

Answer: B,D,E

NEW QUESTION # 102 
A security administrator suspects that a service insertion policy is not working as expected. Which NSX Manager feature can be
used to validate the health status of the associated service instance?
Response:

A. Host Profiles Dashboard
B. Policy Traceflow
C. ESXi Hardware Status tab
D. Service Deployment Status under the NSX Inventory

Answer: D

NEW QUESTION # 103 
Which two capabilities are core to the vDefend Distributed Firewall architecture for effective workload protection?
(Choose two)
Response:

A. Context-aware rules applied per vNIC
B. Granular rule creation using Layer 7 inspection
C. Requires physical firewall for micro-segmentation
D. Distributed policy enforcement on every host
E. Policy enforcement based on IP sets only

Answer: A,D

NEW QUESTION # 104 
Which feature of the vDefend firewall architecture helps avoid hair-pinning of east-west traffic?
Response:

A. Traffic redirection to perimeter firewall
B. Local rule enforcement at the hypervisor kernel level
C. Edge NAT configuration
D. Centralized gateway-based firewalling
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Answer: B

NEW QUESTION # 105 
Which NSX component is responsible for correlating malware events and providing detailed threat visibility?
Response:

A. NSX Edge Gateway
B. NSX Malware Prevention Engine
C. vCenter Alarm Manager
D. NSX Manager Security Dashboard

Answer: D
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