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Amazon AWS Certified Solutions Architect - Associate (SAA-C02) Sample
Questions (Q88-Q93):

NEW QUESTION # 88

A medical company wants to perform transformations on a large amount of clinical trial data that comes from several customers. The
company must extract the data from a relational databasethatcontains the customer data. Then the company will transform the data
by using a series of complex rules. The company will load the data to Amazon S3 when the transformations are complete.

All data must be encrypted where it is processed before the company stores the data in Amazon S3. All data must be encrypted by
using customer-specific keys.

Which solution will meet these requirements with the LEAST amount of operational effort?

¢ A Create one Amazon EMR cluster for each customer Attach a security configuration to each cluster that uses server-side
encryption with AWS KMS keys (SSE-KMS) to encrypt the data.

¢ B. Create one Amazon EMR cluster for each customer Attach a security configuration to each cluster that uses client-side
encryption with a custom client-side root key (CSE-Custom) to encrypt the data.

e C. Create one AWS Glue job for each customer Attach a security configuration to each job that uses server- side encryption
with Amazon S3 managed keys (SSE-S3) to encrypt the data.

e D. Create one AWS Glue job for each customer Attach a security configuration to each job that uses client- side encryption
with AWS KMS managed keys (CSE-KMS) to encrypt the data.

Answer: D

Explanation:

AWS Glue jobs are designed for extract, transform, and load (ETL) operations, which are perfect for transformmng clinical trial data.
AWS Glue integrates with AWS Key Management Service (KMS), allowing for customer-specific encryption keys, fulfilling the
encryption requirement with minimal operational effort.

Client-side encryption with AWS KMS ensures that the data is encrypted before it is sent to S3, aligning with the security needs
specified in the scenario.

Key aspects:

AWS Glue: This managed ETL service simplifies data transformation, reduces operational overhead, and integrates seamlessly with
KMS.

CSE-KMS: Client-side encryption with KMS ensures that the data is encrypted with customer-specific keys before it is processed
or stored in S3, offering robust security.

Minimal Operational Overhead: Compared to managing an EMR cluster, AWS Glue automates much of the process, making it a
lower-effort solution.

AWS Documentation: According to the AWS Well- Architected Framework, encryption with AWS KMS offers strong security
controls that meet the needs of industries requiring high levels of confidentiality.

NEW QUESTION # 89
IfT want to run a database in an Amazon instance, which is the most recommended Amazon storage option?

A. Amazon 53

B. Amazon EBS

C. You can't run a database inside an Amazon instance.
D. Amazon Instance Storage

Answer: B

NEW QUESTION # 90

A company has a legal requirement to store pomnt-in-time copies of its Amazon RDS PostgreSQL database instance in facilities that
are at least 200 miles apart.

Use of which of the following provides the easiest way to comply with this requirement?

A. Multiple Availability Zone snapshot copy
B. Cross-region snapshot copy

C. Multiple Availability Zone read replica
D. Cross-region read replica



Answer: C

NEW QUESTION # 91

A company hosts a web application on multiple Amazon EC2 instances The EC2 instances are in an Auto Scaling group that scales
in response to user demand The company wants to optimize cost savings without making a long-term commitment Which EC2
instance purchasing option should a solutions architect recommend to meet these requirements'?

A. Dedicated Instances only

B. A mix of On-Demand instances and Reserved instances
C. A mix of On-Demand instances and Spot Instances

D. On-Demand Instances only

Answer: A

NEW QUESTION # 92

A mobile application serves scientific articles from individual files in an Amazon S3 bucket. Articles older than 30 days are rarely
read. Articles older than 60 days no longer need to be available through the application, but the application owner would like to
keep them for historical purposes.

Which cost-effective solution BEST meets these requirements?

e A Create a Lambda finction to move files older than 30 days to Amazon EBS and move files older than 60 days to Amazon
Glacier.

¢ B. Create lifecycle rules to move files older than 30 days to Amazon S3 Standard Infrequent Access and move files older
than 60 days to Amazon Glacier.

e C. Create a Lambda finction to move files older than 30 days to Amazon Glacier and move files older than 60 days to
Amazon EBS.

e D. Create lifecycle rules to move files older than 30 days to Amazon Glacier and move files older than 60 days to Amazon S3
Standard Infrequent Access.

Answer: B

Explanation:
Explanation
httpsz/aws.amazon.com/blogs/aws/archive-s3-to-glacier/

NEW QUESTION # 93
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