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Passing a Cybersecurity-Architecture-and-Engineering certification exam is very hard. It gives the exam candidates a tough time as it
requires the most updated information and hands-on experience on the contents of the syllabus. Pass4cram's Cybersecurity-
Architecture-and-Engineering brain dumps make your preparation easier. They provide you authentic and verified information and
the most relevant set of questions and answers that will help you attain success in your Cybersecurity-Architecture-and-Engineering
Exam.

WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q64-Q69):
NEW QUESTION # 64 
Which software allows the user to easily access the hardware of a computer?

A. Application
B. Productivity
C. FTP client
D. Operating system

Answer: D

Explanation:
The operating system (OS) is the primary software that manages all the hardware and other software on a computer. It acts as an
intermediary between users and the computer hardware. The OS handles basic tasks such as controlling and allocating memory,
prioritizing system requests, controlling input and output devices, facilitating networking, and managing files. Examples include
Windows, macOS, and Linux.

NEW QUESTION # 65 
What is an information system?

A. The computer hardware components
B. The hardware that allows human-computer interactions
C. A database utility from a third party
D. A collection of data to support an organization

Answer: D

Explanation:
An information system is a coordinated set of components designed to collect, store, and process data, and to deliver information,
knowledge, and digital products. Organizations use information systems to support operations, management, and decision-making.
This includes both the technical components (hardware, software, databases, and networks) and the human components (people
and processes).

NEW QUESTION # 66 
A cloud hosting provider is concerned about the potential risks associated with attacks that target the confidentiality and integrity of
sensitive data stored on its servers' volatile memory. The provider has decided to implement hardening techniques and endpoint
security controls to mitigate the risk.
Which hardening technique will meet the needs of this provider?

A. Implementing secure encrypted enclaves and AMD Secure Memory Encryption
B. Implementing a next-generation antivirus system to detect and prevent malware attacks
C. Enforcing a strong password complexity policy for all user accounts
D. Conducting regular security awareness training for all employees

Answer: A

Explanation:
To protect datain use(within memory), the provider must implementhardware-level memory encryptionandtrusted execution
environments(secure enclaves), which protect against cold boot attacks, memory scraping, and unauthorized access.
NIST SP 800-207A (Hardware-Enabled Security: Enclaves):
"Trusted execution environments and memory encryption mechanisms help ensure that data remains protected even when systems
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are compromised at lower levels." This is amodern cloud security best practiceespecially useful forconfidential
computingenvironments.
#WGU Course Alignment:
Domain:System Security Engineering / Cryptography
Topic:Protect data in use with hardware-based encryption and enclaves

NEW QUESTION # 67 
Which item is an input device?

A. CD
B. Flash Drive
C. Scanner
D. Printer

Answer: C

Explanation:
* An input device is any hardware component that allows a user to enter data into a computer.
* A scanner is an input device that converts physical documents into digital format.
* The other options:
* Printer is an output device.
* Flash drive is a storage device.
* CD can be both storage and media for input/output depending on the context but is not primarily used for direct data input.
* Therefore, a scanner is the correct answer for an input device.
References:
* "Introduction to Computer Science" by ITL Education Solutions Limited, which discusses input and output devices.
* "Digital Fundamentals" by Thomas L. Floyd, which includes information on various peripherals.

NEW QUESTION # 68 
An application team manages a large farm of web servers on virtual machines in the cloud. The team wants to reduce the server load
by caching static content. Adding a second layer of protection is also a requirement.
What should this team recommend in this scenario?

A. Reverse proxy
B. Intrusion detection system (IDS)
C. Firewall rule changes
D. Network address translation (NAT)

Answer: A

Explanation:
The correct answer is C - Reverse proxy.
As per the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) course content, a reverse proxy server acts on behalf
of web servers by caching static content (such as images, scripts, and HTML files), significantly reducing server load. It also
provides an additional layer of protection by hiding the backend servers from direct exposure to clients and enabling centralized
application of security policies such as SSL termination and Web Application Firewall (WAF) integration.
Firewall rule changes (A) manage access control but do not handle caching or reduce load. An IDS (B) monitors for intrusions but
doesn't offload traffic or cache content. NAT (D) translates IP addresses but doesn't cache content or add a protection layer.
Reference Extract from Study Guide:
"A reverse proxy server provides caching capabilities for static content and acts as a protective intermediary between client requests
and backend servers, thus reducing server load and enhancing security."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Secure Network Design Concepts

NEW QUESTION # 69
......
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