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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q102-Q107):
NEW QUESTION # 102 
A large technology company has discovered a known vulnerability in its network infrastructure. The infrastructure contains a number
of retired assets that are no longer receiving security updates, which can potentially be exploited by attackers to compromise the
network. The company has decided to implement hardening techniques and endpoint security controls to mitigate the risk.
Which hardening technique will meet the needs of this company?

A. Enforcing strict access control policies for all network devices
B. Removing all end-of-life devices from the network
C. Conducting regular vulnerability scans to identify potential weaknesses
D. Implementing intrusion detection and prevention systems (IDPS)

Answer: B

Explanation:
The correct answer is D - Removing all end-of-life devices from the network.
According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), end-of-life systems pose significant risks because
they no longer receive patches or updates. The besthardening technique in this situation is to decommission and remove these
devices, eliminating their vulnerabilities altogether.
Access control (A), vulnerability scanning (B), and IDPS (C) are helpful practices but do not eliminate vulnerabilities of unsupported
devices.
Reference Extract from Study Guide:
"Removing end-of-life or unsupported assets is essential for maintaining a secure infrastructure, as these devices are highly vulnerable
to exploitation."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), System and Device Hardening

NEW QUESTION # 103 
What signals the development of scope creep?

A. Programmers are focused on a single feature.
B. Many unplanned features have been added to the original project.
C. The product does not satisfy all the requirements of the plan.
D. An extension to the deadline of the project is requested.

Answer: B

Explanation:
The development of scope creep is often signaled by the addition of many unplanned features to the original project. This indicates
that the project scope is expanding beyond its initial boundaries. Key indicators include:
* Uncontrolled changesto the project scope.
* Continuous new requestsfrom stakeholders that were not part of the original requirements.
* Increased project complexityand difficulty in managing the project timeline and resources.
Scope creep can lead to delays, budget overruns, and project failure if not managed properly.
References
* Project Management Institute, "A Guide to the Project Management Body of Knowledge (PMBOK Guide)," PMI.
* Harold Kerzner, "Project Management: A Systems Approach to Planning, Scheduling, and Controlling," Wiley.

NEW QUESTION # 104 
A company wants to improve the security of its software development process and reduce the risk of vulnerabilities in its
applications. The company is looking for a solution that can isolate its applications and provide a secure environment for
development and testing.
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Which security technology meets the needs of this company?

A. Firewall
B. Virtual private network (VPN)
C. Data loss prevention (DLP)
D. Containerization

Answer: D

Explanation:
The correct answer is D - Containerization.
WGU Cybersecurity Architecture and Engineering (KFO1 / D488) material states that containerization provides isolated
environments (containers) where applications can be developed, tested, and deployed securely. This isolation minimizes the risk of
vulnerabilities affecting the host system or other applications, improving the overall security of the development process.
DLP (A) prevents data leakage but does not isolate applications. VPNs (B) secure network traffic but do not create isolated
development environments. Firewalls (C) control network traffic but do not manage application-level isolation.
Reference Extract from Study Guide:
"Containerization secures application development and deployment by isolating applications in lightweight, standalone environments,
reducing risk and improving manageability."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Application Security Concepts

NEW QUESTION # 105 
Management has asked its networking team to recommend a solution for direct communication between multiple virtual networks in
the cloud. The solution must utilize the least amount of administrative effort.
Which solution meets the requirements?

A. Domain name system
B. Virtual network peering
C. Virtual local area network
D. Remote Desktop Protocol

Answer: B

Explanation:
The correct answer is A - Virtual network peering.
According to the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) Study Guide, virtual network peering enables
direct communication between two or more virtual networks without the need for gateways, VPNs, or additional configurations. It
allows seamless interconnectivity with minimal administrative overhead. Peered networks can communicate as if they were part of
the same network, which meets the organization's request for the least administrative effort.
Other options like Virtual LANs (B) operate within the same network and don't span multiple virtual networks. Remote Desktop
Protocol (C) is used for remote access, not network interconnection. Domain Name System (D) resolves names to IP addresses but
does not establish communication pathways between networks.
Reference Extract from Study Guide:
"Virtual network peering provides a low-latency, high-bandwidth connection between virtual networks with minimal administrative
setup. It is the recommended solution for direct communication across cloud-based virtual networks."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Network Architectures Module

NEW QUESTION # 106 
Which IT role is responsible for the installation and maintenance of hardware and software that make up a computer network?

A. IT manager
B. Network administrator
C. Web administrator
D. Database support specialist

Answer: B

Explanation:
The IT role responsible for the installation and maintenance of hardware and software that make up a computer network is the



Network Administrator. Their responsibilities include:
* Network installation: Setting up and configuring network hardware, such as routers, switches, firewalls, and servers.
* Network maintenance: Ensuring the network operates smoothly, performing regular updates, and troubleshooting issues.
* Security management: Implementing security measures to protect the network from unauthorized access, attacks, and breaches.
* Performance monitoring: Monitoring network performance and making necessary adjustments to optimize speed and reliability.
Therefore, the Network Administrator is the correct role for these responsibilities.
References
* William Stallings, "Data and Computer Communications," Pearson.
* Andrew S. Tanenbaum and David J. Wetherall, "Computer Networks," Pearson.
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