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WGU Digital-Forensics-in-Cybersecurity Practice Test (Web-Based)
If you don't prepare with real WGU Digital-Forensics-in-Cybersecurity questions, you fail, lose time and money. DumpsQuestion
product is specially designed to help you pass the exam on the first try. The study material is easy to use. You can choose from 3
different formats available according to your needs. The 3 formats are WGU Digital-Forensics-in-Cybersecurity desktop practice
test software, browser based practice exam, and PDF.

WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q46-Q51):
NEW QUESTION # 46 
A forensics investigator is investigating a Windows computer which may be collecting data from other computers on the network.
Which Windows command line tool can be used to determine connections between machines?

A. Openfiles
B. Netstat
C. Telnet
D. Xdetect

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Netstatis a standard Windows command line utility that displays active network connections, routing tables, and network interface
statistics. It is widely used in forensic investigations to identify current and past TCP/IP connections, including IP addresses and port
numbers associated with remote hosts. This information helps investigators identify if the suspect computer has active connections to
other machines potentially used for data collection or command and control.
* Telnet is a protocol used to connect to remote machines but does not display current network connections.
* Openfiles shows files opened remotely but not network connection details.
* Xdetect is not a standard Windows tool and not recognized in forensic investigations.
Reference:According to NIST SP 800-86 and SANS Digital Forensics guidelines,netstatis an essential tool for gathering network-
related evidence during system investigations.

NEW QUESTION # 47 
What are the three basic tasks that a systems forensic specialist must keep in mind when handling evidence during a cybercrime
investigation?

A. Find evidence, preserve evidence, and prepare evidence
B. Analyze evidence, prepare evidence, and document evidence
C. Preserve evidence, encrypt evidence, and delete evidence
D. Find evidence, analyze evidence, and prosecute evidence

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The fundamental tasks for a forensic specialist are to locate potential digital evidence, ensure its preservation to prevent tampering or
loss, and prepare the evidence for analysis or legal proceedings. Proper handling maintains the evidentiary value of digital artifacts.
* Preservation includes using write-blockers and documenting chain of custody.
* Preparation may involve imaging, cataloging, and validating evidence.
Reference:NIST SP 800-86 emphasizes these stages as critical components of forensic processes.

NEW QUESTION # 48 
Which law or guideline lists the four states a mobile device can be in when data is extracted from it?
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A. Electronic Communications Privacy Act (ECPA)
B. Health Insurance Portability and Accountability Act (HIPAA)
C. Communications Assistance to Law Enforcement Act (CALEA)
D. NIST SP 800-72 Guidelines

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
NIST Special Publication 800-72 provides guidelines for mobile device forensics and identifies four device states during data
extraction: active, idle, powered off, and locked. These states influence how data can be accessed and preserved.
* Understanding these states helps forensic investigators select appropriate acquisition techniques.
* NIST SP 800-72 is a key reference for mobile device forensic methodologies.
Reference:NIST SP 800-72 offers authoritative guidelines on handling mobile device data in forensic investigations.

NEW QUESTION # 49 
A victim of Internet fraud fell for an online offer after using a search engine to find a deal on an expensive software purchase. Once
the victim learned about the fraud, he contacted a forensic investigator for help.
Which digital evidence should the investigator collect?

A. Computer logs
B. Whois records
C. Email headers
D. Virus signatures

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
In Internet fraud investigations, computer logs are critical because they provide a record of user activity, including browsing history,
downloads, and system events. These logs can help establish a timeline, identify malicious access, and confirm fraudulent
transactions.
* Computer logs may include browser history, system event logs, and application logs that document the victim's interaction with the
fraudulent offer.
* Whois records help identify domain registration details but are secondary evidence.
* Email headers are relevant if communication via email was part of the fraud but less critical than logs that show direct interaction.
* Virus signatures are used in malware investigations, not directly relevant to fraud evidence collection.
Reference:According to guidelines by the International Journal of Digital Crime and Forensics and the SANS Institute, capturing logs
is essential in building a case for Internet fraud as it provides objective data about the victim's system and activities.

NEW QUESTION # 50 
A forensic investigator suspects that spyware has been installed to a Mac OS X computer by way of an update.
Which Mac OS X log or folder stores information about system and software updates?

A. /var/vm
B. /Library/Receipts
C. /var/spool/cups
D. /var/log/daily.out

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The/Library/Receiptsfolder on Mac OS X contains receipts that track software installation and updates, including system and
application updates. This folder helps forensic investigators determine which updates were installed and when, useful for detecting
suspicious or unauthorized software installations like spyware.
* /var/spool/cupsis related to printer spooling.
* /var/log/daily.outcontains daily system log summaries but not detailed update records.
* /var/vmcontains virtual memory files.



NIST and Apple forensics documentation indicate that/Library/Receiptsis a key location for examining software installation history.

NEW QUESTION # 51
......
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