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Which law or guideline lists the four states a mobile device can be in when data is extracted from it?

A. Electronic Commumications Privacy Act (ECPA)

B. NIST SP 800-72 Guidelines

C. Communications Assistance to Law Enforcement Act (CALEA)
D. Health Insurance Portability and Accountability Act (HIPAA)
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Comprehensive and Detailed Explanation From Exact Extract:

NIST Special Publication 800-72 provides guidelines for mobile device forensics and identifies four device states during data
extraction: active, idle, powered off] and locked. These states influence how data can be accessed and preserved.

* Understanding these states helps forensic investigators select appropriate acquisition techniques.

* NIST SP 800-72 is a key reference for mobile device forensic methodologies.

Reference:NIST SP 800-72 offers authoritative guidelines on handling mobile device data in forensic investigations.
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Which type of nformation does a Windows SAM file contain?

A. Hash of network passwords

B. Encrypted local Windows passwords
C. Hash of local Windows passwords
D. Encrypted network passwords

ER: C

fRREER A «

Comprehensive and Detailed Explanation From Exact Extract:

The Windows Security Account Manager (SAM) file stores hashed passwords for local Windows user accounts. These hashes are
used to authenticate users without storing plaintext passwords.

* The SAM file stores local account password hashes, not network passwords.

* Passwords are hashed (not encrypted) using algorithms like NTLM or LM hashes.

* Network password management occurs elsewhere (e.g., Active Directory).

Reference:NIST SP 800-86 and standard Windows forensics texts explain that the SAM file contains hashed local account
credentials critical for forensic nvestigations involving Windows systerns.
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An organization has identified a system breach and has collected volatile data from the system
Which evidence type should be collected next?

A. File timestamps

B. Running processes

C. Temporary data

D. Network connections
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Comprehensive and Detailed Explanation From Exact Extract:

In incident response, after collecting volatile data (such as contents of RAM), the next priority is often to collect network-related
evidence such as active network connections. Network connections can reveal ongoing communications, attacker activity, command
and control channels, or data exfiltration paths.

* Running processes and temporary data are also volatile but typically collected simultaneously or immediately after volatile memory.
* File timestamps relate to non-volatile data and are collected later after volatile data acquisition to preserve evidence integrity.

* This sequence is supported by NIST SP 800-86 and SANS Incident Handler's Handbook which emphasize the volatility of
evidence and recommend capturing network state immediately after memory.
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A forensic specialist is about to collect digital evidence froma suspect's computer hard drive. The computer is off.
‘What should be the specialist's first step?

A. Turn the computer on and photograph the desktop.
B. Carefully review the chain of custody form.

C. Turn the computer on and remove any malware.

D. Make a forensic copy of the computer’s hard drive.
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Comprehensive and Detailed Explanation From Exact Extract:

Before any action on evidence, especially when seizing or processing digital devices, the forensic specialist must first carefully review
and document the chain of custody (CoC) to ensure proper handling and legal compliance. This includes verifying seizure procedures
and documenting the status of the device before any interaction.

* Turning the computer on prematurely risks altering or destroying volatile data.

* Making a forensic copy (imaging) can only happen after proper documentation and preservation steps.

* Photographing the desktop is relevant only after power-on but only if approved and documented.

This process aligns with NIST guidelines (SP 800-86) and the Scientific Working Group on Digital Evidence (SWGDE) principles
emphasizing preservation and documentation as foundational steps.
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How do forensic specialists show that digital evidence was handled in a protected, secure manner during the process of collecting
and analyzing the evidence?

A. By mamtaining the chain of custody
B. By deleting temporary files

C. By performing backups

D. By encrypting all evidence
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Comprehensive and Detailed Explanation From Exact Extract:

The chain of custody is a documented, chronological record detailing the seizure, custody, control, transfer, analysis, and disposition
of evidence. Maintaining this record proves that the evidence was protected and unaltered, which is essential for court admissibility.
* Each transfer or access must be logged with date, time, and handler.

* Breaks in the chain can compromise the legal validity of evidence.

Reference:According to NIST and forensic best practices, the chain of custody documentation is mandatory for reliable evidence
handling.
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