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Bathsheba Syndrome - ANSWER - Thae moral cormuption of people in power, which is
often facditaled by a lendency for paople o ook the olther way when their leaders act
Inappropriataly,

Corporate Social Resporsibdity (CSR) - ANSWER - The concep! thal an organizaton
should act ethically by taking responsibifity for the impact of its actions on its
shareholdars, consumers, employess, community, enviranment, and suppliers

Ethics - AMSWER - A code of behavior that i3 defined by the group 1o which an
Individual belongs,

Integrity - AMSWER - Adherence (o a personal code of principles.

Morals - ANSWER - The parsonal principles upen which an individual bases his or her
decrsians aboul whal is nght and what is wrong

Supply Chain Sustainabifity - ANSWER - A component of corporate social respansibility
(CSR) that focuses on developing and maintaining a supply chain that meets the needs
of the present without compromising the ability of future generations 1o meet their
needs

Acceptabla Usae Policy (AUP) - ANSWER - A documant that stipulates resirictions and
practices that a user must agree in pder 1o wse organizational computing and network
FESoUrces

Advanced Porsisiant Threat (APT) - ANSWER - A network altack in which an inbrudes

gains access to a natwork and stays there--undatected--with the intention of stealing
data over a long period of ime (weeks! aven months)

Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS) -
ANSWER - An agreament of the World Trade Organization that requires member
governments to ensure that intellactual property rights can be enforced under thair laws
and that penallies for infringement are tough encugh to deler further viclations.

Anonymous Expression - ANSWER - The expression of opinions by people who do not
reveal their identity.
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WGU Ethics In Technology QCO1 Sample Questions (Q51-Q56):

NEW QUESTION # 51

A new Al-driven software package helps schools determine the best type of online learning support based on the current racial
segments of students. The developer selected zip codes as a method for identifying specific groups.

Which source of bias does this approach introduce into the system?

A. Proxy discrimination
B. Limited features

C. Skewed sanple

D. Tainted examples

Answer: A

NEW QUESTION # 52

An organization's security policy states that only authorized employees are granted access to the payroll database. During the
onboarding process, two newly hired employees realize they have been erroneously granted access to the payroll database.
Which security practice has been violated?

A. Availability
B. Accessibility
C. Confidentiality

D. Integrity
Answer: C

Explanation:

Confidentiality ensures that only authorized personnel have access to sensitive information.

Why Confidentiality Was Violated?

* Payroll information is sensitive and should be accessible only to authorized enmployees.

* The erroneous access granted to new hires means private financial information is at risk.

* Confidentiality is a fndamental principle in cybersecurity, ensuring that data is accessed only by those who need it.

* A. Availability - Ensures systers remain operational, but this case concerns unauthorized access, not system downtime.

* B. Accessibility - Relates to making data usable for authorized individuals, but this case involves an unauthorized access issue.
* C. Integrity - Ensures data remains accurate and unaltered, but the issue here is privacy, not data accuracy.

Why Not the Other Options?Thus, the correct answer is D. Confidentiality, as it ensures that only authorized users can access
sensitive information.

* National Institute of Standards and Technology (NIST) Cybersecurity Framework.

* ISO/IEC 27001: Information Security Management Systerns.

References in Ethics in Technology:

NEW QUESTION # 53

I A recruiter for a cybersecurity company is screening candidates for an engineering role by researching the candidates' public social
media profiles. The recruiter notes content on one candidate's profile that automatically allows the recruiter to dismiss the candidate.
Which type of content allows the recruiter to legally take this action?

A. Self-identified as a gender other than what the recruiter wants

B. Posts indicating pregnancy

C. Photos suggesting actual age is older than indicated on the resume
D. Photos depicting use of drugs

Answer: D
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NEW QUESTION # 54

During an investigation into a bank robbery, the Federal Bureau of Investigation (FBI) wants to monitor the telephone calls of
identified suspects in the case for a two-week period. Due to the short time frame of the investigation, the FBI does not have time to
pursue judicial authorization and get a warrant for surveillance.

Which type of telephone calls is legal for the FBI to monitor under the Foreign Intelligence Surveillance Act (FISA). given the time
frame of the investigation?

A. Calls mitiated by a non-U.S. citizen to a U.S. citizen
B. Calls between two U.S. citizens

C. Calls between two non-U.S. citizens

D. Calls mitiated by a U.S. citizen to a non-U.S. citizen

Answer: C

NEW QUESTION # 55

An organization is concerned about its cybersecurity after identifying unauthorized records in its payroll database. The organization
hires a consultant to test its cyberdefenses. The consultant executes several test attacks on the organization's software and
successfully demonstrates that by using Structured Query Language (SOL) mjection, the consultant can add rows to the payroll
database without obtaining the proper permissions.

‘Which hacker classification does the consultant fall under?

A. Cyberterrorist
B. Black hat hacker
C. White hat hacker
D. Cybercrimmal

Answer: C

NEW QUESTION # 56

Different from the common question bank on the market, Ethics-In-Technology exam guide is a scientific and efficient learning
system that is recognized by many industry experts. In normal times, you may take months or even a year to review a professional
exam, but with Ethics-In-Technology exam guide you only need to spend 20-30 hours to review before the exam. And with Ethics-
In-Technology learing question, you will no longer need any other review materials, because our study materials already contain all
the important test sites. At the same time, Ethics-In-Technology test prep helps you to master the knowledge in the course of the
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