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many of the candidates are too busy to review, our experts designed the Network-and-Security-Foundation question dumps in
accord with actual examination questions, which would help you pass the exam with high proficiency.

WGU Network-and-Security-Foundation Sample Questions (Q26-Q31):
NEW QUESTION # 26 
Which statement describes the Integrity tenet of IT security?

A. It involves transmitting network data without any errors.
B. It involves keeping systems accessible for network users.
C. It requires the encryption of sensitive data transmission.
D. It requires that network applications be accessible to users.

Answer: A

Explanation:
Integrityin IT security ensures that data remains accurate, unaltered, and trustworthy throughout its lifecycle.
This means that data transmission should occurwithout errorsand should not be modified by unauthorized parties. Mechanisms like
checksums, hashing, and digital signatures help maintain integrity.
* Encryption (B)enhances confidentiality, not integrity.
* Accessibility (C and D)relates to availability, not integrity.

NEW QUESTION # 27 
An organization does not have controls in place to limit employee access to sensitive customer data.
What is a component of the CIA triad that is violated?

A. Interpretation
B. Availability
C. Integrity
D. Confidentiality

Answer: D

Explanation:
Confidentialityensures that only authorized users have access to sensitive information. Without proper access controls, employees
may be able to view or modify sensitive data without proper authorization, leading to a confidentiality breach.
* Integrityinvolves protecting data from unauthorized modifications.
* Availabilityensures that systems remain operational.
* Interpretationis not part of the CIA triad.

NEW QUESTION # 28 
An organization is the victim of an attack in which an attacker intercepts messages between two parties before transferring them to
the correct destination.
What is the type of cyberattack described in this scenario?

A. Pharming
B. Man-in-the-middle attack
C. Credential stuffing
D. Social engineering

Answer: B

Explanation:
Aman-in-the-middle (MITM) attackoccurs when an attacker secretly intercepts and relays communication between two parties.
This allows the attacker to steal data, modify messages, or inject malicious content without the victims' knowledge.
* Credential stuffingreuses stolen login credentials but does not involve interception.
* Social engineeringmanipulates users rather than intercepting messages.
* Pharmingredirects users to fraudulent websites, but it does not intercept communication.



NEW QUESTION # 29 
An organization has experienced a series of data breaches and needs to ensure that data remains protected even if intercepted.
Which security measure should be implemented?

A. Role-based access control (RBAC)
B. Two-factor authentication (2FA)
C. Data encryption
D. Patch management

Answer: C

Explanation:
Data encryptionprotects sensitive information by encoding it into an unreadable format, ensuring that even if attackers intercept the
data, they cannot decipher it without the proper decryption key. This is crucial for protecting stored and transmitted data.
* RBACcontrols user access but does not secure data in transit.
* 2FAstrengthens authentication but does not secure stored or transmitted data.
* Patch managementfixes software vulnerabilities but does not directly protect intercepted data.

NEW QUESTION # 30 
An individual has been tasked with setting up an office network. During the process, there is a need for a device that extends the
range of a network.
Which device should be used?

A. Server
B. Router
C. Switch
D. Access point

Answer: D

Explanation:
Anaccess point (AP)is a network device that extends the coverage of a wireless network by acting as a bridge between wired and
wireless devices. It allows users to connect to a network without needing a direct wired connection. APs are particularly useful in
large office spaces where Wi-Fi signals may not reach all areas.
* Routersprimarily manage network traffic but do not directly extend network range unless they include built-in AP functionality.
* Serversare used for hosting applications and storing data but do not extend network connectivity.
* Switchesconnect wired devices within a local network but do not extend wireless network range.

NEW QUESTION # 31
......
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