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Which due diligence activity for supply chain security should occur
in the initiation phase of the software acquisition life cycle?

A Developing a request for proposal (RFP) that includes supply
chain security risk management

B Lessening the risk of disseminating information during disposal

C Facilitating knowledge transfer between suppliers
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WGUSecure Software Design (KEO1) Exam Sample Questions (Q79-Q84):

NEW QUESTION # 79
In which step of the PASTA threat modeling methodology is vulnerability and exploit analysis performed?

A. Application decomposition
B. Attack modeling

C. Define objectives

D. Define technical scope

Answer: B

Explanation:

In the PASTA (Process for Attack Simulation and Threat Analysis) threat modeling methodology, vulnerability and exploit analysis is
performed during the Attack modeling step. This step involves identifying potential threats and vulnerabilities within the system and
understanding how they could be exploited.

* Attack modeling is a critical phase where the focus is on simulating attacks based on identified vulnerabilities. It allows for a deep
understanding of the threats in the context of the application's architecture and system design.

* During this phase, security analysts use their knowledge of the systerm's technical scope and application decomposition to simulate
how an attacker could exploit the system's vulnerabilities. This helps in prioritizing the risks and planning appropriate mitigation
strategies.

* The goal of attack modeling is not just to identify vulnerabilities but also to understand the potential impact of exploits on the
systemand the business, which is essential for developing a robust security posture.

: The nformation provided is aligned with the PASTA methodology as described in resources such as VerSpritel and the OWASP
Foundation2. These sources detail the seven stages of PASTA, with attack modeling being a key component of the process.

NEW QUESTION # 80
Which software control test examines an application froma user perspective by providing a wide variety of input scenarios and
inspecting the output?

A. Black box
B. White box
C. Dynamic
D. Static

Answer: A

Explanation:

The software control test that examines an application from a user perspective by providing a wide variety of input scenarios and
inspecting the output is known as black box testing. This testing method focuses on the fnctionality of the application rather than its
internal structures or workings. Testers provide inputs and examine outputs without knowing how and where the inputs are worked
upon. It's designed to test the system s external behavior.

* Black box testing is used to verify that the system meets the requirements and behaves as expected in various scenarios, including
edge cases and incorrect input data. It helps in identifying discrepancies between the systent's actual functionality and its specified
requirements.

* This type of testing is applicable across various levels of software testing, including unit, integration, system, and acceptance
testing, It is particularly useful for validating user stories and use cases during the software development process.

* Since black box testing treats the software as a "black box", it does not require the tester to have knowledge of the programming
languages or the system's implementation. This allows testers to objectively test the software's behavior and performance.

: The concept of black box testing is well-documented and is a standard practice in secure software design, as outlined by sources
such as LambdaTest1 and other industry best practices.
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NEW QUESTION # 81
Which software development model starts by specifying and implementing just a part of the software, which is then reviewed and
identifies further requirements that are implemented by repeating the cycle?

A. Tmplementation
B. Waterfall

C. Code and fix
D. Iterative

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The Iterative software development model fits this description. It involves specifying and implementing a portion of the software,
reviewing it, gathering feedback, and refining or adding requirements in successive cycles. This approach supports evolving
requirements and continuous improvement. Iterative models contrast with Waterfall (C), which is linear and sequential, with no
repetition of phases. "Code and fix" (D) is an informal, ad hoc process lacking formal review cycles. Implementation (B) is a phase,
not a model. The iterative approach is advocated in ISO/IEC 12207 and NIST guidelines for secure development, as it allows early
detection and remediation of security issues by incremental design and testing,

References:

ISO/IEC 12207 Software Lifecycle Processes

NIST SP 800-64 Revision 2: Security Considerations in SDLC

Microsoft SDL Documentation

NEW QUESTION # 82
Which secure coding best practice says to only use tested and approved components and use task-specific, built-in APIs to conduct
operating system finctions?

A. Data Protection

B. General Coding Practices

C. Session Management

D. Authentication and Password Management

Answer: B

NEW QUESTION # 83
The security teamis identifying technical resources that will be needed to perform the final product security review.
Which step of the final product security review process are they in?

A. Assess Resource Availability

B. Identify Feature Eligibility

C. Release and Ship

D. Evaluate and Plan for Remediation

Answer: A

NEW QUESTION # 84
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